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Recovering from issues

Say some sort of collision happens (possible in persistent

CSMA)

o How do receiver(s) detect the garbage data?
o How do sender(s) know if their message was accepted or

not?

4 N

Receiver sends acknowledgement
(ACK) or other response back to sender
Built in to protocol (I12C - Friday) and/or

engineered in high-level design

= /

Microcontroller LED Display g/lg:]?rroner
sed
A get current height
‘Egggive current height il




‘ Summary: issues w/ communication

e Time synchronization
- Approaches: Cristian’s/Berkeley’s algorithm, RZ,
(+ other solutions on Fri)
o Collisions
= Approaches: with controller (polling, TDMA) or
without (token ring, CSMA)
o Signal integrity
~ Approaches: differential drivers (hardware),
checksums, inserting "edges”



‘ Specific protocols

What a message looks like:

Start bit(s) | Header Data Error detection | End bit(s)

Serial protocols: message sent as a sequence of
bits on one wire



UART startbit:0 | Data (7-9 bits) Parity bit | End bit: 1

Universal Asynchronous Receiver-Transmitter
Two components communicating
Each has transmit (TX) and receive (RX) line

Do not need synchronized clock (just both components at same frequency)

Image source



https://www.circuitbasics.com/basics-uart-communication/
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Problems with UART?
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Serial peripheral interface

Controller sends clock to
peripheral and transmits with
clock

Transmits clock for longer so
peripheral can respond

Multiple peripherals: chip select
line

SCK > SCK
COPI > COPI
CIPO < CIPO

cs cs

Controller to Peripheral Peripheral to Controllerivic or
idle next byte

xt by
SCK

Clock from

Controller )

1234567 01234567

01
=008 Bl 00

COPI P
Controller-out : : Li__J: L)L

Peripheral-in 4 1 0 0 1 0 1 0
0x53 = ASCII 'S’

CIPO
Controller-In
Peripheral-Out

Cs
Chip Select

Image source



https://learn.sparkfun.com/tutorials/serial-peripheral-interface-spi/all

SPI: one controller, multiple
peripherals

CIPO == 3 CIPO
COPI * > COPI
Controller 1 SCK * > SCK  Peripheral 1
CS1 > (S
CSZ =
——CIPO
——> COPI
—>»5SCK  Peripheral 2
> (S

Image source


https://learn.sparkfun.com/tutorials/i2c/all
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Problems with SPI?



Start | Address (7 | RIW , ACK : ACK
‘ 12C |5 o0 bits) | bit | 2@ Bbits) |7 | Data B bits) |

End
bit

Address:
0110000

Address:
1001000

|nter-|ﬂtegrated CerUIt s Peripheral 1
Controller uses address to =T ) g
. . .. g;_FLﬂ_ﬂ_ﬂ_l’U"l_ﬂ_ﬂ_,
select which peripheral it is |
Controller Peripheral 2
communicating with E gy g
Timing of SDA/SCL means i i
this protocol supports | e
multiple controllers ' g Py
(LT LTUTLTL LT,

Image source
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https://www.circuitbasics.com/basics-of-the-i2c-communication-protocol/
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Problems with [2c?



MCR73B312X3DEN

CHARGE _STAT 5-STAT

LED_BUILTIN

‘ Hardware support |

Block Diagram
Figure 26-1. USART Block Diagram

GCLK
(internal)
'—{ Baud Rate Generator |

CTRLA.MODE -1z -16

———»| TXshittRegister |—-Dx] <0

+5V

014 | PB22 |
013 | PB23 |
012 " | PAG9
011 | PAGS
o016 | PAT9 |
/7 /09 /7 B
| _~Ds | PATG |
(/07 7 B

XCK

CTRLAMODE [ RXShift Register h—@ RxD

4" Status RX Buffer

| ~D6 | PA20



‘ UART/SPI/12C summary

Send clock?

# of devices

control

UART

SPI

12C
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Modern Vehicle Electronics Architecture

MOST/Ethernet/CAN

Driver Info

I

— -

CAN/TTCAN

* Four different computing domains
« Vastly different software in each domain \ TTCAN/Flexray

« Large number of Electronic Control Units (ECU)
» 30-150 ECUs in cars today ... and growing

« Large software code base
+ 100+ million lines of code in premium cars CANILIN

BOdy/ChaSSiS m ﬁ

Modern car is an increasingly complex network of electronic systems

Powertrain

5

Image source
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https://www.sec.gov/Archives/edgar/data/1111335/000119312518266765/d615260dex991.htm

@ o

CAN-ID
(29 bits)

Transmission
request bit

Control
(6 bits)

Data (0-8 bytes)

CRC
(16 bits)

ACK (2
bits)

End
bit

Controller Area Network

Used for safety-critical applications (cars)

Binary countdown for arbitration

Add edges with bit stuffing
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We have discussed serial
buses. Why are parallel buses
challenging?

(image source)



https://learn.sparkfun.com/tutorials/serial-communication/all

‘ Keeping track of data - buffers

Way for main process and
transmitter/receiver to Back Front

produce/consume data at different Dequeue
rates Enqueue

Image source
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https://en.wikipedia.org/wiki/FIFO_(computing_and_electronics)

‘ Wireless communication
Smart Home

18
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What are some
concerns/considerations that
are specific to wireless
communication?
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lmage source

P1

WiFi: Internet
connectivity (complex

4 N

RFID: Active reader and layered)
sends radio signal AM
Passive tag has small a o A0
amount of data - A \\ P
K RFID Reader/Antenna / Bluetooth: Image source

« — scatternets/piconets,
@ frequency-hopping on
i ) FM

Im ur K /
age source o1



https://www.design-reuse.com/articles/8174/scatternet-part-1-baseband-vs-host-stack-implementation.html
https://en.wikipedia.org/wiki/Frequency_modulation
https://www.sparkfun.com/rfid

