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Human factors in embedded systems
Development
⬢ Does development team have a strong safety culture? 
⬢ What shortcomings do humans have when it comes to executing a project 

beginning to end?
Safety/ethics
⬢ How much to spend when developing a system to make it safe?
⬢ Who takes responsibility in the case of harm?
Design
⬢ Who is the product designed for? Who does it leave out?
⬢ Is the product marketing true to the capabilities of the product?
External factors
⬢ What should be regulated by law? Left up to the market? 3



“
What other human 

factors/questions can you 
think of that apply to 
embedded systems?
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⬢ Robert Oshana: Human Factors and User 
Interface Design for Embedded Systems 
(Chapter 14; Brown login required)

⬢ ISO 9241: Ergonomics of HCI
⬢ NUREG-0700: Human-System Interface 

Design Review Guidelines
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User interface design 
recommended reading

https://ebookcentral.proquest.com/lib/brown/reader.action?docID=1164535
https://en.wikipedia.org/wiki/ISO_9241
https://www.nrc.gov/reading-rm/doc-collections/nuregs/staff/sr0700/r3/index.html


Cost of embedded systems
Software

(Broadly) one-time cost (per release)

Not free!

Hardware

Materials that go into manufacturing device

Can also be external to device (servers)
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“
How might saving money on 

hardware cost a project?
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Hardware cost
⬢ Choice of MCU
⬢ Memory (if external)
⬢ External peripherals: sensors, ADC/DAC, 

clocks…
⬢ Power supply/cooling/housing

Cost tradeoffs informed by: power, footprint, 
speed, #/variety of peripherals…
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Recurring and non-recurring 
costs
Recurring expenses (RE) – materials, shipping, 
manufacturing, maintenance

Non-recurring expenses (NRE) – software 
licenses*, engineering time, up-front equipment 
cost

Cost per item = NRE + (RE / # items)

9



Cost of messing up
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Source: 
https://www.embedded.com/toyotas-expensive-software/
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sources: https://www.cnn.com/2021/02/25/tech/hyundai-ev-recall/index.html
https://www.alixpartners.com/media/14438/ap_auto_industry_recall_problem_jan_2018.pdf



Modern embedded technology: 
Autonomous Vehicles (AVs)
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⬢ Various levels of autonomy
⬢ Safety considerations
⬢ Hardware considerations



SAE J3016
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Note: not a safety standard
Source: 
https://www.sae.org/blog/sae-j3016-
update

Tesla “Autopilot” is Level 2



“
Why does Tesla call their 
level 2 autonomy features 

“autopilot?” Is this 
responsible?
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Market forces in AV development

source: 
https://www.forbes.com/sites/johnkoetsier/2022/10/17/self-driving-startups-ha
ve-lost-40-billion-in-stock-market-valuation-in-2-years/?sh=58b844b43337

source: 
https://www.theverge.com/2022/10/28/23427129/auton
omous-vehicles-robotaxi-hype-failure-expectations



“
What implication do market 
forces have on AV safety?
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The hardware
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source: 
https://www.eetimes.com/the-outlook-for
-robocar-sensors-in-2018/



The hardware
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source: 
https://www.cnet.com/roadshow/news/argo-
self-driving-car-hardware-upgrade/



The computer

19source: https://cronkitenews.azpbs.org/2016/03/02/ford-autonomous/

source: 
https://www.nvidia.com/en-us/autonomous-
machines/embedded-systems/product-deve
lopment/



Also the computer

20source: https://electrek.co/2021/06/21/tesla-unveils-new-supercomputer-train-self-driving-ai/


