
26: Security



Projects
⬢ Great work on milestone presentations!

⬡ I will try to read through the reports by the end of next week
⬢ Next steps

⬡ Keep working towards final demo
⬡ Keep fleshing out and updating documentation
⬡ Soon: modeling and verification
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Security
Safety is about system failing without an 
attacker model

Security is about system failing because of 
adversarial actions
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“
What special considerations 
do we have to make when 
thinking about security for 

embedded systems?
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6source

https://www.zdnet.com/article/fda-forces-st-jude-pacemaker-recall-to-patch-security-vulnerabilities/


It’s not just software….
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Image source

https://boingboing.net/2009/07/04/wear-patterns-as-inf.html


8source

https://www.embedded.com/wp-content/uploads/2019/11/EETimes_Embedded_2019_Embedded_Markets_Study.pdf
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Review: code in memory
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Safety plans
⬢ Requirements
⬢ Threats
⬢ Vulnerabilities
⬢ Mitigation
⬢ Validation
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Security requirements: CIA
⬢ Confidentiality: is data released?
⬢ Integrity: is data tampered with?
⬢ Availability: is the system down?
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15source

https://www.boozallen.com/content/dam/boozallen/documents/Viewpoints/2016/06/industrial-cybersecurity-threat-briefing.pdf


Threats
Securing a system is challenging:

⬢ Have to actively prevent all 
attacks, while attacker only has to 
find one way in

⬢ Attackers can be highly motivated 
and have many resources (ex. 
nation-states)

⬢
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Image source

https://www.youtube.com/watch?v=r8Vq5NV4Ens&t=78s


17source

https://www.slideshare.net/guest85a34f/dhs-ics-security-presentation


Vulnerabilities
⬢ Connection to internet
⬢ Homebrew crypto
⬢ Physical access
⬢ “Security by obscurity”
⬢ Weak or master passwords
⬢ Constrained resources on MCU
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Mitigation/Validation
⬢ Testing is not enough!
⬢ Consult experts, use vetted algorithms
⬢ Principle of least privilege

⬡ Only give device as much access as it 
needs (internet connection, access to 
data, etc)

⬡ Mitigates effects if device is 
compromised
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