CSCT 1545 APFh‘ed Crmogm‘ﬂ\\{_

This Lecture:
. Blotkd\m‘n & qutvcurrencm (Cohﬁnued)

. E“irﬁc Curve Cryrtoﬂmrhca

» Introduckion to Seeure Multi- Pav1—3 ComFufaﬁw



Blockehoin

Mrce = Stewbucks #3
Stowbucks > Bob B0 Charlte—Stavbudks B3

| Bob = Chavie BS

* Puble Qedau thot 2veryone  Can Viow & vu.‘]ﬁg
¢« Mouindoined Lﬂ "miners" I & distrbured woy

§tz,{) 1: Chavlie wonts to moke a transaction |Charle—Stevbucks #3
L broadeosts it +0 He ewtire network

Step 2: Al miners Gollet all transackions n He netwerk
© 2xnough boalante th Semders Acoumt

- Agree o noxt block
A% "\ How? I




(ongensus Prof el

TX1 = [Charke—>Stevbudks 3] .
m, = (vke, Vs, 3) 6 «Sigag (m,)

TX2 = | Chavrke = Al B4
m; = ( VkCl VkA 4’) 63 eg‘\aﬂsa( ms)

TX1
TXL
X2
TXZ
Miner 1 Miner 2 Miner 3

WANT . ©® All miners agree o the same block
@ New block & valiol

Miner ¢

W\ - . "
Pzrmt%\wle«.




Byzomﬁnc Fault Tolexance (BFT) Protocsd .
nw&;ara

/ b \ I nz3t+4,
i / % than e possible to reach CowSemsus.
b,

bn
Ascume t< N/z, tan agree on QA valid block.

?’ > Vg | Ay prablow?

bs |>'-|- g\ib\\ Alack
v
Aﬁfru. o & block % i
N— )




P\rw!’- Qf Work (PoW)

Mines 1.

1X1

Hagh (

= 00---041011---0
—~—"

30

nonce

Find none sit. Hosh Lblok) houw 2 20 Qeoding ©s.

Consensus Protocsl -
W haever ‘F\‘m\' ‘frno\s a block that hsher to & yalue w/ 2 3o deiv% 0's,

thot block becomes the next blotk.



Preol Qf Wovrk

Menex 2

Minex 1

Lonav,\— Choun Rule: Alwmr, a\do?t the fonvest Chawn.

A%\Amiv\% honest maiovity of Compuckation power; the Dongest chouin 15 aliwasys ualid



Blockehoin

. Efigeadt verifiodon 0@ sufficient balance: Mevkle Tree

+ Settlement of- o transaction
Intlnded in a block whith s 2 6 blocks decp (~ 1 hr)

' D\fmm\‘callﬂ adjust RQAMXVX 0's <t. each block takes ~ [omin to Mine
Lost 2 he. >0 blocks. thurease it Slmwg 0's
< b blocks. deurease QU\MX»«X 0's

* Minexrs' motivotiom .
— transaction fze
- NewW Coin Wumd n each block Goor to miner

+ Extensions
— Fast verification (SNARGs)
= Pred} of Stake (PoS)
—Av\om{m»ws troamsackions (2e-SNARGS)
— Srat  Cowtraeks
- Publie Bulletin Boaxd



_E“\ ¢ Cuyve L[y,z@aralgh%

Cgclrc group 6 of order 4 with gonerator 4 where DLOG /CDH /DDH  holds.

How large &5 4 7 (Rg-bit seownty)
: Infeaw Groups: 9~ dolg bits
. Elltrh‘c Curve %mrs 94 ~ 26b bk

\’ Adolih‘onal Stutture - bilinear Fain‘nﬁs



E |liptic Curves

y/\ ‘azf—k;-\'ﬂ’x‘fb

(40’4 2} 40)

C ‘ GXAMF\L-. \a"= M-+ 9

FD“\T(): (0/ i;)
(1, 13)

(-1, 23)

How t find  ractional points (%, € R on the oarve?
1\



El iptic Curver

.

~

s/i—R = (9,27)

Q

I

= (9, —27)

/

GXA\MF\L ‘31= ’\(3—4( + 7

How t find  ractional points (%, € R on the oarve?

© Chord method R=PR A

P=(-4,-3)
Q= (1,3)

= Y=3%
|
(3x%) = -x+9
X-95 - % +9 =o
\/\)h;a S the Hthivd reet rationed ?

@‘comaenr methol S:=P@P



E |liptic Curves

R=PR R
Y 4
—R = (9,27
« Q@ | 9, 37) rBQ)@ X = PE(EAX)
% R=PEQ 2=R@AX
Y= R@X Y=PRZ
PaQ=Q0mp

GXAW\Y\L ‘az= ’\(;—’X + 7



E “iv’cic Cwves over Finite Fields

Y .

~
_

la‘= A+ o+ b

(4034 23 +0)
20,1, F-ﬁ, +, ¢, Invesse

Findte ]Crdol IFF/ P>3 Fri\me_
Eliphe tue E defined over lFF’ E/IFf.
abe H:F
%Y) % a point on Hhe cure ¢
X Ye [
la‘=/x‘+ovx+b over [P

Potnt ot ?«\f\‘v\i’na . 0

Q*D\W\f\t'- ‘az= N+l over IFu.

E/F = 10, (41.0), (0,41), 2.£3), (5, 54), (3,25, (4, 22)3



Elliptic Cwver over Finite Frelds o /e
Goup properties : /[9 a .
OClsure . V9, he6, 4°h € G iz ;
'R = (9, —27)
@ Bxistence of an identity,

deehb st Wgeh, e-9=9-e=9

d Existenta 9% mverse .
V%eG' 3)\@@. St g°h=k°aze

® A%oﬁﬂ*hlﬁ-j:
V9.9.%: €6, ($1°%)°% =5°(%°%)

© Commu’ra\-ivﬁj Cabelian) -
Vﬁ.)\éﬁ. %"k"—k"a

SEA algevithw. Count number of FM‘NI'; on E/H:F h Hme Polalogff).
How to OOMFMTQ ﬂ“ -fn a € Zl ?



_E_Uj_‘?’(ic Curve | :[¥mﬂm|>ila_

+ Curve setp25br1 ( P2sh)
~ prime p= 22 My S
- Y= aC-3x+h b: 255-bit

= Number 0{— ?M‘M's o tha turve & |>n‘me (cloge o |>)

- (Generator point G

« CWYyve Go.c,le;tki

+ Curve 25519



elum

i X €%0,1]

Second date 7
{x, Y= ma

Who s reher ?

Mutual frierds 7

T =X Y

Peb
HeES 13 Q



Seewre Tio- Par{rg Co_m‘z.mn\_w (Z_PC>

Mice Peb
X j ” 4
z=flxy
AFF\tc,o»ﬁw\S:

— Passward Breach Alert (Chrome /Ficefox / Azure /105 Kexchoin)
— Privawy - Preserving Gomtact Traing foe Couid-4 (Apple % Gomgle)
- Ads Conversion MesSurements [ Fersonadized Ao\vex’dsivxg (C‘,\oo%\q_ / {\«z,\—a)



Secure Multi- Pmﬂl‘ CQmPAﬂﬁon (MPL)




Secure Multi- Pmﬂl‘ CQmPAﬂﬁon (MPL)

A?F\tc,o»ﬁw\s:

- Pﬂvaug-?rz,em ving Tavewtors Ma’(dm\% J.P M«gm)
— Setup Cevemony Yo Sewurely genenote (RS (Zeash)
— Drstributed Y@ﬂ Monoge mewt (Unbouwnsl / Cotnbase)
- Fedeniteal Leavning ( Gosgle Keyboard  Searth Sugdestinm)
= Auctims (Danish sugar beet auction)

- Poston ﬁw\olox Wnfe  gop (Boston Wawmen's \/\)orkfw& Counci\ )

- Q-\—\m\g / Am\beis on Meica\l Pokon
- Frowd / l\/\onz\1 Laumolm‘na Detetkion (bm\\ns)



S@&z.\g
- N Far-H«v, P‘; Pz, "',Pn
with Pr?va,'\'z, Invwd's N, Mo, *, Nn

' Joiml’h* OOW\\w.’m {-(/x., M, e, ’x\r\)
* Communitation:

Authomticotmal e Cure Pﬂ\k—h-fﬁ&k chownels between 2ot ‘m’tr (P, Pj)
(Somutimes aleo assume broadeast chamnel)

* The O\O\\IQNGG\‘\% Cow “(mmrl'" QA Subset 0“ Ho \>av\'\\u
(eg. ax most ¢ paviies)

Whek propurtios do we wont ?



