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Correttness 0_%_ ]Eiau_Y_pﬁm_
Given o cydie group € of order 4 with generatwr g (public)
Publie key pk € @"é\Fu«bW&

Gyhertext € =(¢, (z)‘/
2P v an OR  stotement
crsamemuryyﬁomofo oR Cfsan%UYPﬁomofj_

Witness . rm\olomness Y used th u\wﬂm‘w
1\
Secret

R, = {((\*'fu' C), g)z (ce=g" " G=pk") v (c1=9" A G=pK"3) ]

(public)  (Secret)
Statement  \Witness
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Witness: romdomness v used n u\ur\lpﬁw

RLo = {((F\(.;&, ), \’): Ci.,.ar N CL=F|‘r i

(public) (Secret)
Statement  Witness

C 5 an emurwrﬁom of 1
Witness: rondomness v used in um/yﬁw

R = 1 (e ) r). G=¢ A GopkTq ]
(public) — (Secret)
Statement Wttness




Proving AND/OR  Stectements

AND.  Statrements: Xo, X
Witneges:  W,, wWa

Ronp = 1 ( (46, %), (b, i)

K we) € Ry D (%, wa) € Ry

OR: Q‘wdzmwl& Xo, X
Witness W

Ror = {((%,%)/ W )
%, W)e R, orR (M w)E€ R‘-i}



Public: Cychic grmp 6 of order 4. gonerator g, (h,u.v) = (4 7 ™) =(z, 4 2)
Prover's Secret witness: b st u=g® A v=h°

Re=1((huv), b) 3}

Proer (1) Public: (hao) i
(&2,
=g Be=hf AB
. 6 63—21/
S:=6-b+Y
il > > Vexify:
g Zus A




Proving OR Statemput

Rz = § (G %), W) (%, WYeRL oR (%, w)e€Ry

Vﬂi A, B A B, \/errfru
32

¢ €
60/ \61
So > pe) > Ve)(\“ﬁj
60‘.'61:6 Mvdﬂr

( (Ao, Bo), S.50)
((Ai; By), 61, SL)

How does Prv\wr Ooml;vtfe reéronse ]C;« both Statements ?
§aua (X, W) € Ry,

Comyleteness 7



Proving OR Statemput

Proof of Knowledge ?
Prover™
AvBo . _ALB
60/ \61
So S
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Homsf-VexiJ;n‘or Zexo- meleoltae (HV2K) ?
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Voter 1 ——> B (Va) = (ﬂr' fkr'-ﬁv‘> Vo€ 30,13
Voter 2 —>  Bnc (V) = ﬁ ]’k 9 > Ve € 0,11

Voter .=~ —>  Bac (V) = (ﬁri‘ pE™ ﬂ‘”‘) Vo€ $0,1]

%
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How? Who?
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B: (Pt sk) « Tartialbew (17)

[ (ke Sty) < Partial Gem (1)

Po.
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.

dy & Partind Dec (sks, )

d2 < Partiad Dec (ske, t)

te < Partind Dec (sky, ¢4)

!

l
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]ME&M
Po: sky éiZ:" PKy = gsﬁ
Pz & J-Z‘L sz= ﬁSKz
Bo sked2y  pre=g™

Po.
Pe..

.
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RQ%TS\TA( (VK ski)
IO | 6 e Signg, (votes) (vote, €1, 2kP), 61
e [~ (NI)ZKR, foe 0R :
v : : - A
Voter 1 Luote, 6c) Talkie/( _L, (votes, 6, 2kP), 61 S U= b (TW)
Vote; &< Enc \;(\k) (v ;‘Ft ,5Kt)
Vi€iod] pubic (Voten, €, 2KR), 67
public (NT)2kP
¢ 4
Avbiter 1. (Pee, Sky) Publishsy Piy d1 & Partind Dec (sks, t) Publishy oy
. > ‘7\( DTN
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Given & Cydae group @ of ovder § with generatwr §. (pullic)
Partiad publie key pki€ 6
C\Tkutwt ¢=(C, G) «— publx
Pavtial a(eu\[]rl'rw\ d /
Witness . Famu Searet Koy SKi « private

2P for parnal decryption -

R = {((61, PI';C' di), s;t)= pK= %«r A di=e]

X Wirness



Blind §r3m\-ure_

ubl
Sianer pece Reqwaster
E)? WK, sk) < Gem (1) g

m=?
) (', r) < Blind (m)

<& m'

3 IeScan Blinolgy (')

6|

€:= Unblindl (6. r)

Vrf\a\,k(m, §)=1



RSA Blind Srgnamrz
¢ 4 vk=(Ne)  Sk=d
4.% A Sl =t 0

J Urflm, 6): 62 Hm) (mod 1)
Zs /Y
Si%ne[ &,_Clgester
WK, sk) < Gem (1) Blind (m):
M=? r& 23
*n m':= Hm)* r® mod N
SC%)/\ BVV\Dlsk LW\' ): <
6': = (W\' )d 6’

UnHXM( [6', r):
6:: 6'° Y-‘ W\Od N



