
CSCI 1515 Applied Cryptography

This Lecture :

· Putting it All Together : Secure Authentication

· Case Study : Secure Shell Protone (SSH)
Secure Messaging/Group Chats

Single Sign-On (SSO) Authentication

· Introduction to Zero-knowledge Proofs



Putting it All Together : Secure Authentication
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One-Sided Authenticated Key Exchange
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Salt & Pepper + 2FA
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Salt & Pepper + 2FA
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Two-Sided Authenticated Key Exchange
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Case Study : Secure Shell Protocol (SSH)
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Case Study : Secure Messaging
Server public (X . 509 certificate)
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Group Chat ?
Server public (X . 509 certificate)
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Case Study : Single Sign- On (SSO) Authentication
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- OAuth/OpenID : Sign-in with Google/Apple/Brown ..

- Kerberos : enterprises



Zero-knowledge Proofs
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What is a "proof system" ?
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· Completeness . If statement is true, then Eporf that proves it's true.

· soundness : If statement is false , then Eprof that proves it's true.



Interactive Proof

Prover Verif-Ter
O O

>

A +
[

>

[

↓

0/1

· Completeness . If statement is true,
EP Sit. Pr[Pc > V outputs 1] = 1.

· soundness : If statement is false,
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· Zero-Knowledge ?



Example : Schnoor's Identification Protocol
Public : Cyclic group G of order g , generator g , h = ga
Prover's secret : a
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· Completeness ? If I knows a ?

· soundness ? If I doesn't know a ?

· Zero-Knowledge ? What does V learn ?


