
CSCI 1515 Applied Cryptography

This Lecture :

· BFV : SWHE from RLWE (Continued

· Private Information Retrieval



FHE Constructions

Step 1 : Somewhat Homomorphic Encryption (SWHE)
- over Integers
- from RLWE (BFV)

Step 2 : Bootstrapping



Ring LWE (RLWE) Assumption m=2k

polynomial ring R= [ [n]/(xm+ 1)
polynomials with integer coefficients modulo (x+ 1)

Ra = Eg[X]/(xm+ 1)
↑

polynomials with integer coefficients modulo 9 and (x+ 1)

X : "noise" distribution over R

actRq S# Rg(orseX) exX

(a , [as + e]g) = (a , b A Rg)



SWHE from RLWE (BFU)

Plaintext space Re = * [v]/(**+1) 0 := (E) +9

Ciphertext space Rqx Rg

Gen : Encyk (m) : me Rt

sample a <Rg S , exX
Sample U, er , e2-X

Sk = S
c = (tpko . u + e + 0 .m]g,

pk = (l-(a. s +e)]g , a) [pk1 · n + e2]g)
= (pko . P(z) = (Co

. (1)

[pk(s)]q = po + P11.s = e = 0 [C(s)]q = Co + C · S = -en+ e+ens+0 . m

X Pk X
= - - m

D .m -----,
· 7

S
7

C

Decsk(c) ? Co + C · S -0.m + error



X

SWHE from RLWE (BFU)
-

[C(s)]q = Co + C · S = 0 . m + e
4.M1 ----

7

S

Homomorphism : [C'*(s)]q = 0 . M1 + ex C1

[C"(s)]
q
= 0 . Mu + ez

X C2

Additive Homomorphism ? 4.M2---
'

[C (s) + ch(s)] = [0 . (M1+M2)+ ex+ e2]g !
7

q S

Multiplicative Homomorphism ?

((z) (s) . (()(S)
= (0 .m1 + 21 + xz 9) . (0. mz+ 22+ x2-9)
=To? maM2+ &Men+ &M2· <29 + 12 · 0 Mu + ext ·-+ 21429 + 4190m2 + 22982+ X2d29) ·E

WANT: 0 · MLM2 + small

=(E)



SWHE from RLWE (BFU)

[C(s)]q = Co + 2 · S + Gos" = 0 . m + e -
z

[c(s)]q = c + CI . S = 0 . m + e

z
el

X

Relinearization :
0 .m
-----

' -

Relinearization Key : !
7

S

part of pk-> r(k = ([- (a· s +e -S ]g , a) = (r(k0 , r(kz)
K[r(k(s)]g= s + small -

7

Co+ G'S +mus) = Co +GS + C : (s+ small) = 0 . m + e + G · small
↑

[CTi] · rIki(s) = [Cli) · (2%+eil = EGTil · 2 s+ECTi] ·ei large

r(ki = (l-las +ei-z=sig , a (
=G .s+ small

[r(ki (s)] g= 2 s + ei



Application : Private Information Retrieval (PIR)

Server Client

w O
A

D H i WANT : DTi]

T :

public
& While hiding i against server

Query i
Sk

Ch
keyEncli)

[

It' = Eval (f, (t)
17

Ct
>

fili) =D[i] Dii]<Deck(ct)



Private Information Retrieval (PIR)

Server Client

w O
A

T
D · WANT : DTi]

public
&

While hiding i against server

Trivial Solution :

D
>

communication complexity 0 (n)

Goal : Communication complexity (n)



Private Information Retrieval (PIR)

Server Client

w O

Ctz< Enc(o) A

&
:

T
D . Cti> Enclo) WANT : DTi]

public Ctic Enc(1)
Cti+> Enclo) While hiding i against server

Homomorphic
Ctr < EncloScalar Mult
[

Ct'DTiCti O(n)

X I 7

Homomorphic Add
poly(x)

DTij = Dec (Ct')
Enc(m)- Homomorphic

-> Enc(c.m)
C X Scalar Mult



Private Information Retrieval (PIR)

Server

Ex...
Client

w O

getjd
=2 A

Ci Dx M O(z .) WANT : Dix,y]3
< Enc(o) at< Enc(o)

~ : :
M > Enc(o)

c) EnCl)End While hiding
(x,y) against server(1)

X

Homomorphic > Enc(o) <Y Enclo)

Scalar Mult at<
:

Enclo Ct, "Enclo why ?M

CDij
[

X

Homomorphic
Homomorphic I 7

Add
Mult

poly(x) Dix,y] = Dec(Ct)
↑
why?

Extend to dimension d ?
# Homomorphic Mult = (d-1) · n Communication & . n'd-

# Homomorphic Scalar Mult = n 2x2X ... XZ = R
-

# Homomorphic Add = n-1 logzu


