
CSCI 1515 Applied Cryptography

This Lecture :

· Somewhat Homomorphic Encryption over Integers (continued

· Post-Quantum Assumption : Learning With Errors

· Regev Encryption
· SWHE from RLWE (BFV)



FHE Constructions

Step 1 : Somewhat Homomorphic Encryption (SWHE)
- over Integers
- from RLWE (BFV)

Step 2 : Bootstrapping



O(x) O(x5) OIX
SWHE over Integers p - 2

/ 9iv2 S lin2

Attempt 2 (Secret-key
er
-

- secret key: odd number p X

- Enc(m) : me So , 1) noise Cz
-

XSample a random 9. Sample a random ep : e+ en

-
output ct = p . q + m + ze x+ 1

Encryption of O is small and even modulo p. e, . ez

-
- Deckct) : [ct mod p] mod 2 2X

XOR
- Eval ADD: Ct = ctz + etz (ADD mod 2)
Eval MULT : et=Ct · Ct2 (MULT mod 2) (tz = p qz+ Mz+ ze1

FAND (tz = p : 92 + M2+ 2e2

Why is it homomorphic ? Ctr+ (t=4 192+92)+ (ma+m z)+Hex+ en)

(CPA) Security ? Ct .t=+ ... ) +22... ) + My -Mr

= p . (9, 92 - p + 9,
mz + 92m 1 + ze, + zez)

How homomorphic is it ? +2(e,mz+ enm , +ze, (2) +mi .m
O(x) MULT/AND



Approximate GCD Problem

Given polynomially many [xi = p . 9. +Si] , find p.

Example parameters :

O(x) OIX
p - 2

, 9i-20(x5]Sin 2
Best known algorithms take -2 time



SWHE over Integers

Attempt 3 (public-key
- secret key: odd number p generic
public key : "encryptions of " <

EXi = p .9 + zeiliE [x]
- Enc(m) : me So , 1)

sample a random e4

output ct = (random subset sum of Xis) + m + ze

Encryption of O is small and even modulo p.

- Deckct) : [ct mod p] mod 2
- Eval ADD : It = ctz + et2

Eval MULT : Ct=Ct · Ctz



Post-Quantum Assumption : Learning With Errors (LWE)
n: security parameter LWE In

,m . g ,
X] :

q-2nt A zam S*** ex
m =(n log 9) S

X t z

X : distribution overq
A UX1

l b

I concentrated on "small integers" (
mXn MX1 MX1

X

-
(A , b= As+e) (A ,d)

-ap O ap
A zam

Pr[le1 < xq/e+X] = =

mXn MX1

21



Lattice-Based Crypto
Given a lattice of dimension :

Basis B = &b
,
E

, . . ., En3 , linearly independent
Lattice ((B) : =Sit die]

Shortest Vector Problem (SUP) : Find the shortest Vector in L.

↑
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worst-case hardness reduce, average-case hardness





n: security parameter
Post-Quantum Encryption : Regen q-2nt

· Gen(1") :

m =(n log 9)

X : distribution overqDa I concentrated on "small integers" (

Output sk= 5

A + m . (E)
· Encsk(M) : M - 50, 13 X

S
t z

** e+X
A UX1

l b

-

c = (a
.
(a ,x + e + m . (E))

mXn MX1 MX1

· Decsk(c) : c = A Z

z- (a, = e + M . (E)

(CPA) Security ?
Additive Homomorphism ?
C= (1

,
(1 ,
3 + e+M · (1)

> Catan ,
Catan

,
5) + (e,++2) + (Mi+M2) · (E)--

C= (az
,
(a2 ,S + e2 + M2 · (E1) mod q

Public-key ?



Ring LWE (RLWE) Assumption m =2k
W

Polynomial ring R= [[X] / (**+ 1)

polynomials with integer coefficients modulo (x+ 1)

Ra = Eg[X]/(xm+ 1)
↑

polynomials with integer coefficients modulo 9 and (x+ 1)

Def A ring is a set R with two binary operations+ satisfying :

D R is an abelian group under "t" :
② R is a monoid under" .

"

:

- VaibER, atbER - Va ,beR, a.bER

- Fab,
c ER, (a+b)+c = a+ (b+c)

- Fa ,b,CER, (a ·b)C= a. (b ·c)
- ELER Sit

.
FatR , a.l=1 a=a.

- 70ER Sit .
FaER

, ato=a

- FatR, E-aER Sit . at ta)=0 . & "" is distributive writ. "t" :

- Fa , bER, atb =bta
- Vaib,<ER,

a. (b+ c) = a. b+ a .c

- Vaib,
CER

,
(atb) c = a.c+ b ·C



Ring LWE (RLWE) Assumption m =2k

polynomial ring R= [ [n]/(xm+ 1)
polynomials with integer coefficients modulo (x+ 1)

Ra = Eg[X]/(xm+ 1)
↑

polynomials with integer coefficients modulo 9 and (x+ 1)

X : "noise" distribution over R

actRq S# Rg(orseX) exX

(a , [as + e]g) = (a , b A Rg)



SWHE from RLWE (BFU)

Plaintext space Re = * [v]/(**+1) 0 := (E) +9

Ciphertext space Rqx Rg

Gen : Encyk (m) : me Rt

sample a <Rg S , exX
Sample U, er , e2-X

Sk = S
c = (tpko . u + e + 0 .m]g,

pk = (l-(a. s +e)]g , a) [pk1 · n + e2]g)
= (pko . P(z) = (Co

. (1)

[pk(s)]q = po + P11.s = e = 0 [C(s)]q = Co + C · S = -en+ e+ens+0 . m

X Pk X
= - - m

D .m -----,
· 7

S
7

C

Decsk(c) ? Co + C · S -0.m + error



SWHE from RLWE (BFU) X

[C(s)]q = Co + C · S = 0 . m + e
Om ----

-

7

Homomorphism : [C'*(s)]q = 0 . M1 + ex S

C

[C"(s)]
q

= 0 . Mu + ez

X

Additive Homomorphism ?
-

O.M, -----
3

S

Multiplicative Homomorphism ? C


