
CSCI 1515 Applied Cryptography

This Lecture :

· Private Set Intersection

· Introduction to Fully Homomorphic Encryption
· Somewhat Homomorphic Encryption over Integers



Private Set Intersection (PSI)

Alice Bob
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Input : Y= 3 Y1, Y2, .., yn3
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PSI : f(X, Y) = X1Y

PSI-CA : f(X ,Y) = IX1Y/

Applications :

- Password Breach Alert (Chrome, Edge, Firefox,
iOS Keychain, ... )

- Ads Conversion Measurement (Google
- Privacy- Preserving Inventory Matching (J .

P
. Morgan)

- Private Contact Discovery (Signal



Private Set Intersection (PSI)

Alice Bob
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No !

Is it possible to achieve 2pc/MPC with I round of communication ? No !

Alice Bob

X Enc(x)
<

y + y

vv

f(x,y) f(X, y))



DDH-based PSI Cyclic group G of ordera with generatory, where DDH holds.

H : 50 , 13
*
-> G (modeled as Random Oracle

Alice (g*, g7, gxy) = (g*, g %, g7) Bob
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Is it (semi-honest) secure ?



PSI-CA ?
PSI-CA : f(X ,Y) = IX1Y/
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Fully Homomorphic Encryption (FHE)

Em Enc(Ma+ mu) EMEnc(Ma- mu)
Additively Homomorphic Multiplicatively Homomorphic

↑

Exponential ElGamal / Pallier/Regen RSA/ElGamal

Fully Homomorphic : Additively & Multiplicatively Homomorphic

Homomorphic Evaluation :

Enc(x)
Eval > Enc(f(x))
f



Application: Outsourcing Storage & Computation
Server Client
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Data X

key Sk

Ct- Enc(X)
Ch
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E f

Ct= Eval (f, ct)
Ct

>

f(x) =Deck(ct)



Application: Privacy - Preserving Query
Server Client

w ⑭
Query X

key Sk

Ct- Enc(X)
Ch

[

Search/ML/LLM/ . . .

↓

It' = Eval (f , (t)

Ct
>

f(x) =Deck(ct)



Application : Private Information Retrieval (PIR)

Server Client
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fili) =D[i] Dii]<Deck(ct)



Fully Homomorphic Encryption (FHE)
· Syntax : A (public-key) homomorphic encryption scheme

# = (Gen ,
Enc , Dec , Eval) w.rit . function family F :

- (pk , sk) = Gen(1")
- - Encyk (m) medo , 13
- m = Deck(ct) < output Ctf

= (f, Ct. ..., (tn) Dec f(Mz, . . . ,Mn)

- Cf-Eval (f ,
Ct

. ..., (tn) f : 50 , 23"- 50 , 13
· Correctness : EfEF ,

Ema
,
mz

,
. . .

, MuE So , 13

Wit[n]
, Cti + Enpk(mi) , Ctf + Eval (f , Ct. ... , Ctn).

Deck(Ctf) = f (M1, . ..

, Mn)

· (CPA) Security : (pK, Encyp(mol) = (pk , Encpk(ma).

·Compactness : 1Ctfl < fixed poly (x) :Why do we need this ?

Independent of circuit size of f.
· If F contains all poly-sized Boolean circuits , then it is fully homomorphic.



FHE Constructions

Step 1 : Somewhat Homomorphic Encryption (SWHE)
- over Integers
- from RLWE (BFV)

Step 2 : Bootstrapping



-

SWHE over Integers

Attempt1 (Secret-key Why odd ?
- secret key: odd number p

L

- Enc(m) : me So , 1)

Sample a random 9.
output ct = p . q + m

Encryption of O is a multiple of p.
- Declct) : ct mod P
- Eval ADD : It = ctz + et2 Ctz = p : 92+ Ma

Eval MULT : et+Ct · Cz Ctz = p . 92 + M2

Ctr+ Ct=492+92)+ (ma+mz)
Why is it homomorphic ?

Ct · ctr=9 192191·M2+ 92 ·M1)

(CPA) Security ? + M,.M2

Enc(o) : gca()=



SWHE over Integers

Attempt 2 (Secret-key
- secret key: odd number p
- Enc(m) : me So , 1) noise

Sample a random 9. Sample a random ep
output ct = p . q + m + ze

Encryption of O is small and even modulo p.

- Deckct) : [ct mod p] mod 2
- Eval ADD:

X**
Ct = Ctz + @th (ADD mod 2)

Eval MULT : et=Ct · Ct2 (MULT mod 2) (tz = p qz+ Mz+ ze1

FAND (tz = p : 92 + M2+ 2e2

Why is it homomorphic ? Ctr+ (t=4 192+92)+ (ma+m z)+He+ en)

(CPA) Security ? Ct .t=+ ... ) +22... ) + My -Mr

How homomorphic is it ?



Approximate GCD Problem

Given polynomially many [xi = p . 9. +Si] , find p.

Example parameters :

O(x) OIX
p - 2

, 9i-20(x5]Sin 2
Best known algorithms take -2 time


