
CSCI 1515 Applied Cryptography

This Lecture :

· GMW : Semi-Honest MPC for Any Function (continued

· GMW Compiler: Malicious MPC for Any Funtion

· Privacy - Preserving Machine Learning



Secure Multi-Party Computation (MPC)
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Allowed adversarial behavior :
· Semi-honest : Follow the protocol description honestly.

· Malicious : Can deviate arbitrarily from the protocol description.



MPC for any function with ten-1 (GMW)
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MPC for any function with ten-1 (GMW)
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MPC for any function with ten-1 (GMW)

Computational Complexity ?
OC#AND . n) per party

Communication Complexity ?
OCHAND : n2) total

Round Complexity ? O(depth of AND gates
Ph 42 .. Pr

Round 1 ↓ ↓ X ↓ ↓ X ↓ ↓ X

Round 2 ↓ ↓ X ↓ ↓ X ↓ ↓ X

·
&

Round r ↓↓Xy ↓ X ↓ ↓ X

What could go wrong against malicious adversaries ?



GMW Compiler
Given a semi-honest protocol :

Once inputs & randomness are fixed, protocol is deterministic.

Step 1 : Each party Pi commits to its input Xi & randomness ri to be
-

used in the semi-honest protocol.

Step 2 : Run semi-honest protocol.

Along with every message, prove in EK that the message is computed
correctly (based on its input, randomness, transcript so far)
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Malicious 2PC Malicious MPC

for any function for any function



Privacy- Preserving Machine Learning (PPML)
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Federated Learning (FL)
Server

w => ML model
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Application : Google mobile keyboard prediction



Privacy- Preserving Machine Learning (PPML)
Horizontal/Vertical Data Partitioning
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Invariant : Two parties hold secret shares of all inputs & intermediate values



Machine Learning Background
Linear Regression
Data Points ( , y
ML Model : Coefficient rector in
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Goal : Find to that minimizes ((W) .



Machine Learning Background
Stochastic Gradient Descent (SGD)
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PPML for Linear Regression
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Invariant : Two parties hold secret shares of all inputs & intermediate values

Initialization : Randomly sample to,I respectively
public

SGD: <-%(i ,> - yi) · Fi
↑

How to get a secret share of the updated i ?



PPML for Linear Regression
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Machine Learning Background

Logistic Regression
Data Points ( , y
ML Model : Coefficient rector in
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Goal : Find to that minimizes ((W) .



Machine Learning Background
Stochastic Gradient Descent (SGD)

· in initialized with arbitrary value
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PPML for Logistic Regression
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Invariant : Two parties hold secret shares of all inputs & intermediate values

Initialization : Randomly sample to,I respectively
public
#L 1

SGD:< -n . (f(xi ,<) - yi) . Mi flu) = 1+ e-h
↑

How to get a secret share of the updated i ?



PPML for Logistic Regression
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