
CSCI 1515 Applied Cryptography

This Lecture :

· Optimizations of Garbled Circuits (continued

· Cut-and-Choose for Garbled Circuits

· GMW : Semi-Honest MPC for Any Function



Secure Two-Party Computation (2PC)
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Allowed adversarial behavior :

· Semi-honest : Follow the protocol description honestly,
but try to extract more information by inspecting transcript.

· Malicious : Can deviate arbitrarily from the protocol description.
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What could go wrong against
Putting it All Together: Semi-Honest IPC malicious adversaries ?
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Optimization 1 : Point-and- Permute 4 : 128 bits/gate
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Optimization 2 : Row Reduction 3 · 128 bits/gate
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Optimization 3 : Free XOR hidden to evaluator
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Other Optimizations :
- Half-gates : 2x bits per AND gate + free XOR
- Three halves : -1.5x bits per AND gate + free XOR



Cut-and-Choose for Garbled Circuits
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Cut-and-Choose for Garbled Circuits
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Secure Multi-Party Computation (MPC)
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MPC for any function with ten-1 (GMW)
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MPC for any function with ten-1 (GMW)
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MPC for any function with ten-1 (GMW)
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MPC for any function with ten-1 (GMW)
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MPC for any function with ten-1 (GMW)
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