
CSCI 1515 Applied Cryptography

This Lecture :

· Yao's Garbled Circuit

· Putting it All Together : Semi-Honest 2PC

· Optimizations of Garbled Circuits



Secure Two-Party Computation (2PC)
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Allowed adversarial behavior :

· Semi-honest : Follow the protocol description honestly,
but try to extract more information by inspecting transcript.

· Malicious : Can deviate arbitrarily from the protocol description.
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Oblivious Transfer (OT)
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Example : Private Dating
Alice Bob

O f(x, y) = XXY O
A A

Z

X = 50, 13

·
Y (50, 1)

Truth Table :

X=0 y=0 = z=0

X=0 y= 1 = z=0

X=1 y =0 = z=0

X=1y = 1 = z=1



Example : Private Dating
Garbler Evaluator

O O
A A

X = 50, 13 Y (50, 1)
To /100e

0010001
B1 0011010

do,X1, Bo, Ba. Vo. <$90,13 x
(labels)

Garbled Gate Garbled Truth Table :

Encxo(Encpo(Vo) Lo Bo E Vo

Enco(En(p= (vo) No B1 E Vo
Evalator only gets Xx & By
=>Which2 label(s) ?

Enca
:(Encpo(Vo) La Bo E Vo

Enca
:(En(_(2) 21 B= Eu

Uxxy



Evalator only gets Xx & By
128Example : Private Dating pa

Garbler Evaluator

O ( Garbled Gate
X O~

A

S
En(xo (Encpo(rollo ... 0) A
Enco(Encp= (rollo ... 0)

X + 50, 13 Shuffle
Enca
: (Encpo(Vol10 ... 0)

Y (50, 1)

To /100e Enc
:(Encp= (1110 ... 0)

0010001 Input label for X : Xx
>

B1 0011010

do,X1, Bo, Ba. Vol <$90,13
* Bo, Be OT"By Input label for y (By) ?

(labels) ↓

[ VaxB Which ciphertext to decrypt?

XX >



Arbitrary Function > Represent it as a Boolean circuit
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Evalator gets one label per wire
Yao's Garbled Circuit
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Evalator gets one label per wire
Secure 2PC

Alice (Garbler Bob (Evaluator)
X + 50, 132 y - 50, 23
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>
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it
Input labels forX

*
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Enc (Enc(k)
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What could go wrong against
Putting it All Together: Semi-Honest IPC malicious adversaries ?

Alice (Garbler Bob (Evaluator)
X + 50, 132 y - 50, 23

Enco (Ence(1) k8 Enco (Enc (18) Garbled Circuit
>1

Enco (Ence (kt)⑪ Encs (Enc(k) (Garbled Gates
Encue (Ence (1) Encre (Enc (11)

Ence(Ence()do oe Ence (Enca (k)

it Input labels forX
M OTX1 X2 Ya Y2

K > Y1 Input labels for y : OT
Enc (Enc: (18)
Enc (Enc(k) ↓

OT
> Ke

T Ency (Enc (1)

Enc (Enc (k)

H(k 11 k) & (k8110 ... 0) -> garbage
shuffleS H(k11k:) # (k8110 ... 0) - garbage < Output labels It, KSH(k[11k) (k8110 ... 0) -> kollo ... Communication cost ?
#11k) (kll0 ... 0) - garbagewi

256 128 128 Output Z > 256 · 4 : /Ch

Computation cost ?
G &E . 4 : /C



Optimization 1 : Point-and- Permute 4 : 128 bits/gate
Ja

, Up , 250. 2)
(signal bits) 127 1

Vol
Ea G : Encao(Encio (1)
E : EncaolEncea (VollGu)

jAND G : Enca
. (Encio (VollGr)

B111 : Enca(Ence (11)
128 128

Example :
2x= 1 Up=0 Gr= 1

Vo 1

"o 00 - Enca
. (Encio (voll 1)

O 1 : Enca (Encr (v110)A 1 O - Encao(Encio (vo111)
1 1 : Encao(Encea(Voll = )


