
CSCI 1515 Applied Cryptography

This Lecture :

· Example : Diffie-Hellman Tuple

· Non-Interactive Zero-knowledge (NIzk) Proof
· Fiat-Shamir Heuristic

· Anonymous Online Voting : More Details

· Homomorphism of ElGamal Encryption
· zkP for OR Statements



Example : Diffie-Hellman Tuple
Public : Cyclic group G of order 9 , generator g , (h , u ,v) = (ga, g, gab) = (E , g, z4)
Prover's secret witness : b S

.t=gb x v= h

RL = & ( (h , n ,v) , b)3

Prover (b) Public: (h, U ,v) Verifier
Eg

A := g B : =h A , B
>

q
j

[

S : = 5 . b +r

(mod 9) S
> Verify :

g = n . A < A = (gb)% gr
E v5 . B

= gb.+r

= gS

Completeness ? V(X
,WSERL PrIP(X,w) <> V(X)outputs 1] = 1.

vo. B = (hb)2("= (bw+r= h



Zero-Knowledge Proof of Knowledge
· Completeness . V(X ,WSERL, Pr[P(X,w) <> V(X) outputs 1] = 1.

F(X
,w)ERc, P can prove it.

· soundness : VX#L , Xp*, Pr[P
*

(X) <> V(X) outputs 1] = 0.

If p
*
can prove it, XL.

· Proof of knowledge : EPPT E Sit
. Ep*, EX,

PrIEP*"(x) outputs w sit
. (X,w)eRz] = Pr[p

*
c >V(x) outputs 1].

If p
*
can prove it, p

*
must know w.

· Honest-Verifier Zero-Knowledge (HVZK) : EPPTS St . V(X, w) - R,
View [P(x,w) < > V(x)] = S(x)
An honest V doesn't learn anything about W.

·

Zero-knowledge : FPPT V*, EPPTS Sit . F(X,w)eR,

Output[P(x,w) c > V
*(x)] = S(x)

A malicious V
*
doesn't learn anything about W.



-

Example : Diffie-Hellman Tuple
Proof of knowledge? C

EPPT E sit . Ep*, EX,

PrIEP*"(x) outputs w sit
. (X,w)eRz] = Pr[p

*
c >V(x) outputs 1].

Provert Public: (h, U ,v) Extractor

A , B >

>
d 5 Eq

z
[

·) g = n . A g= n2 ! A
h = v% . B h = v? ! B

How to extract 6 S.t. U=gb 1 v= h ?

gu (glo => g(s-s) .(f-6)t u
=> b = (s-5) .(5-6+ mod g

V%B = (453)(0
-2)z-2)(52

+

-y(s-5) .(5-6)t= v
= v5 !B



Example : Diffie-Hellman Tuple
Honest-Verifier Zero-Knowledge (HVZK) ?
EPPTS Sit . F(X, w)ERL,

View [P(x,w) < > V(x)] = S(x)

Simulator Public: (h, U ,v) Verifier
③ :/n. /
A , B

>

DjIg Eq
[

②Eq
3 g = n . A

h = v% . B

How to generate (A , B , s) sit. g = n= A 1 h = v% B ?



Sigma Protocols [

Prover Verifier
Input : (X, W) Input: X

"commitment"
>

D
j

[

response 3

Verify



Non-Interactive Zero-Knowledge (NIzK) Proof

Prover Verifier
Input : (X, W) Input: X

T
3

Verify

· Completeness . F(X ,WSERL, PrIP(X,w) > U(X) outputs 1) = 1.

· soundness : VX#L , Xp*, Pr[P
*

(X) < V(X) outputs 1] = 0.

·

Zero-knowledge : FPPT V*, EPPTS S.t . F(X,w)e R,

Output[P(x,w) < V
*(x)] = S(x)

Is it possible? NOT in the "plain" model

Example : Diffie-Hellman Tuple (h, n, v)
If (h , U,v) is a DH tuple , then SCh .u .v) outputs ->Valid prof -> V outputs 1 =>

Break
DDH

If (h , u ,v) is not a DH tuple, then SChiniv) outputs -> invalid prof -> V outputs



Model 1 : Common Random String/Common Reference String (CRS)

2 -Gen(1x)
T T

Prover Verifier
Input : (X, W) Input: X

T
3

Verify

·Soundness : VX#L , XP*, Pr[G > Gen(Y) , P
*
(o
, x) > V(w,x) outputs 1] = 0.

·

Zero-knowledge : FPPT V*, EPPTS S.t . F(X, w) - R,

Output[o > Gen() , P(x,w . r) < V
*(x , +)] = S(x)

Alternatively : (5 > Gen(") , P(x,w . d) = S(x)
S(x) generates both (5 , iT)



Model 2 : Random Oracle Model

H
T H

S S

Prover L &

Verifier
Input : (X, W) Input: X

T
3

Verify

S controls input/output behavior of RO



Sigma Protocol = NIZK ?

Prover Verifier
Input : (X, W) Input: X

"commitment"
>

D j
>

response 3

Verify



Fiat-Shamir Heuritic

Sigma Protocol E NIZK in the RO model

Prover Verifier
Input : (X, W) Input: X

M1
>

<: = H(x(1mz) >

Mz
3

Verify

T = (M1
, M2) >



Fiat-Shamir Heuritic

Public-Coin HVEK = NIZK in the RO model

Prover Verifier Prover Verifier
M1 M1

> >

21Da
S

27
S
d : = H(X(1mz)

<

Mz => Mz
3 3

52Da
&

G2
&
G2 : = H(X11 m1llmz),

M3 M3
3 3

Verify Verify

IT = (M1
, M2 , M3)



Example : Schnoor's Identification Protocol
Public : Cyclic group G of order g , generator g , h = ga
Prover's secret : a

Prover (a) Verifier
Za
A : = gr A

>

5 Eg
z

[

S : = %.a+ r

(mod g) S
3 Verify :

g= 4 : A



Fiat-Shamir Heuritic

Schnoor's Identification Protocol E Schnoor's Signature in the RO model

Cyclic group G of order g , generator g
Gen (1)

Public Verification key Uk =ga ; Secret signing key "sk=a

Prover Verifier
Za
A : = gr A

>

[
G: = H(vkllA(1m)

<

S : = %.a+ r

(modg) S
> Verify :

g= 4 :A

To sign a message m . output (A , S)



Anonymous Online Voting
ElGamal zkP

Voter 1 > Enc(V1) ve 50
, 13

Voter z > Enc(V2) Ve50 , 13
⑧

&

&

Voter H < Enc(Un) Une So, 13

H

Enc([vi)

↓

Decrypt to [vi



Additively Homomorphic Encryption

Em Enc(Ma+ mu) EMEnc(Ma- mu)
Additively Homomorphic Multiplicatively Homomorphic

ElGamal Encryption . Cyclic group G with generator g , public key pk =gsk

Encpk (M1) = (gE, pKEM1) -Enc(Me · mu) ? (guti
, pentin. ma·my)

Encyk (M2) = (g&, pKE. M2)
+

Exponential ElGamal :

EggmEnc(metm) ? (guti ppitrgm,is



Correctness of Encryption
Given a cyclic group G of ordera with generator g.

Public key pKEG .

>

public

Ciphertext C = (C , (2) <

zkP for an OR statement :

C is an encryption of O OR C is an encryption of 1

Witness : randomness r used in encryption
↑

Secret

RL= (((pk, , (2) , v) : (c = g+ x(n=pkr) v(c =grx(=pkig)]
↑

(public) (secret)
statement witness


