
CSCI 1515 Applied Cryptography

This Lecture :

· Practical Constructions of Block Cipher
· Practical Constructions of Hash Functions

· Block Cipher Modes of Operation



Summary
Symmetric-Key Public-key

Message Primitive : SKE Primitive: PKE

Secrecy Construction : block Cipher constructions : RSA/ElGamal

Message Primitive: MAC Primitive : Signature
Integrity constructions : 2BC-MAC/HMAC Construction : RSA/DSA

Secrecy Primitive : AE
V V

& Integrity Construction : Encrypt-then-MAC

key Exchange Construction : Diffie-Hellman

Important Primitive : Hash function
Tool Construction : SHA



Pseudorandom Function (PRF)

Keyed Function F : 30 , 14" x So , 13"-> So, 13 M

M
F( (, 4) + 1

deterministic key input output
poly-time

k# 50 . 13 FK :
>

So , 13 50, 13m

"looks like a random function"



Pseudorandom Function (PRF)

k# 50 . 13 FK : >

How many possible FK's ?
2X So , 13 50, 13 m

SSC ( not knowing()

f [F/F : 30, 13"-> 50,23m

12mp2 min f >

How many possible f's ?

So , 13 50, 13 m



Pseudorandom Permutation (PRP)
bijective

k# 50 . 13 FK :

FR
>

>

Fi

How many possible FK's ?

2X So , 13 50 , 13

f [F/F : So, 13"-> 50,23"
,

SSC ( not knowing()

F is bijective3 bijective

2 ! f :

f
>

>

f+

How many possible f's ?

So , 13 50 , 13"



Block Cipher
X n

F : 50 , 17 x 50 , 13 -> So,
13

X : key length
n : block length

FK)) : permutation/bijective 50 , 13" -> 50 , 13
"

F(c) : efficiently computable given K.

It is assumed to be a pseudorandom permutation (PRP).

Construction : Advanced Encryption Standard (AES)
· x= 128/192/256 ,

n= 128

Before AES : Data Encryption Standard (DES)
· x= 56

, n = 64



Substitution- Permutation Network (SPN)

* = 1001101011 *z = 0001101011

W W

Fk Fk

W

0110100110 1100101101

Design Principle : "Avalanche Effect"
A one-bit change in the input should "affect" every bit of the output.



Substitution- Permutation Network (SPN)

X =

k=
Step 1 : Key Mixing

X : = X * k

Step 2 : Substitution (Confusion Step)
&

Si : 50 , 138 +> 50 , 138 (S-box)
Public permutation/one-to-one map

&

1-bit change of input
but-> at least 2-bit change of out

· Step 3 : Permutation (Diffusion Step
P : [64] -> 564]

& & Public mixing permutation
↓A single round of SPN affect input to multiple S-boxes next round

"Confusion-Diffusion Paradigm"



Substitution- Permutation Network (SPN)

3-round SPN :

key mixing
3-round substitution

permutation

1 final-round key mixing

keySchedule :

How we derive sub-keys from master key.

Example :

Sub-key k4 mixing
W

Output ↳
*
F(( :)



Substitution- Permutation Network (SPN)
X

An SPN is invertible given the master key.
↓

permutation

How to compute Fily) ?

XI)"key schedule"
1 k2k3 k4

E
Sub-key k4 mixing C⑦W

Output y



Attacks on Reduced - Round SPN

X X X 1-round SPN without final key mixing ?
#I #=k

T

( Given (X, y) => recover key ?

[ I-round SPN with final key mixing ?
Y
I I Il

y y Given (X, Y) ,
(X

, y') => recover key ?
best algorithm ?

Brute force search over (1 . (2) =>
3

It [ "2 => derive 1 => 26

11 11 11 "one block of k2 = one block of k
=> 244

Why do we need a final key mixing step ?
sub-key ky mixing

output Can we dorround key mixing ,
then r-round substitution,

thenr-round permutation ? -> I round



Feistel Network

X = 3-round Feistel Network

f(1
Ski : 50 ,13+ 50 , 134/2
↑

Fi round function

=
Rafz(Ru)
fsRfk =↳3

·=R3
How to compute Fily) ?

Y=

Attacks on reduced-round Feistel Network



F : 50 , 23" x 50 , 13 "- > So, 13 "
Data Encryption Standard (DES) block length n=64

master key length 1=5)

16-round Feistel Network
DES mangler function

32-bit 32-bit
-

⑯ 14

"8-bit key mixing
&

⑫

· ↑ :
: 48-bit Ebit

↳55 T substitution
⑯ bit
8-bit

⑯ E permutation

keySchedule :

28-bit 28-bit E: expansion functionene
(master key E

A B > A B A
V V -&TobitTobit 16-bit 16-bit 16-bit
--
24-bit 24-bit



Data Encryption Standard (DES)
&

DES mangler function
S-box : 50 , 138 -> 50 , 134
① "I-to-1" :

Exactly 4 inputs map to same output
key mixing

② 1-bit change of input
6-bit

-> at least 2-bit change of output
-

substitution

bit

Mixing Permutation : [32) -> [32]

permutation
& bits from each S-box will affect the input
to 6 S-boxes in the next round



Hash Function from Block Cipher

Block Cipher Davies-Meyer > Compression Function
2X

-

Input :
1 *

~

> F

V

Output: Fk(x)
-
X

If F is model as an "ideal cipher" ,
then Davies-Meyer construction is collision-resistent.



Hash Function from Block Cipher

Compression Function Merkle-Damgard > Arbitrary-length Hash Function

(fixed- length hash function)

-

Input .

- I I
·

..

-

|x /

I-

Output:

If the compression function is a collision-resistant hash function for fixed-length inputs,
then Merkle-Damgard is a collision-resistant hash function for arbitrary-length inputs.



BlockCipher Modes of Operation
Given : F : 50 ,

14" x 50 , 13-> 50,
13x
*18

Assumed to be a pseudorandom permutation (PRP).

Goal : Construct a symmetric-key encryption (SKE) scheme

for arbitrary-length messages with chosen-plaintext Attack (CPA) security.

· So , 13
"

· Ency(m) /ml = 2.x (If not, pad it to a multiple of X)
· Dec(C)



Chosen-Plaintext Attack (CPA) Security

Alice kGen (1*)
Bob

O O
A A

Co-Ency(mo) Mo : = Deck ((o)

4 =Enc(m ,) Co
, 11,

2, . . ·

>
M1 : = Deck(()

2 Enc (mm) +
↑ mz : = Deck(()

·
· ①choose &see

Mo , M1 50 , 13"
b 50, 13

C
>

c= Ency(Mb) ↑

2-128
③choose

R
④see ↓

(PPT)output> / Prtb=b'] = E+ negligible



Electronic Code Book (ECB) Mode
X
-

m = M1 M2 M3

W W W

Enc : Fk FR FR

W w w

C = C (2 C3

W W W

Dec : Fi Fi Fil

w w W

M = M1 Mz M3

CPA secure ?


