CSCT 1545 APFh‘ed Crmogm‘ﬂ\\{_

Thie Lecture -
. R$A Assum]?ﬁov\/ Enuryrﬁcw\ ( Continued )

+ Diffe - Hellman A%umrtiows
* ELGamal Eneryption
+ Diffie- Hellman ey Exchange



Bagx Number Theory
gul(a. N)=L1. a & N are Coprime

=3) st. &b=1(mdN): a s vertible mogulo N,
b s Mz inveri, denotesl as o'

2= |laeta,n-1], geel (a,N) =13
Buler's phi ltotiant) funtkion PIN) : = , Zi '
Ex. N=p-q¢ (p g are primes) @)= (p-1)-(4-).

Eulex's Theorem W a,N where ged (a,N) = 1, afbm) =41 (mod N).
Gonollary o d=ze' mod dN), thwm Vae 2, (ad)eza mod N .



RSA Agsum lZ\'((W\ R““d"’"'a gaMf/e —> Millev- Rabin Prn‘maJH’bJ Test

' Fv\d'm(v\& A%wv\fﬁow: / How?
Gewermte two n-bit primes P9 (]?*‘3)
Com'wdz N=p-q
Giyen N, it Compuiactionally hard o find P X g (classitally)
+ RSA A%M\MF\'TM: If Lmaw\é Faum?%

Geneymte two  n-bit Fﬁmas P (F""@)
Compate. N =P*9 . P(N)=(p-1) (4-1)

How ? & Small Fn‘me

Choote ¢ sit. gw( (¢, @ CN)) =1 thew Lw;«i( R<A
Compure d=¢™ mod Hln)

Gien (N,€) % o ranclom \1‘}‘ 2y, it cfomFumﬁomllg hardl to find X st
o(e = lj (mw‘ N)




\ N , _
Plain~ RSA Entrypiion A=128 . best attack +akes time 2

Gon(1Y),  MeOW)  n=id. by fegth 204
Geernte two bt p.g (p+9)
Compate. N = p-q, P(N)=(p-1) (§-1)
Choote ¢ st gul (¢, ¢(N))= 1
Compure d=¢™ mod Sln)
pk=(N. e) sk =d.

'E“CP\:(N): C=m¢ mod N

¢ Eneg (). m= ! mod N

An\1 Seun ’rn ssues?  CPA Seaure ?



Lo_m#taﬂ_anal Cetn iy Chosun—Plaintexk Attack (ePmy §an‘+j

AMice ke Gem (1) Bl
Co < E"Ly_(mo) - ,Dak(b)
G é—Ean(Wh) Co, (2, &, - S My . = DQLK(CL)
L?.é- EnCK (ML) My : = DCC/K(CQ,)
. QUI\OOQ @m
Mo, Me € %0.17)“
béi S0, i} 5
1 >
c< Enck(Mb) \/ -123
@ choo /gsu i
LpPT) Oovit K PrTb=ble3+ negligble



Lo_m#taﬂ_anal Cetn iy Chosun—Plaintexk Attack (ePmy §Qwvﬂj
plice th. ) < Gon (1) ol

% Dsee g

c< Enc, (M,) \ N
Cre @ thoo 2 /@\)gu, i l
Lopy) Boutpt i ATh=bTe s+ neglible




Bage Growp Theory

_\Ze(:f_ A Group IS A Set 6 oy with a bimn1 opertion o with properties .
OClsure . V9, h €6, §°h € &
@ EBxstence of an Udentity. Jeec 6 st ¥ge 6, eg=9-¢=9
Q BExistente of twverse. Vge &, 3he s st goh=hog=e
Tovorse of 9 denstesl o4 9.

® Assovinkivity: V9. 9.9 €6, (90%)°9 = 91°(4°%s)

We <oy a Grovip i abelon rf it Suﬁefm:
@Cov»«mu‘mﬁvﬂj: V4, h €6 gok=k°3

Exeser. To e & group?
- (Z, «) Yes. e=0

- (2 ) No
‘ (G=€O,i,~--,N-\‘i' + mod N) \/U,, =0

: (Z:, ¢+ wmod N) YU,‘ e=1



Bagx Growp Theory
Growp Exponestiocion m
For & Greap (G, ). %"",z %.a ,a* g =e %‘N:=(%_\)m

%Mi' %Nz,_; %mi.\.m,_ (%Mi)mz _ ﬁl\'\i‘V\\a %W\. kM - (% k)m %"m - (%m)'\

Def For a fimte Group . we u |61 to demte its order (# of elemunts)
Lt 6 be o {vite group of Ordler m .

V%E 6, <ﬂ>"=€g°/ %1’ = gm"-] (%m.:e) |e- q %/"'I,Ie,ﬁ,ﬁ/ e g°=e

|<@|
6 xocyle gwp $ 3966 st <go=6  § S a geueatr of &

Thm (Zl’*, + mod ?) for a pive pois o cyeke grup of order p-1.
P=%1 <37=%1,32.b4, 5} <2>=%1,2, 4_7]

Thwm If 6 has prime order, thm € s cyckt and overy elament wczft the tdeuﬁm
5 a aenmdvf



) *
ane_,-Ov YOUPS

Def For o qrap L6.2), HEG s a Subgrup of € i (H, ) fnrvvsa group.
A Frimz ]> 5 O 40{:2 Prl‘me 1‘-[: F=2‘z+1 and 7, I3 & Prima.
Zl’* s a%dm grwp of ovder P-1=29.
Define ll—l:=foc’mu,>|/xe2ff}

Thw IH c‘sougubamro‘f—ZF of order 4.

p=F, H={1,2.4] =<2> =<




D:Q}’}E,-HQ_“W\RV\ AQQ(AMP\’TOV\L_ Lnteger group key dodd-it

- Ellipte Curve g e
(& %, %) < G (1)‘) /O()\) -bit Tnteger i’* p ey

ch\\\c %mup 6 o{l ordes % with %uw:tov %
+ Dxirete Lofaan‘-\-hm (DLOG) AGSMMV\'\‘W\:
/XA'LZL Compute l\=ﬁ/x glx;_a/x
Grvm (6,9, g,h), s Computtionally hard b findl s (classically)
I breaking DLOG

y ODW\FMMFOMI DrfF\“z—Hdlmw (eOH) A%uwxrﬁov\z
) L2, compare h=q" =gt (g gY) D59
Gven (€. 3, 9 ha hs), W Compututionallyy hard 4+ firl 4™

Break (DH
. Deuisional Diffie—Hellman (DDH) Agsumption . J
4.2 2 oupre h=g, b=’ o llei

G (6.% 9 hhs) W Compwtationdly hard to distinpuish
(5 9% ™) = 4" 9 g°) botweom 44 and 47



EHl Gomad EWCA'\,I 1M

’ Gle/ﬂ(i)\),
(& %, %)f—a(:l)‘) < n ke re-used
-2, , compute h=4" o

pk=(6.4 9 h) sk=%X

' Entpe(m). me @
yt-2, (1)
c=<4% Wom>

. EV\LS\;(C) : .
C=<t, G~ [@Y)]
m = Cz ) (Czky-'
N i
Corvectness ?

CPA SQCMYH«& ?

1.



-

(Eovesdropper)

m ( Deformal) . Tt impossible tv comstruct Seture Koy 'xcharg from SKE

n o black-boy way.



Di ”m-H;um_lgq_mm&u
Mice Peb

% e

(6.4, 9) < G(1)
/XéjLZq, Compute hfﬁ“
(6.4 9 h)

SALZL Compute hg=9"

< hg

v v Y Y
k= k?‘(”«f‘)y 2 k=7 k= hs=(3%)

(E oue_sdrower) Corvectness ?
Se ity 7
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Diffie—Hellman key Exthange
¢
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