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Construction : Advanced Encryption Standard (AES)
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Before AES. Data Enoquh*w Standavd (DES)
« N=5b, n=by
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Substitution- Pommutarion Netwerk (SPNY
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Design Prindiple: “Avalanche Effect”
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Substitution- Pommutarion  Netwerk (SPNY
04 =[ 64-bit input ] -
k:[ 64-bit sub-key ]—-% Qu{) = \@3 M\\mi

X:= @k
4- 1t1 ter edmte

// / / \\\ Step 2: Sulsritntion (Confusion Step)

8 btts 8 blts 8 blts] [8 blts] [8 bllSJ [8 bItSJ [8 blts] [8 blts g 8
SK %o 111 > % 0 1}

é é Glo olofs & B i

1-bw c\r\o\nao. oﬁ- \
8b1ts 8b1ts 8b1ts 8b1ts 8blts 8b1ts 8b1ts 8b1ts

\\\ \ //// — ot Rt 2-bit c)mvsge of oukpuk
o ik Step 3+ Pornutativn (D.ffugm Q’re?

[ 64-bit output ] ,Bkh\ltc W\Kx;l\& TU(“\\Atxﬁw\
< \7
& ng\e, rowed of SPN affect inpwt o multiple S-boxey Next round

“C)Onfwsi on- D\“gmsiovs Pamoh‘%m "



Substitution- Pommutarion Netwerk (SPN)
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Substitution- Pommutarion Netwerk (SPNY
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