
CSCI 1515 Applied Cryptography

This Lecture :

· Private Set Intersection

· Privacy - Preserving Machine Learning



Private Set Intersection (PSI)
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PSI : f(X, Y) = X1Y

PSI-CA : f(X ,Y) = IX1Y/

Applications :

- Password Breach Alert (Chrome, Edge, Firefox,
iOS Keychain, ... )

- Ads Conversion Measurement (Google
- Privacy- Preserving Inventory Matching (J .

P
. Morgan)

- Private Database Join



Private Set Intersection (PSI)
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Is it (semi-honest) secure ?
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Is it possible to achieve 2pc/MPC with I round of communication ?



DDH-based PSI Cyclic group G of order 9 with generatory, where DDH holds.

H : 50 , 13
*
-> G (modeled as Random Oracle
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PSI-CA ? PSI-CA : f(X ,Y) = IX1Y/
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Privacy- Preserving Machine Learning (PPML)
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Privacy- Preserving Machine Learning (PPML)
Horizontal/Vertical Data Partitioning
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Machine Learning Background
Linear Regression
Data Points ( , y
ML Model : Coefficient rector in
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Total less : ((w) := #:Ein] (iii)

Goal : Find to that minimizes ((W) .



Machine Learning Background
Stochastic Gradient Descent (SGD)

· in initialized with arbitrary value

· Given a data point (i , Yi) :
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MPC for any function with ten-1 (GMW)
Each party Pi holds a random share vE30 . 23 Sit.V = v

xix ,
7

Inputs :

For each input wireW:· If it's from party PK with input value vWE So ,
13.

PK randomly samples vWC$50, 1) St. = v

·
↳

Sends v to party Pi.

XOR gates :
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Sends V to all partiesA
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= abi) + (aid;) mode
Each party computes the value vW=
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PPML for Linear Regression
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Invariant : Two parties hold secret shares of.

Initialization : Randomly sample to,I respectively

SGD:<- . (ci
,
> - yi) . Mi

↑
How to get a secret share of the updated i ?



Machine Learning Background

Logistic Regression
Data Points ( , y
ML Model : Coefficient rector in

g(5) = f(<*, is) Sigmoid flu) = 1 Fe-n
X

↑ 1-

activation function -
>

U

For each data point (, yi),

Define loss function (i() : = - Y:· log Y
*
- (1-yi) · log (1-ye
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Total loss : ((w) :=
+ 5 Lili) Y: =f (<i,w)
NiEIN]

Goal : Find to that minimizes ((W) .



Machine Learning Background
Stochastic Gradient Descent (SGD)

· in initialized with arbitrary value

· Given a data point (i , Yi) :
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PPML for Logistic Regression
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Invariant : Two parties hold secret shares of.

Initialization : Randomly sample to,I respectively

SGD:< -n . (f(xi ,<) - yi) . Mi

↑
How to get a secret share of the updated i ?



PPML for Logistic Regression
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Machine Learning Background
Neural Network

Data Points ( , y
ML Model : Coefficient rector in

...

E E

OutputInput Layer
Layer-

Hidden Layers

Each mode in hidden layers : linear function+ activation function

Total loss : ((w) :=
+ 5 Lili)
NiEIN]

Goal : Find to that minimizes ((W) .


