CSCT 1545 APFh‘ed Crmogm‘ﬂ\\{_

This lLecture:
. ?uﬂrng it Al Togerher. Semi- Honest 2PC
. Orﬁmmws of Garbled Civemits

© Cut-ond-Clwose for  Gavkled  Civemits

. Private Set Iintersection



Semi-honest OT
(OT pretocet thots seoure

agoanst semi-honest adv.)

&
Semi —honest  2pc Semi —honest  MPpC
fw any «]—’w\uﬁm ‘fw any -chﬁm
Cut-and- chooge GMW (Mqu
wrth  commitments with P
\v/ \v/
Makicious 2pc Malicious MPC

f?» any -F,,.\a-.‘m fw any fw\uﬁm



Obkviows Transqlcu (0T)

Send Mo, My 4?4—6 Reced
Q J_ e —> M
InFuT: Mo, \mieﬁo,i}} IV\?M': C € 3o, 13
o<l
2, ot
het 2,
< 5=ﬂb' A
ko-= H (&)
kj,= = H ((‘g-) ) Cta‘— EV\L:.(W‘O) §
Ct1<— E“Lh(mj,) O M’F IA}";

ke:= H(AY)= H(g"™)
Mc:= DLL“(CIL)



- “— — (Nhat could 80 Wrong aaaunst
UIing | l er. Sewi—Ho 2PC madivows adversavies 7
A’\A\_CZ (é'ﬂl’uﬂ)_ BQ‘D ( E\)OLS\AO\;\'gr)
X €508} Y € %o, 3

B (B (9) | 5 4 B, (Enc s (2)) Gorbled Cirewit
Encye (Eﬂtkz (ﬁ)) Entye (E"Lu' (k ) ( C‘,arud éﬂ«*%)
Enty (Enty () Ente (Entys (1))
Entyy (Entye (8 (£)) Entys (Encye (9 )

Bres (Bncye ()
Ence (Eneyg (4))
Encs (Bneye ()

K \

M & OT kco
e —  Je—dt
Encys (Encys () 1 0T .

Shnffle i

Hik k) @ (kEflo--

Hko L) @ (kS o--
(kin ka) ® (ko "0

256

HikIE) @ (Kl

\7-8 l?—%

0) —> garbage
0) = garbaﬁc
o) > kS lo-

°) - garbaae

—Lnpat Dabols fve %

< Outpt Laele 1
Jﬁm—’ Commuini Coction Cost ?
4-26b-1¢| bits

Oom?wmnw Lack D
4|



&. KP, Gr A?o, 13
(shnd bits)

Yo Il 6,
Y ll 6

AND
Ko " 6,*

B Il
Xy ) § ‘ 4

PLiisp
128 28

&:1 GP-:O G-rz i

Yo Il 2
Yillo

AND

oo Il 2 IMO
Xello Puild

Ortimizodion 4. Poik—onl - Pormute

4- 128 bite [qate

JTigS
Ent o, (Encg, (1016

)
Ento, (Ency, (% 06)
Ento (Ency, (o 116,))

Eno, (Enty, (505)

Enca, (Enty, (00 1)
Ento, (Enty, (iti0)
Ento, (Eney, (001)
Ento, (Eny. (%102)



Optimization 2. Row Reduction 3 |28 bits/gure
Y‘ _H_Hr" Pa) D 'o P =
Yy °
H(sL 1B) @ Y
AND H (2 | 30) DY,
oo ‘po
oy By ?(&1 l 31) D Y,

Random Oracle

Vo:= H(blo “ Po)



Q@M‘M > F e XOR / hidden tv evaluator

Yo

A
" Samfle o global & <t §0.13
XOR R:=oy ® A
o ‘p,, Pro=Po ® &
Xy P .= Y, ® A
Yo:= o ® P
Other Drttm,{zaﬁm.-

—Huf-gofes . 28 bis por AND gude + free XOR
'T‘\m halves: ~IGA bibs Fex AND @m + fru, XOR



“Arce (Garblen)? Pob (Evaluoter)

X €513 Yedoay
A Gorbled Ciruits >

B (B ) | g [ BenlBes)
Ences (B (4)) Bty (B (1))
Encys (Encys (4) , Brey; (B (4)) ( é'arud M*u)
By (B 00) | 4| B (B ()

p Rano(omhz, pick (A-1) of them

B (Breys ()
Encs (Ency ()

o) Reveal all tha Gobels
for th - G0

Bros, (B () |
Ency, (Encyg (9)
Entis (Encys 09)
E\L,z(EﬂLg‘(“x)) :;

Encys (Enc,s (9))
Encyy (Bncg (4))

bt VuFfa Correctness

|

- - -
Entys (Encye (4)) “‘ Encys (Encys () Co h "e Hﬁ t‘\‘ m Ih A 6 C
Ency, (Encyg (9) Encyy (Bncy (2)) n n w rz
B (Bt (4) B (Bt ()
By (Engye (4)) :1: Entye (B ()

Feecm If Mrce ﬁmauml 1 GC \‘nwmtxha;

Encyy (Ency (9))

B (Enee, ()
\ == PeCAlice passes vevificaﬁon] =7




! MI—QM!- !:BQQSI :EE éﬂ!“ﬂd ! Lrlaaats

“Aace (Garblen)? Pob (Evaluoter)

T
/X é ioa 1}1 3 é iO, 1}
S 2\ Garbled Chrunts S
g ( Garbled Gates)

Entyg (Bnuye ()

B (Bre () |
Enty, (Ency (9))
By (Bt (4)
By (B 00) | 4

p Rano(omhz, pick A of them

Bt (Ene ()
Encyy (Bncye ()

o) Reveal all tha Gobels
-for e N GG

B (Bro () |
Ency, (Encyg (4))
Entie (Encys (09)
Enty (Entyg () :

ZA

Encys (Encs (9)
Encyy (Bncg (4))

bt VuFfa C orrectness

|

i (Bt 0 5 s (Bneyg (8 -~ - o - <
ot oo Continue with the mmyw\s AGG = Take ot {"a
B (B () B, (Brugs (4))

Bty (B (9) :1 Bty (Bneyg () !‘

I Ak gonernted 35 Ges imorresiy,

Encyy (Ency (9))

B (B ()
\ = P Alice passes all Vzrifico\ﬁon] £"




Semy
\-honest OT

%

Semi
\—ho
nest
7-|>C,
Semi
\—he
nest
MPC

‘ﬁv an
Y ~qul'?M
fw an
Y -Fu\cﬂm

How
o C,ovv\row
e ?



Private Set Tntexcection (PST)

Al Bob
% >
<
INFW\': X" {'xi, §a, ", 'an S I“W: Y= %'31' g" T (3"3

ya
-

PST. £(x Y)=XnY
PST-CA. f(x.Y)=IxnYI

A’Frkcaﬁws;
- Passiond  Breach Mlext (Chrome, Edge, Firefor, 105 Keythain, ---)
— Mds Conversion Measurement ( Google)
- Pﬁwug-?ru;m ving Lnventory Ma'(dniv\% (3.7 M«aow\)
= Pivate Doctubose. Joins



Private Set Tntexcection (PST)

Al Bob
Tnput: X=§s, %, -+, %] Inpat: =14, 4y, 93

HO), o) HO)

H (Y, -+, Hlyo)

\

X
Is W (semi-honest) Secure ? "

Is & posible v athiene 2PC/ MPC With 1 rowsd of Communitakion



DPDH-baged PST Cyelic growp € of order 4 with qenerator 4, whea DDH holds.
H- io,ﬁ*—aa 6 (modelesd as Random Oracle)

A,l\u BOb
Taput: X=§, %, -+, %] Inpat: Y=t . 93
0«12" Lé‘;zt

CHUY = THOY, - iy |

H , Hep™t

>

HOO*® n Hp™

Y
Is W (Semi-honest) Secure ? XNY



wBIi-(A? PS1-CA. £(x.Y)=IxnYI

A,l‘u BOE
Tnput: X=§2, %, -, 0] Inpat: Y=$4s, 4, Yn3
act 2 bt 2

b b b
JHUYY = SHOS, -, g T

HO , Hp*

>

HOO* a Hep*?

)
Xny



