
CSCI 1515 Applied Cryptography

This Lecture :

· GMW : Semi-Honest MPC for Any Function

· GMW Compiler: Malicious MPC for Any Funtion



Secure Multi-Party Computation (MPC)
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Adversary's Power

Allowed adversarial behavior :
· Semi-honest/passive/honest-but-curious :

Follow the protocol description honestly,

but try to extract more information by inspecting transcript.

· Malicious/active :
Can deviate arbitrarily from the protocol description.



Semi-honest Of

1OT protocol that's secure
against semi-honest adv.)
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semi-honest 2pC Semi-honest MPC

for any function for any function

cut-and-choose GMW Compiler
with commitments with ZkP

Malicious 2PC Malicious MPC

for any function for any function



Oblivious Transfer (OT)

Sender Receiver
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MPC for any function with ten-1 (GMW)

Z
- Throughout the protocol , we keep the invariant :

For each wire W :· ⑭ If the value of the wire is UWES0 , 23,
XXX

then thea parties hold an additive secret share of oh

· Each party Pi holds a random share VESo , 13 Sit.

-
X1 x Any (n-1) shares information theoretically hide UW



MPC for any function with ten-1 (GMW)

Z Each party Pi holds a random share vE30 . 23 Sit.V = v
-

Inputs :

⑭ M For each input wire we

If it's from party PK with input value vWE So , 13.

· PK randomly samples vC$50. 23 St. Gr = v
i=I

↳
Sends v to party Pi.

OxIt XL vI* xIx
~m XOR gates :X1 Xz X3

+ GIVEN: i =abi
C

· WANT : Sci} sit.C = c = ab
Ci = 4

XhX XhX
as azaz b, bz b



MPC for any function with ten-1 (GMW)

Z Each party Pi holds a random share vE30 . 23 Sit.V = v
-

AND gates :

⑭ M Y GIVEN ai =a
C

AND

· j
? WANT : Sci} Sit. = c = a - b

-A Ci = 4
XhX XhX
as azaz b, bz b

X1 x Outputs :
For each output wireW:

Each party Pi holds a random share VESo , 13
↳
Sends V to all parties

Each party computes the value v= VI
i=I



MPC for any function with ten-1 (GMW)

AND gates :

+ GIVEN: i =abi
C

j
? WANT : Sci} Sit. = c = a - b

AND
Ci = 4

XhX XhX
as azaz b, bz b

a, by
a . b = (i)(bi) mode as b2

= abi) + (adj) mode as he
Pi locally T



MPC for any function with ten-1 (GMW)

Reshare :
Pi

ai->

Reshare
-bj

Pj
Input : ai + 50, 13

Vit ->Vj
Input : bj E So ,13

>

E

3

C

Output : ViE50,1) Output : rj =50,1)

WANT : Random ri
, VjE5o, 1] Sit . Vi@Uj = ai . bj

2) Pi randomly samples r= <$50, 13
2) How to let Pj learn rj sit . ViQUj = ai . bj ?



MPC for any function with ten-1 (GMW)

~
Each party Pi holds a random share vE30 . 23 Sit.V = v

,
7

Inputs :
For each input wireW:

If it's from party PK with input value vWE So , 13.· ↳
Sends V to party Pi.

PK randomly samples vWC$50, 1) St. = v

XOR gates :

OxIt XL vI* xIx GIVEN: i =abi
C

~m
X1 Xz X3 &

WANT da st = c = a
Ci = ai bi

XhX XhX
as azaz b, bz b

AND gates :

GIVEN: i =abi Outputs :

C

WANT : Sci} Sit. = c = a - b
al by For each output wireW:
as b2

Each party Pi holds a random share VESo, 13⑭ Ci =aibir as he ↳
Sends V to all parties-A

XhX XhX a . b = (i)(bi) mode
as azaz b, bz b

= abi) + (aid;) mode
Each party computes the value vW=

Pi locally Reshare
(1)

Vi,j ~



MPC for any function with ten-1 (GMW)

Computational Complexity ?

Communication Complexity ?

Round Complexity ?
Ph 42 ... Pu

Round 1 ↓ ↓ X ↓ ↓ X ↓ ↓ X

Round 2 ↓ ↓ X ↓ ↓ X ↓ ↓ X

·

Round r * ↓X XX ↓ ↓ X

What could go wrong against malicious adversaries ?



GMW Compiler
Given a semi-honest protocol :

Once inputs & randomness are fixed, protocol is deterministic.

Step 1 : Each party Pi commits to its input Xi & randomness ri to be
-

used in the semi-honest protocol.

Step 2 : Run semi-honest protocol.

Along with every message, prove in EK that the message is computed
correctly (based on its input, randomness, transcript so far)


