
CSCI 1515 Applied Cryptography

This Lecture :

· zkP for OR Statements (Continued

· Anonymous Online Voting (Continued

· ElGamal Threshold Encryption
· RSA Blind Signature



Anonymous Online Voting (gr, pkgvi)
ElGamal zkP

Voter 1 > Enc(VI) 150
, 13

Voter z < Enc(V2) Ve90 , 13
⑧

&

&

voter n < Enc(Un) Une So, 13

H

Enc([vi) (gIr piIrgIvi)
↓

Decrypt to [vi

How?



Correctness of Encryption
Given a cyclic group G of ordera with generator g.

Public key pkEG .

<

public

Ciphertext C = (C , (2) <

zkP for an OR statement :

C is an encryption of O OR C is an encryption of 1

Witness : randomness r used in encryption
↑

Secret

RL= (((pk, , (2) , v) : (c = g+ x(n=pkr) v(c =grx(=pkig)]
↑

(public) (secret)
statement witness



Correctness of Encryption
(h , u ,v) = (g9, gb, gab)
b Stu=gb x v= h

C is an encryption of 0

Witness : randomness r used in encryption

RLo = &((pk, , (2) , v) : c = g
+ x(u=pk)

↑
(public) (secret) Diffie-Hellman Tuple
statement witness

C is an encryption of 1

Witness : randomness r used in encryption
RL = &(pk, (, (2) , r) : C = g

+ / <=pKg 3
↓ ↑ ↑ #

(public) (secret) (/g =pkV
~

Statement Witness

((pk, C, (2/g) , r) > Diffie-Hellman Tuple



Proving AND/OR Statements

AND : Statements : Xz
,
X2

Witnesses : We
,

Wa

RAND = E ((X 1 , X) , (We, Wa)) :
(X1

,W1) E RL AND (x2, Wa) E Ri23

OR : Statements : Xz
,
X2

Witness : w

Ror = & ((X1 , x) , W) :
(X1

,
W)E Rc OR (x2, W)ER123



Example : Diffie-Hellman Tuple
Public : Cyclic group G of order 9 , generator g , (h , u ,v) = (ga, gb, gab)

Prover's secret witness : b S
.t=gb x v= h

RL = & ( (h , n ,v) , b)3

Prover (b) Verifier
Eg

A := g B : =h A , B
>

q
j

[

S : = 5 . b +r

(mod 9) S
> Verify :

g = n" . A
E v5 . B



Proving OR Statement

RoR = & ((X1 , x) , W) : (X1
, W) ERL OR (x2, W)E R22]

Prover (A1
. B1) (Az, B2) Verifier

j S2q
[

(1 , S1) (52,S2) > Verify :

((A1, B1) , We , Se)(Az, B2) , Ez, S2)
5= 51+ 52

How does Prover compute response for both statements ?

Say (X1, W) E RL

Completeness ?



Proving OR Statement
Proof of knowledge?

Prover* Extractor
(A1

. B1) (Az, B2)

[
j S2q

(51 , S1) (52,52) <

E (A1, B1) , Wa , Sz)(Az, B2) , Ez, S2)
5= 51+ 52

How to extract w sit . (X1
, W) E Ru OR (X2, WJE RL2 ?

I



Proving OR Statement
Honest-Verifier Zero-Knowledge (HVZK) ?

Simulator Verifier
(A1

. B1) (Az, B2)

[
j S2q

(51 , S1) (52,52) <

E (A1, B1) , Wa , Sz)(Az, B2) , Ez, S2)
5= 51+ 52



Anonymous Online Voting (gr, pkgvi)
ElGamal zkP

Voter 1 > Enc(VI) 150
, 13

Voter z < Enc(V2) Ve90 , 13
⑧

&

&

voter n < Enc(Un) Une So, 13

H

Enc([vi) (gIr piIrgIvi)
↓

Decrypt to [vi

Who ?



Threshold Encryption t-out-of-t threshold

P2 : (PK1 , SK1) = PartialGen (14) > 4k1

P2 : (PK2 , SK2) = PartialGen (1*) > PK2 & = Pk
&

·

Pt : (PKt , Skt) = PartialGen (14) > 4kt
(t-Encpk(m)

P1 : d= < PartialDec(sk
, It) da

P2 : dz = PartialDec(sK2
, It) > d = m

& &·

Pt : dt = PartialDec(skt,(t) dt



Threshold Encryption : ElGamal

P2 : SKI**q PK= gSK1 > 4k1

P2 : SKz**q PKz= gSk2 > 4k = pk = TIPK
& &· Sk = ?

Pt : SKt**q PKt= gSkt > 4kt

(t = (G
, (2) = (gt, pkgr)

P2 : d= =ce da

P2 : dz = caSku > d2 = m = ?
& &&

&

Pt : dt =c k > dt



Anonymous Online Voting
public
↓

Registrar (VKr. skr)
M

IDi Wi < Signskr(Votei) (Vote , 82 , EkP1) , we
Votei

V
L
EKPi for OR : &Voter i

(Votei
, ji) · Tallyer Publish, (voter , E . EkP),

Ct=Eckl

Vote:< Encpk (vi) (Vkt
, skt) :

↑
Vie So , 13

public (Voten , On , EKPn)· En

public L
ZkPi

Arbiter 1 : (PK= , SK1) Publish < PKI di=PartialDec(SK
, It) Publish > do

& Y => PK & Y =>[viO O

O O

Arbiter t : (PKt , Skt) Publish PKt d+= PartialDec(skt
, It) Publish > do



Correctness of Partial Decryption
Given a cyclic group G of ordera with generator g.

Partial public key pKiE G.

Ciphertext C = (C . (2) · < public

Partial decryption di

Witness : partial secret key ski-private

zkP for partial decryption :

RL = & ((C, 4ki , di) , Ski) : PKi= gSki di =c]
↑ ↑
X witness



Blind Signature

Signer<Public Requester
(Vk , sk) = Gen(1x)

O O
A A

m=?

↓ (m', r) = Blind (m)

mi
[

w<SignBlindsk(m')
si

>

W : = Unblind (G , r)

Vrfyvk (m , r) = 1



RSA Blind Signature
M Vk= (N, e) Sk= d

je

Ge Jo H Signs(m) = H(m)·mod N
yd

Y

UrfYv(m . 2) : we = H(m) (modN)
* *

Signer Requester
(Vk , sk) = Gen(1x) Blind (m) :

m= **

mi m : = H(m) · remod N
[

SignBlindsk (m') :

wi = (mi)d Gl
>

Unblind (5 ! r) :

2 := 0 . r+ mod N


