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This Lecture:
* 2KP for OR Sttements (Continued)

. Av\omlw\ow, Onlive Vo{-tng (Cowl'inued)
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Voter 1 ——>  Bac (V) Vi€ 30,13

Voter 2 —>  Eac (V) Ve € 0,13

Voter n —> Enc (Vn) Va € 30, 13
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How?



Lorrettnes, of 1 ]Mm
Given a CYie group € of ovder § with generatw §.
PIAHA\L k&% Fk € 6§ é\FMHA‘

Gyhertext € =(¢, (z)‘/
2P v an OR  stotement
crsamemuryyﬁomofo oR C.‘samev\uyyﬁomofg,

Witness . rm\olomness Y used th u\wﬂm‘w
1\
Secret

R, = {((\*'fu' C), g)z (ce=g" " G=pk") v (c1=9" A G=pK"3) ]

(public)  (Secret)
Statement  \Witness



a b 4b
(orrectmess of Encryprion (huv) = (" 1 ")
l) s.t u:%b AN V= hb
C s an emuryrt\om 0’1 0

Witness: rondomness v used th u\ur\lyﬁou

R = {((F\L. G, &), r): CL=9" A Cﬁ]’kr 5

(pulic)  (eret)  Deffie—Hellman Tuple
Statement  Witness

C 5 an emurnrﬁom of 1
Witness: romdomness v used in um{yﬁw\

Ru= (66, 1) =g 1 Gopy ]

( LI) (Secret) §
ublic ecret Cfa — o’
\ §fo};e,mz nt Wttness / ﬂ pe

((\7\‘: (s, Cz/fa ), \’) «— D\‘{:PTQ-HQUMW Tu?\e.




Proving AND/OR  Stectements

AND.  Stoatements: Xa, X
Witneges: Wi, W.

Rip = 1 ((fxi, %), (wg, w»);

(Ko, Wa) € R AND (% Ws) € Ru}

OR: Ctatements: Xa, X
Witness W

Rz = 1 (1.2, w )
(X, W) e R o0R (& W)€ Ru)l



Public Cyckic group € of order 4, gorerator 9, (h,u,v) = (4] ¢ 4*)
Prover's Secret witness: b st u=g4® A v=h°

Ru= %. ((h,u,v), b)a

Prover (b) \/en‘f\‘e.r
(&2,
=a =Y
A=g  Be=h AB
) ¢ 32
S:=6-b+Y
(mod ) S S Vexify .
gs—?;us-A




Proving OR Statemput

Ror = f((’xi, %), W): (X, W) € Kla OR (%, W) € RL;}

?ﬂi ( A BD ( A, B‘)e \/erﬁ'c\‘e.r
§22

¢ £

(61,51) (6;5;)_) Ve)n‘-h:
( (A4, B1), 61,51)
((Az, B.), 62, Sz)
6= 61462

How does Prv\wr Ooml;vtfe reéronse ]C;« both Statements ?
ga\a (Xe, W) € Ru

Comyleteness 7
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Proof of Knowledge ?

Prover”

(AL Br) (AsBo),

(61,51) (Q;Sz)_)
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Homsf-VexiJ;n‘or Zexo- meleoltae (HV2K) ?

Ve.n‘f\‘ex
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Voter 1 ——>  Bac (V) V2 € 30,13

Voter 2 —>  Eac (V) Ve € 0,13

Voter n —> Enc (Vn) Va € 30, 13
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Pe- (P, Ska) & Partial bem (N

B: (Pt sk) « Tartialbew (17)

[ (ke Sty) < Partial Gem (1)

Po.
P...

.

dy & Partind Dec (sks, )

d2 < Partiad Dec (ske, t)

te < Partind Dec (sky, ¢4)

!

l

—

t-onk-of —t  thredhal




E

Po: ske éiZ:L Pke=9g — Pl
Booskd2y  pro=g® — PN s ke TPk

sk =7

Poo skt pre=g™ — Pk J

U=04, &) =(4" rlt'- g"‘)
Po. ds= kai —s ds
Pz= dl ""th E— dz S m=7

B de=CC — 4




Ny WMo N otin

public
R A
RQ%\S\T&( (VK ski)
IO |16 o Sy, uotes) (vote, €1, 2kP), 61
Voteg [ZKFc f"' 0R :
v ) : _ X
Voter 1 Luote, 6c) Talkie/( _L, (votes, 6, 2kP), 61 S U= b (TW)
Vote; &< Enc \;Nc) (v ;‘Ft ,5Kt)
Vi€iod] pubic (Voten, €, 2KR), 67
qubw- [2\4&
Avbiter 1. (Pee, Sky) Publishsy Piy d1 & Partind Dec (sks, t) Publishy oy
. > \7\( DTN

Avbiter t . (ke Sky) Publishs i dt  Partind Dec (ske, t) Publishs oy



] \ Tty
Given a Yl group € of order 4 with generstwr g
Partial public key pie 6
C\Tkutwt ¢=(C, G) «— publx
Pavtial a(eu\[]rl—rw\ d /
Witness . me Searet Koy SKi « private

2P for parnal decryption -

R = {((61, P/';C' di), $1IEE)= pK= %«r A di=e]

X Wirness



Blind §r3m\-ure_

ubl
Sianer pece Reqwaster
E)? WK, sk) < Gem (1) g

m=?
) (', r) < Blind (m)

<& m'

3 IeScan Blinolgy (')

6|

€:= Unblindl (6. r)

Vrf\a\,k(m, §)=1



RSA Blind Srgnamrz
¢ 4 vk=(Ne)  Sk=d
4.% A Sl =t 0

J Urflm, 6): 62 Hm) (mod 1)
Zs /Y
Si%ne[ &,_Clgester
WK, sk) < Gem (1) Blind (m):
M=? r& 23
*n m':= Hm)* r® mod N
SC%)/\ BVV\Dlsk LW\' ): <
6': = (W\' )d 6’

UnHXM( [6', r):
6:: 6'° Y-‘ W\Od N



