
CSCI 1515 Applied Cryptography

This Lecture :

· Case Study : Single Sign-On (SSO) Authentication

· Definition of Zero-knowledge Proofs

· Example : Schnorr's Identification Protocol

· Example : Diffie-Hellman Tuple



Case Study : Single Sign- On (SSO) Authentication
Authentication
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- OAuth/OpenID : Sign-in with Google/Apple/Brown ..

- Kerberos : enterprises



Zero-knowledge Proofs

Alice Bob
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There is a bug in your code

I have the secret key
for this ciphertext

There is enough balance
in my Bitcoin account

What is a proof ?
have different colors

What does zero-knowledge mean ?



What is a "proof system" ?

statement-

proof :-
-

-

· Completeness . If statement is true, then Eporf that proves it's true.

· soundness : If statement is false , then Eprof that proves it's true.



Interactive Proof

Prover Verifier
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A

>
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↓
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· Completeness . If statement is true,
EP Sit. Pr[Pc > V outputs 1] = 1.

· soundness : If statement is false,

-p*, Pr[P
*
c > V outputs 1] = 0.

· Zero-Knowledge ?



Example : Schnoor's Identification Protocol
Public : Cyclic group G of order g , generator g , h = ga
Prover's secret : a

Prover (a) Verifier
Za
A : = gr A

>

z
5 Eq

[

S : = %.a+ r

(mod g) S
> Verify :

g= 4 : A

· Completeness ? If I knows a ?

· soundness ? If I doesn't know a ?

· Zero-Knowledge ? What does V learn ?



NP as a Proof System
Example : Gragh 3-coloring

⑭ ⑭

⑪
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⑭

NP language L = &G : G has 3-coloring

NP relation RL = E (G , 3202)
↑ ↑

(public) (secret)
statement witness

Example : DLOG : Cyclic group G of order 9 , generator g

NP language ( = <h : ht]

NP relation RL= (h , a) : h=gas
Y

(public) (secret)
statement witness



NP as a Proof System
A language Lis in NP if Epoly-time V Sit.

· Completeness :VXEL , zW Sit. V(x, w) = 1
↑

witness

·Soundness : FX & L, Fwt, V(X,w
*) = 0

Prover Verifier
O
A

W
> ⑫

(X, w) X



Zero-knowledge Proof (EKP)
Prover Verifier
O O
A

>

A
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(X, w) X
>

[

↓

0/1

Let (P, V) be a pair of probabilistic poly-time (PPT) interactive machines.

(P, V) is a zero-knowledge proof system for a language (with associated

relation RL if
· Completeness . V(X ,WSERL, Pr[P(X,w) <> V(X) outputs 1] = 1.

F(X
,w)ERc, P can prove it.

· soundness : VX#L , Xp*, Pr[P
*

(x) <> V(X) outputs 1] = 0.

XX #L , any p
*
cannot prove it.



Proof of Knowledge (Pok)

Prover* Extractor
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(X, w) X
>
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· Proof of Knowledge :
EPPT E sit . Ep*, EX,

PrIEP*"(x) outputs w sit
. (X,w)eRz] = Pr[p

*
c >V(x) outputs 1].

E

If p
*

can prove it , P
*
must know W. p

*

>

S

>

[

How is it possible?
↓

Output w



Zero-knowledge Proof (EKP)
Simulator

⑭ > Verifier
a

[

X X
>

[

↓

0/1

· Honest-Verifier Zero-Knowledge (HVZK) :
EPPTS Sit . F(X, w)ERL,

View [P(x,w) < > V(x)] = S(x)

An honest V doesn't learn anything about W.



Zero-knowledge Proof (EKP)

Simulator Verifier
*
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>
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>
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↓

output

· Zero-Knowledge (Malicious Verifier) : S
V*

APPT V*, EPPTS Sit . F(x, w)eRL, [

>

Output[P(x,w) c > V
*(x)] = S(x) E

>

H

A malicious V* doesn't learn anything about W. ↓
Output

Output

How is it possible?



Zero-Knowledge Proof of Knowledge
· Completeness . V(X ,WSERL, Pr[P(X,w) <> V(X) outputs 1] = 1.

F(X
,w)ERc, P can prove it.

· soundness : VX#L , Xp*, Pr[P
*

(X) <> V(X) outputs 1] = 0.

XX #L , any p
*
cannot prove it.

· Proof of knowledge : EPPT E Sit
. Ep*, EX,

PrIEP*"(x) outputs w sit
. (X,w)eRz] = Pr[p

*
c >V(x) outputs 1].

If p
*
can prove it , p

*
must know W.

· Honest-Verifier Zero-Knowledge (HVZK) : EPPTS St . V(X, w) - R,
View [P(x,w) < > V(x)] = S(x)
An honest V doesn't learn anything about W.

·

Zero-knowledge : FPPT V*, EPPTS Sit . F(X,w)eR,

Output[P(x,w) c > V
*(x)] = S(x)

A malicious V
*
doesn't learn anything about W.



Example : Schnoor's Identification Protocol

Proof of knowledge?
EPPT E sit . Ep*, EX,

PrIEP*"(x) outputs w sit
. (X,w)eRz] = Pr[p

*
c >V(x) outputs 1].

Provert Extractor

A
>

5 Eq
z

[

S

g = 4. A

How to extract a S.t. h= ga ?



Example : Schnoor's Identification Protocol

Honest-Verifier Zero-Knowledge (HVZK) ?
EPPTS Sit . F(X, w)ERL,

View [P(x,w) < > V(x)] = S(x)

Simulator Verifier
A

>

g Eq
[

S
3

g = h · A

How to generate (A, s) sit. g = h= A ?



Sigma Protocols [

Prover Verifier
Input : (X, W) Input: X

"commitment"
>

D
j

[

response >

Verify



Example : Diffie-Hellman Tuple
Public : Cyclic group G of order 9 , generator g , (h , u ,v) = (ga, gb, gab)

Prover's secret witness : b S
.t=gb x v= h

RL = & ( (h , n ,v) , b)3

Prover Verifier
Eg

A := g B : =h A , B
>

q
j

[

S : = 5 . b +r

(mod 9) S
> Verify :

g = n" . A
E v5 . B

Completeness ? V(X
,WSERL PrIP(X,w) <> V(X) outputs 1] = 1.



Example : Diffie-Hellman Tuple
Proof of knowledge?
EPPT E sit . Ep*, EX,

PrIEP*"(x) outputs w sit
. (X,w)eRz] = Pr[p

*
c >V(x) outputs 1].

Provert Extractor

A , B >

5 Eq
z

[

S
< g = % . A

h = v% . B

How to extract 6 S.t. U=gb 1 v= h ?



Example : Diffie-Hellman Tuple
Honest-Verifier Zero-Knowledge (HVZK) ?
EPPTS Sit . F(X, w)ERL,

View [P(x,w) < > V(x)] = S(x)

Simulator Verifier
A , B

>

g Eq
[

S
< g =n A

h = v% . B

How to generate (A , B , s) sit. g = h= A 1h = v% . B ?


