
CSCI 1515 Applied Cryptography

This Lecture :

· Two-Factor Authentication (Continued)

· Putting it All Together : Secure Authentication

· Public Key Infrastructure (PKI)

· Case Study : Secure Shell Protone (SSH)
Secure Messaging/Group Chats

Single Sign-On (SSO) Authentication
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Two-Factor Authentication (2FA) Zapp-generated code
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Putting it All Together : Secure Authentication
Server public
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One-Sided Secure Authentication
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Two-Sided Authenticated Key Exchange
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Putting it All Together : Secure Authentication
Server public Where does it come from ?
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Public Key Infrastructure (PKI)
Certificate Authority
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Public Key Infrastructure (PKI)
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Standard : X . 509 certificate
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Certificate Revocation

· Short-lived certificates

· Certificate revocation lists (CRLs)



Case Study : Secure Shell Protocol (SSH)
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Case Study : Secure Messaging
Server public (X . 509 certificate)
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Group Chat ?
Server public (X . 509 certificate)
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Symmetric-key"Rachet Encryption
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Double Rachet Encryption



Case Study : Single Sign- On (SSO) Authentication
Authentication
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- OAuth/OpenID : Sign-in with Google/Apple/Brown ..

- Kerberos : enterprises


