CSCT 1545 APFh‘ed Crmogm‘ﬂ\\{_

This Lecture .

+ Pseudorandom Function (PRF)
Peeudorandom Permutotion (PRP)

* Block er)\ar ond Modes of- chmh‘on

* (BC-MAC



SM\M vw\r\1

S\imwwk\‘co\(eq Publ\‘c—l(U‘
Messape Rimitve: SKE Pinmitive: PKE
Secxnecy Constraction - Btk Ciphae Cowstruttious: RSA [ ELGanal
Messoge PimiBve: MAL Piwmutive : Q“am’tm,
Integrity Constructions | CBC—MAC /HMA(,R Cowsrruetion : RSP/ DA
Setxecy Pimitive : AE\J )

X Ivd-z%ﬁw\ ConsYruttion: Ev\uyy’r—ﬂxwx-N\AL

V—‘U'\ EKCMV\%Q / Conbtuckion: P\ﬂl\‘e-Hd\man

LnYam\vd' Primitive : Hosh -ﬁmvﬁu/
Tool Comtyuckion. SHA




Pogudorandom Function (PRE)

Pécudomnalom Generatoy (PRC-:)

A

N

random Seed

4
o

Poendorandom Function (PRF):

G

1-
ful»l.‘c

detexministic

Iy (
Y

" Qooks random"

08¢

truly random

’ Tandomvﬂookfng d Sfrfnj

! random«Qookfnf ! ]QMCA"‘W\



Pegudorandom Function (PRE)
|<e,\|e.o\ Function F: ﬁo,ﬁ)\ x 3o, ﬁn“" $o, 125M

F k. x)—
A T

detexminishic W\ ih puct W

Fol\!-ts‘mn.

kigo' 13)\ Fk . >

(0,17 {013

"fooks Like a ranclom function’



Pegudorandom Function (PRE)

kb5l by

How many Fo%rlalf. Fe's 2
M €°f 1%“ fo, ﬂm

ggt ( mt knowing k)
TR F o oS

£ >

How many  possible -f's 7
@Y fo.1" fot]”




Momndom ?@rmutadn‘om (PRP)

bijettive
k6l e,
TR
How many possible Fi's 2
2 fo,17 fo, ﬁn
'fi f FI E 01— o] ggt ( et knowing k)
Fis bija(:rivc,zj bijective
()=
: <

How many Fo%n'l»ll, -f's 7
M

(0,17 fo.17



I 5 assumed 0 b a |7§¢Momnolow\ permutoction ( PRP).

Construction:  Advanced Encryption Stamdlardl (AES)
* N=128/192/266, N=128
+ Stanolarokized bul N\ST in 29|
. Oom‘wwaov\ 1997 - 2000

Befoe AES. Data Eno{nrh‘w Standard (DES)
+ N=6b, n=by



N «
Fo§013 % $0,03 = §oa¥
T % a%umed v br a Womwolom ?WMM’NHOM (PRP)

28

Construct an SKE  scheme ’f"m F f'« arbr{—ro\rq—i?ena’rk Messafes
k< o, 1
+ Enge(m)

Iml=en  (TIf net, pad i b a maltivle of A)
e () §onet, pad | ultiple of

Goal: CPA (Chosn Plovintext A%Aclf.) Siwﬁ*a



C ectronic.  Code Book (ECB) Mode

wm = Y]:. 1P M-,

Enc Fe Fe Fe
\4 \/ \4

C = Co C, Cy
\\4 / \\4

- - -\

De,t: {:\C F\£ {:\a
m = ML W, M2,




Civhor Block CkaRM\.g (CBC) Mode

M - M1 M2

v —d —d

Lnitialization Vector
IV <-fo 4§ ?‘L ?L _lg/_
2 2 2
\/\)»\Dd' \\‘g’ hot \’N\AON\?
\/ \V /)
C = ARY (1 &3 Ca

How t» O\U‘X\'Y‘"?

CYA Soare 7
Con we Farul\ebtu. the wmpxmﬁom v




Chained Ciphgr Block Chaiwing (CBC) Mode

m = My M. Wy m =
v —&
m Fe Fe
\/ \V \/J

—sd b
] | [l
o 1 &




Countex (CTR) Mode

{o, ﬁ)\i» TV N+t TN+2 TN+
W) hat & ot random? JL
Fe e Fe
m—D m—D m—D
AV N/ N/ N/
C = jRY Cy &3 Ca

How to devrypt 2

CYA Soure 7 “Stateful” CTR Mode 7
Con We Faml\em& the Computation 7

PRG from PRF



DOun 0 oole

{017 - Ty
What & et random? \\r 1 1

C = I\ (1 G

How b dewrypt 2

CPA Seomre 7 “Stureful” OFB Mode ?
Con We parallelie the computation 7

PRG fnm PRF




M = My M2 Wy
0" % —)é —)éé
N/ N/ N/

Fe Fe Fe

tog

How t» Vu(fﬂ 7

CMA (Chotn (Mesioge Akack) Seoure 7
~ frixed - Rergth mesages of Uewgth Lon
— Aebitr M\l— h»jﬂ\ MesSages



Puﬂw“vs it Al Togerhsr: Setnre Communmication
3 - \

Ar\/\& Eve o
% i) g Eve  Pob
% D m-—Ha\\mam Key E—xu\omgei 4, §3
v Y : 3
%M. 6 \//
N 4 v
K "Man -in-the -Mudelle Attack” v %ab
JHogn * s
X JE & lLHMh
(ki, K‘b) K
S (ke, k)

Authuticated Enoryption

Am«‘ S%mH'n Bsue 7



