
CSCI 1515 Applied Cryptography

This Lecture :

· Putting it All Together : Semi-Honest IPC

· Optimizations of Garbled Circuits

· Cut-and-Choose for Garbled Circuits



Semi-honest Of

1OT protocol that's secure
against semi-honest adv.)

Larkeda E144
tab's

semi-honest 2pC Semi-honest MPC

for any function for any function

cut-and-choose GMW Compiler
with commitments with ZkP

Malicious 2PC Malicious MPC

for any function for any function



Oblivious Transfer (OT)

Sender Mo
, Mz > C ReceiverOT

Input : Mo , M= 50 , 132
+ >Mc

Input : -So , 1)

a<
$
Eq

A= ga 7

b >$2q
< B =g . A

ko : = H (B9)

k : = H(((9)
Cto < EnCko(mo)

>

Ct1 > Ens(me)
Output:

kc = = H(Ab) = H (gab)
mc:= Decke(Cte)



What could go wrong against
Putting it All Together: Semi-Honest IPC malicious adversaries ?

Alice (Garbler Bob (Evaluator)
X + 50, 132 y - 50, 23

Enco (Ence(1) Enco (Enc (18) Garbled Circuit
>

E Encs (Enc(k) (Garbled Gates
Encre (Enc (11)

Enca(Ence)
Ence (Enca (k)

Input labels forX

Input labels for y : OT
X= x y Yz OT
l

Enc (Enc: (18) OT
Enc (Enc(k) ↓ > Ki

- Ency (Enc (1)

Enc (Enc (k)

< Output labels It, KS
H(k 11 k) & (k8110 ... 0) - garbage

shuffle H(k11k:) # (k8110 ... 0) - garbageSH(k[11k) (k8110 ... 0) -> kollo ... Output Z > Communication cost ?
H(kI11k) (kll0 ... 0) - garbage 4 . 256 · /C) bits- wi
256 128 128

Computation cost ?
4 : /Ch



Optimization 1 : Point-and-Permute 4 : 128 bits/gate
Ja

, Up , du$50, 1)
(signal bits) 127 1

un

Vol
& G : EncaolEncio(Voll)
E : EncaolEncea (VollGu)

rollop G : Enca
. (Encio (VollGr)

~ : Enca(Ence (11)
128 128

Example :
2x= 1 Up=0 Gr= 1

It 00 : Enca
. (Encro (voll 1)

O 1 : Enca (Encr (v110)A 1 O - Encao(Encio (vo111)
= 1 : EncaolEnCea(Voll = )



Optimization 2 : Row Reduction 3 · 128 bits/gate

Vo H(dol/Bo) & Vo : = 0 Vo := H(doll Bol
Ul

H(do 1/ (1) ① Vo

a H(C= 11 Bo) ① Vo

H(d= 11 B1) Ve

Random Oracle



Optimization 3 : Free XOR hidden to evaluator

Vo L

Ul Sample a global + < $ 50, 13x

j X1 : =do

XOR
o

B1: =Bo
X1 B1 U1 : = Vo

&o B1
=Co (BoDO)

Vo : = do Bo

=(oBo)#
=V
= Va

Other Optimizations :
- Half-gates : 2x bits per AND gate + free XOR
- Three halves : -1.5x bits per AND gate + free XOR



Cut-and-Choose for Garbled Circuits

Alice (Garbler) Bob (Evaluator)
X + 50, 132 y - 50, 23

x Garbled Circuits

n (Garbled Gates
EnC(Ence)

X1 X2 Ya Yz

n < Randomly pick (x-1) of them

n
X EnC(Ence) Reveal all the labels

>
X1 X2 Ya Yz for the (x-1) GCs

n Verify correctnessS
EnC(Ence)

V

>

*

&

&

n
Continue with the remaining GC

X1 X2 Ya Yz

n If Alice generated 1 GC incorrectly,
Pr[Alice passes verification] = *



Cut-and-Choose for GarbledCircuits0.
00 bad oi

Alice (Garbler) Bob (Evaluator)
X + 50, 132 y - 50, 23

2x Garbled Circuits
>

i (Garbled Gates
EnC(Ence)

X1 X2 Ya Yz

n < Randomly pick 1 of them

iEncue (Ence (1)
2x EnC(Ence) Reveal all the labels

>
X1 X2 Ya Y2 for the X GCs

n Verify correctness

* "Selective about"
&

~
Why?

&

i
Continue with the remaining x GCs => Take majority

Encue (Ence (1)S
Encue (Ence (1)

n If Alice generated ? * GCs incorrectly, 1) (E) !

EnC(Ence)
X1 X2 Ya Y2

Pr[Alice passes all verification] = ((x)
=
* (E) !
(2x) !

=
XX !



Semi-honest Of

Larkeda E144
tab's

semi-honest 2pC Semi-honest MPC

for any function for any function

How to compare ?

Round : +O(1) - O(depth of AND gates

Circuit: - Only Boolean + Also works for arithmetic


