
CSCI 1515 Applied Cryptography

This Lecture :

· Post-Quantum Assumption : Learning With Errors /Continued

· Regev Encryption
· SWHE from RLWE (BFV)



Post-Quantum Assumption : Learning With Errors (LWE)
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Lattice-Based Crypto
Given a lattice of dimension :

Basis B = &b , E , . . ., En3 , linearly independent
Lattice ((B) : =Sit die]

Shortest Vector Problem (SUP) : Find the shortest Vector in L.
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Post-Quantum Encryption : Regen
· Gen(1") :
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FHE Constructions

Step 1 : Somewhat Homomorphic Encryption (SWHE)
- over Integers
- from RLWE (BFV)

Step 2 : Bootstrapping



Ring LWE (RLWE) Assumption m=2k
W

Polynomial ring R= [[X] / (**+ 1)
polynomials with integer coefficients modulo (x+ 1)

Ra = Eg[X]/(xm+ 1)

"polynomials with integer coefficients modulo 9 and (x+ 1)

Def A ring is a set R with two binary operations+ satisfying :

D R is an abelian group under "t" :
② R is a monoid under" .

"

:

- VaibER, atbER - Va ,beR, a.bER

- Fab, c ER, (a+b)+c = a+ (b+c)
- Fa ,b,CER, (a ·b)C= a. (b ·c)
- ELER Sit

.
FatR , a:l=1 a=a.

- 70ER Sit . FaER , ato=a

- FatR, E-aER Sit . at ta)=0 . & "" is distributive writ. "t" :
- Fa , bER, atb =bta

- Vaib,<ER, a. (b+ c) = a. b+ a .c

- Vaib, CER, (atb) c = a.c+ b
·C



Ring LWE (RLWE) Assumption m=2

Polynomial ring R= [v] / (XM+ 1)
polynomials with integer coefficients modulo (x+ 1)

Ra = Eg[n]/(x*+ 1)
polynomials with integer coefficients modulo 9 and (x+ 1)

X : "noise" distribution over R

actRq S# Rg(orseX) exX

(a , [as + e]g) = (a , b A Rg)



SWHE from RLWE (BFU)

Plaintext space Rt = Et[X] / (x*+ 1)

Ciphertext space Rqx Rg

0. = (E) t9

actRq seX etX

pk = (l-(a. s +e)]g , a)
Sk = S

Encyk (m) : me Rt

Sample U, er , e2-X

c = ([pko - u + e + x .mig , [pk n + 22]g)

Decsk(c) : [Co + C · s]g = F-lyste) n + ex + 0 . m + (xu + e) .s]q
= [0.m + error]a



SWHE from RLWE (BFU)

[C(s)]q = Co + C · S = 0 . m + e -

Homomorphism : [C'*(s)]q = 0 . M1 + ex

[C"(s)]
q
= 0 . Mu + ez

Additive Homomorphism ?

[C (s) + ch(s)] = [0 . (M1+M2)+ ex+ e2]gq

Multiplicative Homomorphism ?

((s) =(( )(s) . (1) (S)
= (0 .m1 + 21 + xz 9) . (0. mz+ 22+ x2-9)
= 8? M1M2+ @Mien+ OM1· <29 + 12 · 0Mu + ext2 + e1x29 +&190m2 +dage2+ Nadia

9/t
WANT: 0 · MLM2 + small

=(E)



SWHE from RLWE (BFU)

[C(s)]q = Co + 2 · S + Gos" = 0 . m + e

z

[c(s)]q = c + CI . S = 0 . m + e

-

Relinearization :

Relinearization key : r(k = ([-las +e + s]g , a)
[r(k(s)] g= - s + small

((s) + (2 . rk(s) = Co + 2 . S +(s + G . (f+ small)
↑ ↑

[rIki (S) · CTi] large

r(ki = ([-(as +e + z=s]g , a)
[r(ki (s)] g= - 2s + small


