
CSCI 1515 Applied Cryptography

This Lecture :

· RSA Blind Signature (Continued

· Putting it All Together : Anonymous Online Voting
· More Examples of Sigma Protocols

· Zero-Knowledge Proofs for All NP



Blind Signature
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RSA Blind Signature
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Anonymous Online Voting (gr> pkgvi)
ElGamal zkP
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Putting it All Together : Anonymous Online Voting
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ZkP
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Example: Okamoto's Protocol for Representation
Input : Cyclic group G of order 9 , generator g , (h , u

Witness : (a , b)

Re = < ((h , n) , (a, b) .
u = ganb]

Prover Verifier
u

q A= g7k
↳Eq

>

52q
2

[

S1 = 5.a +11
> Verify :

S2= Gob + E2
g[ Eur A

Completeness ?

Proof of Knowledge (PoK) ?

Honest-Verifier Zero-Knowledge (HVZK) ?



Example : Arbitrary Linear Equations
Input : Cyclic group G of order 9 , generator g , h ,

u,

Witness : (a , b, c)

R = < ((h , u ,v) , (a, b ,c) : u= gah 1 h=vbg3]

Prover Verifier
U1 , Ez, Es q A= g7k >

B =n vEgB
S2q

j
[

S1 = %.a + 11 Verify :

>

S2= 5 . b + E2 gs,S= U2. A
53 = %. C +B

uSySngS = ht . B

Completeness ?

Proof of Knowledge (PoK) ?

Honest-Verifier Zero-Knowledge (HVZK) ?



Zero-Knowledge Proof for Graph 3-Coloring (All NP)
⑭ ⑭

⑪
O ⑭

NP language L = &G : G has 3-coloring
⑧ ⑨

NP relation RL = E (G , 3202) > ⑳

·

uin, New Coloring :
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How to amplify soundness ? Repeat K times ,
K=X. IE)

Pr[p
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Commitment Scheme

Sender Receiver

me So , 13

Commit :

r 50, 137
c : = Com(m ; r) C

7

Open :

(m,r) > Verify :

C= com(m= r)

· Hiding : Com(0 = r) = Com(1; 5)

· Binding : Hard to find r,s sit
.
Combo ; r) = Com(1; s)



Commitment Scheme

Example 1 : Hash-based commitment

r 50 , 23x
com(m ; r) : = Hr/lm)

Random Oracle

Example 2 : Pedersen Commitment

Cyclic group G of ordera with generator g . hG

r Eq
can be generated by Receiver

Com(m; r) = gm.
+ h=gY, x hidden to Sender

Why are the schemes hiding & binding ?



Zero-Knowledge Proof for Graph 3-coloring
Input : G = (V, El
Witness : 6 : V- 50 , 1, 23

Prover Verifier
Randomly sample TI : 50, 1, 23+ 50,1, 23

EveV , r ** So,13 Cr : =Com((p(v1) ; Wr)
Ecriver

>

<
(u ,v) Randomly pick an edge (U.V) EE

Open commitments (n & C
x=T(p(u) , ru

B =T(P(v)) , W
> Verify : Cu=Com(x; ru)

Cu = Com(B; r)
X,BESo , 1,23 ,

X#B

completeness ?
soundness?

Zero-knowledge?


