CSCT 1545 APFh‘ed Crmogm‘ﬂ\\{_

This Lecture .

+ Two—Fackor Authewticokion ( Continued)

. Puﬂina i A Together: Seoure Authentioxtion
* Public kuo Infmsfmc’run (PkI)

. Cose Studq: Secure Shell Petood (SSH)
Seture Messaging ( Group Chatts



Tue-Facter  Authentication (2EA)  ©OSMS

Uger SQXVC»Y
g@ Sigvp g
ID _ /lzs
1D, posswerd 4 Salt & 5»0,138
< Salt
h= H(Fasswordl\sa\t) h &t $o0,1 4
Fhom. = g PQFW 2j

K= H(h Il pepper)
Stove (ID, Salt, W, phowe #)



-

N ¥ 2 ® L\FF—amexmo( Code
Uger Sexver
;w3
D . L
R " ettt §o1)
. Salt
h= H(Fasswordl\%\t) h & s ?/g
> Pepper < ied]
K= H(h Il pepper)
Stove (ID, Salt, W, k)
< K‘iﬁo, 1)))‘
timestamp tim,ImmF
PRE/PRP
T‘ (AES) XRAXXK > T‘




Pu*ﬁvg it Ml Togethar: Setnre Authentication

Sexver PALm
S)z (Vks. 5Ks) & Gonl2™)

AMice Pob

i < Avtherticodeol R} g
\qu\ E’xu\w&e
(VK. SKn) e« Gon (1N) (Vks, SKs) &« Gen (L)

) Cortift Cocke. : Cortifiute '
Certy « Stanys (Aliu, V) Certy & Stgngs (Bob, Vie)




One-Sided Setmre  Awthenkitotion

public
Y
(Vks, SKs) e Gen (2D
i q Sevver
i Diffie—Hellman key Exthange i
4 ) (49°), 6s < Sing (4 4°) !/
6anp %ab
{, Hogn {, Hogn
k > k
(ke k) Authuticated  Enoryption (ke )
Si%mf/ Login
<
(Vin. SKa) = Gren (1) Vkh

:Cuﬁfi Cocke. S‘ﬂnsks( Ak, Vka)




S (Alice, Vi) Silingyg (Bob, Vicg)
(VK. SKa); corta’ (Vks, SKs); u,rth

- ‘ a
Ak éﬁé’s%“m(a ) ‘3“ VKa, Certpn 6 > b
i Vi i ( (Blia, Vin), Certy) 1 %
DPFFTQ— Ha\\m&n VYf‘N\:AL%“f ‘A)l; 1
ll/\° key Exthange U/b
g z 9
b 6 & g\ g (% )
lL Hodh p 9, VK;, Cer(p, 65 B % % u Hogh
€ VefYy ( Coob, Vi), Cortg) 31 k
(ke, k) \lrf\“&[gl‘, €)= 1 (ke, k)

Authuticated  Encryption
(Enuﬂf—i-l\m - MAC)




Pu*ﬁvg it Ml Togethar: Setnre Authentication

Server public Where does it come from ?
Q)z (V" $Ks) e Gron (1)

AMice Pob

i < Avthewticoted § g
\qu\ E'xu\w&e
(VK. SKn) e« Gon (1N) (Vks, SKs) &« Gen (L)

i Cortift Coce. ; Cortifiute '
Certy « Stanys (Aliu, V) Certy & Stgngs (Bob, Vie)




Public lou Tnfrastuctuce (PKT)

Certifionte  Authority
CCA) public

i (VKs, SKs) e Gron (4™

Glooa\e Amazon
(Vi SKn) e« Gen (L) (Vks, SKs) < Gen (L)

Certy « Srz‘f,n;gs (Geogle, VKa) Certg « Sl‘{)ﬂskg (Avazon, VEg)



4

Public k@u' tucture (PKI)

/ WHA‘L
(VK, SK) e Geal1D)
(\/ks, SKe) @&M(ik> CQ\'ﬁfiCOd’e Au‘\"\or?’cj
Bob CCA)
g Ce.rifimfe é«‘ﬁnbﬂ reiucsf (¢sR) - g
w boL,Lom" < ( l)DLMN 5 VkB) , 6@ gl\g“sk( bob. tom, ng)

“Cer ﬁficatc"

Standard . X.50§ Certificate



Country
State/Province
Locality
Organization
Common Name

Country
Organization
Organizational Unit
Common Name

Serial Number
Version

Signature Algorithm

us

CA

Menlo Park
Facebook, Inc.
*facebook.com

us

DigiCert Inc

www.digicert.com

DigiCert SHA2 High Assurance Server CA

OECB0939B2B10154B89570C7B22B7A47
3

SHA-256 with RSA Encryption
(1.2.840.113549.1.1.11)

Not Valid Before

Not Valid After

Algorithm
Parameters
Public Key

Key Size
Key Usage

Signature

Wednesday, August 27, 2014 at 5:00:00 PM Pacific
Daylight Time

Friday, December 30, 2016 at 4:00:00 AM Pacific
Standard Time

Elliptic Curve Public Key ( 1.2.840.10045.2.1 )
Elliptic Curve secp256r1 ( 1.2.840.10045.3.1.7 )

65 bytes : 04 D8 D1 DD 35 BD E2 59 B6 FB 9B 1F 54
15 8C DB BF 4E 58 BD 47 BEB8 10 FC 22 E9 D2 9E
98 F8 49 2A 25 FB 94 46 E4 42 99 84 50 1C 5F 01
FD 14 25 31 5C 4E D9 64 FD C5 0C B3 46 D2 A1 BC
70 B4 87 8E

256 bits
Encrypt, Verify, Derive

256 bytes : AA 91 AE 52 01 8C 60 F6 02 B6 94 EB

AF 6E EB DD 3C C8 E1 6F 17 AB B8 28 80 EC DC 54
825624C11608E1C2C83E3COF5318407F
DF 41 36 93 95 5F B1 D9 35 43 5E 94 60 F9 D6 A7...

Figure 13.4: An example X.509 certificate
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Generating a new SSH key

You can generate a new SSH key on your local machine. After you generate the key, you can add
the key to your account on GitHub.com to enable authentication for Git operations over SSH.

Note: GitHub improved security by dropping older, insecure key types on March 15, 2022.

As of that date, DSA keys ( ssh-dss ) are no longer supported. You cannot add new DSA keys to your
personal account on GitHub.com.

RSA keys ( ssh-rsa ) with a valid_after before November 2, 2021 may continue to use any signature
algorithm. RSA keys generated after that date must use a SHA-2 signature algorithm. Some older clients
may need to be upgraded in order to use SHA-2 signatures.

o Open Terminal.
e Paste the text below, substituting in your GitHub email address.

$ ssh—keygen -t ed25519 -C "your_email@example.com"

Note: If you are using a legacy system that doesn't support the Ed25519 algorithm, use:

$ ssh-keygen -t rsa -b 4096 -C "your_email@example.com"

This creates a new SSH key, using the provided email as a label.

> Generating public/private ALGORITHM key pair.

When you're prompted to "Enter a file in which to save the key", you can press Enter to
accept the default file location. Please note that if you created SSH keys previously, ssh-
keygen may ask you to rewrite another key, in which case we recommend creating a custom-
named SSH key. To do so, type the default file location and replace id_ssh_keyname with your
custom key name.

> Enter a file in which to save the key (/Users/YOU/.ssh/id_ALGORITHM: [Press ent

e At the prompt, type a secure passphrase. For more information, see "Working with SSH key
passphrases."

> Enter passphrase (empty for no passphrase): [Type a passphrasel
> Enter same passphrase again: [Type passphrase again]




o Copy the SSH public key to your clipboard.

If your SSH public key file has a different name than the example code, modify the filename to
match your current setup. When copying your key, don't add any newlines or whitespace.

$ pbcopy < ~/.ssh/id_ed25519.pub
# Copies the contents of the id_ed25519.pub file to your clipboard

Tip: If pbcopy isn't working, you can locate the hidden .ssh folder, open the file in your favorite
text editor, and copy it to your clipboard.

e In the upper-right corner of any page, click your profile photo, then click Settings.

Signed in as octocat
@ Set status

Your profile

Your repositories
Your organizations
Your projects
Your stars

Your gists

Feature preview
Help
Settings

Sign out

e In the "Access" section of the sidebar, click £ SSH and GPG keys.



@ Click New SSH key or Add SSH key.

SSH keys m

This is a list of SSH keys associated with your account. Remove any keys that you do not recognize.

Authentication Keys

e In the "Title" field, add a descriptive label for the new key. For example, if you're using a
personal laptop, you might call this key "Personal laptop".

e Select the type of key, either authentication or signing. For more information about commit
signing, see "About commit signature verification."

e Paste your public key into the "Key" field.
Title
Key type

Authentication Key +

Key

Begins with 'ssh-rsa’, 'ecdsa-sha2-nistp256', 'ecdsa-sha2-nistp384', 'ecdsa-sha2-nistp521, 'ssh-ed25519', 'sk-
ecdsa-sha2-nistp256@openssh.com’, or 'sk-ssh-ed25519@openssh.com'

Add SSH key

© Click Add SSH key.

Add SSH key

Q If prompted, confirm access to your account on GitHub. For more information, see "Sudo
mode."




Testing your SSH connection

After you've set up your SSH key and added it to your account on
GitHub.com, you can test your connection.

Mac Windows Linux

Before testing your SSH connection, you should have:

* Checked for existing SSH keys

* Generated a new SSH key

» Added a new SSH key to your GitHub account

When you test your connection, you'll need to authenticate this action using your password, which
is the SSH key passphrase you created earlier. For more information on working with SSH key
passphrases, see "Working with SSH key passphrases".

o Open Terminal.
e Enter the following:

$ ssh -T git@github.com
# Attempts to ssh to GitHub

You may see a warning like this:

> The authenticity of host 'github.com (IP ADDRESS)' can't be established.
> RSA key fingerprint is SHA256:nThbg6kXUpJWG17E1IGOCspRomTxdCARLvViKw6E5SY8.
> Are you sure you want to continue connecting (yes/no)?

e Verify that the fingerprint in the message you see matches GitHub's public key fingerprint. If it
does, then type yes :

> Hi USERNAME! You've successfully authenticated, but GitHub does not
> provide shell access.

Note: The remote command should exit with code 1.

o Verify that the resulting message contains your username. If you receive a "permission
denied" message, see "Error: Permission denied (publickey)".
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Figure 5. Schematic depiction of traffic, generated for a message m from
sender A to receivers B,C in group gr with G4 = {A,B,C} in
WhatsApp.
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Figure 3. Schematic depiction of Signal’s traffic, generated for a message m
from sender A to receivers B and C in group gr with G4 = {A, B, C}.
Transport layer protection is not in the analysis scope (gray).



