CSCT 1545 APFh‘ed Crmogm‘ﬂ\\{_

This Lecture:

* SWHE over Imgm ( Continued )
© SWHE fowm LWE (6SW)

* SWHE fom RLWE (BFV)




FV\“\= Homvv\oq?k\'g Eﬂg_'zh‘gg (FH E) All phﬁ—érzul

Booleawn Cavaunts

Def. A (publac ) howomwerpie, enerypti schane /
T = (keyGem, Brey Det, Bual) wort. funstim ftmila -
- (pk. SK) < Koy (1Y)

— U & Gy (m) mefo,13

- M < Degy let)

- U < Bl (), U, -, ) 1 3o 13" $,, 13

* Lormettmss . (h & Bepe(m:)  Wieln),
V*féF/ (xge Eval L"“, Uk, -, Utn)
Dt (C) = £ )

- (C\?M szn‘*’ﬂ: (F\L. B\LPAW\A) ~ (\*' E“LV\JW))-

' C/D\MYMM.%-. | CLpl € Aiveal ply LN
Tndependont of crrowy sz of .




FHE (onstvuckions

Sm‘;i; Somewhak HomMor\;h\c. E'\LX\IVWW (SWHE)
- Owr L\te,\o)exs

- frm LWE (6SW)
- from RUWE (BFV)

Sm\; 2. Bommwtv\ﬁ



SWHE owx Intepere,

Aﬂamrt 1 (Secret-key)
— Se(ret k”ﬂ" 0dd nwmbex p

- Enelw).  me So 1}
§0\M‘>\L a Tonglom 4.

Outpuk Ct=p-q + ™
Ev\tx\ly’dw\ Q»?» 0 % & M\Alﬁ?\e of P
- Do leX): £ mod P

— Bl AVD: Uethh tch
ol MULT: ke th Oy

(CPA) gemr\\m?
G (pg P, =) =p



SWHE owex Lntesers

Aﬂem‘rt 2 (Secret-key)

— Setret key: 0dd nuMbex p

- Enelw).  me o1}
QO\W\Y\L o rowolom 9 Saw\‘?\z o rondow € «p
Output Ch=p-q+m™+2e
Enww’ﬁw\ a{l 0 % small and evem wodulo P

- D%LC\T); l:(,t moal I)] wod 2

— Bl AVWD: U et +h
Bvod MULT: X & U e
y A’WW\AI vote GCP Vnblow .
Given ply-rany 3=+ 503, ourpet p
Exoxw\?\z, Pammz\'ue: ]7~10b3) % ~ZOO?), Sc~20b‘)
Best knowWn attacks @guive oM ime .



SWHE owex Intepers,
A‘\’VUMY’C 3 ('Nl»lxtc-lﬂua)

— Setret key: 0dd nwMber p
Fubt\‘c kej: “enuryphows of 0"
% = P-4 + 2e g
- bne LW\) me ?o,ﬂ
QmMV\z o yomdow € <7
Ow\'?w\‘ ot = (vordom Subset Sum of ) £+ 20
Er\w,y*?w\ e{l 0 % small and 2ven modulo P

= D%LC\T); [(,t moal ‘7] wod 2

— Bl AVYD: Uethi v i
Evod MULT- ke Ch s Oy

How ‘\nmwwrﬂu\ S w2



gamtwg With Eron (LV\)E) A%umY_ﬁQV\

n~ GQ(NH'}j Pammuex
4y~ 2
m = O(n L 9)
Y. distribution ovex Z‘L
( concemtrated om ~ Small u‘hngf/fs")

AN

/N

0]

>

Pr[lo.b?rt-q, cc——’)c] < negl (n)

R«l

LWE Cn,m.q,4].

AJ Z{\m SJ-Z{\
A : Hnu*

MmxXn

(A l>=A4+Q) ~ (A, \;‘12::)

e

Mmxi

mzi



Q,amin% With Eron (LV\)E) A%umpjgm

( Lodtice-baged Cxypto)
worst-case hanhess L average-cose havdness

shortest vettor Fnhle,m in Lodtices LWE
'& Fast-cim\mm seture

Given a LQattice of dimension n .
Bosis B= b b b §, Linearly indegencent
Lattice L{B):= § L b |we2]

t=4

Find +he shovtest veckor n L.

N




At 2™ &7 e\ 2 .
_ _ " \ _
SNE .-
A nxi e b A bl nxli c
mxn Imxd x4 mMmxn Imx4
Pk" (A: b) Pk= Bmu\ Bt =SM“
sk=g sk = tha
Encor (M) : e %o, 13 Encor (M) : @ 5o iﬁm
SMflt & random S <Um) Somple réiﬁo,ﬂ
1
_ ~ - = | Y |
C= (EeZSAI.,(‘_Z—;b\)“'” L?J) 1M
B
U-th row of A
Dec(Q): c¢=[¢C TGl ML
C-<Cays>=7 C= 7B+ (o0, ‘M'i“‘)

DCL;L“—) o Letr=7



B t
i\ ] _
4 B -
A N nxi .
Mmxn myed
?k= Bwun Bt =Small
sk= thaa

Encoe (n): pé %o 13
Somple v & 5o, 13'"

| L I:Ltm

MmN

C=rv-B+ (D. -+, 0, #Li“‘)

Dec (Q): <etv>=7

Homomerphism .
Co=Bnl)  <Cit>="small + by -
Com Bl ) <G t>="swall + fiy

Addivive Homowmarphicm 2

Mu.\\-iY\TLodtue, Hommm‘r\w‘«ém ?

L)
L)



SWHE frem [WE (GSW)

-

Mwwwi(ﬁmeH%X

Sk = tmi B
nxi

Encey (}") :

e 5013

How?
[\ 2.41)

§aw\|7\( Co EZ% ¢t. Co-t=Smll

C° * ] H
nxn nx4i nxd
C=0Gt+tpl
| T .
hen tdmﬁt—a matnx



SWHE fiwm LWE (GSW)

L

A&m\x 1 (Seonet- ko)
Without Brror. CE=pE

Homomerflﬁsm . Ca-
ca_ .

pa
P

e+l o)
"

o+l <)

Addivive Hormowerpwiom 2

M\L\HY\T(&‘X’NQ, Homomor\;\»?ém Y

Addirive Horowwerphicm 2

Mu.\\-iY\TLaﬁue, How\b\rvwr‘?\«iém ?



SWHE frem [WE (GSW)

i

Mrempt 2. (seoret-koy)

Fla{-hw\‘wg Gaol%d':
Godger madrix 6 € z"

™MAN

Lnverse transformdion
C—\": Z ‘\;\xn - Z%MM

miv

V( GZ‘L / C‘\‘.(C)zgvm\ll

G'()-G=C

G'lY)

Small

o111 e o .

mxm

(:\—\

40
20
10
04
02
01
00

00

mMiAN

mMixn

MmN

mMiANn



SWHE frem [WE (GSW)

L

Mrempt 2 (seoret- koy)

Homomrrk{sm-. Cs-

Sk = tml B G-
x4
" Addivive Homomarphicm 2

e+l o)

Eneg (W) Aedot

nXn

gﬁﬂ?\( (o € 21/ 4t (,o.gzgml\ M\L\HY\T(G:"NQ' Hommwv\wiém?

Co X = H
nxn nxd nxd

C=0G+pnaG

aaolavt' matnix

Decgle): C-%=7 How l\nmwwrflm, s w2



RTQ& LWE (RLWE) ASGMW\M [m=2k

Pelynomial ~ ring R=20)/ (K"+1)
Polynomials with integer owff\‘dwts modulo (%™ 1)

Ry =201 / (X"+ 1)

\Poliawomials with (hteger coe-ff\‘dwts modulo 4 and (K™ 1)

. "ot distribution over R

oy  sdRy (orsex)  ecX
(a. [a-s*:e](t) < (6\. 5‘121)



SWHE frem RIWE (BFV)

-

Plaintext Spac Re = Z,T) / (X" + fL)
Ciphortext space  Re % Rq

on 4]

aé‘fkq, seX  eeX
]>I<=([-(a-s+e)]1, a)
sk =S

Engpr(m). meRe
§m‘7\{ u, Qi. Q:,("IY.

C= (tFko-u+ Ry + A-M]1, Tpka-u- 6131)

D(Csk(t) : [Co + G- 311 =7



SWHE frem RLWE (BEV)

-

[C(S\]1= Co (.-S= A mMm+te

H omomth M

[Cli)(s): 1

(™ (s)]

Addivrive Horworwerphicm 2

-1

=AMy + &

=AM, + €2

M\Aﬁ‘;\tco:ktut How\bw\m‘?\niém ?



SWHE frem RLWE (BFV)

-

[C(S\]clz Go+Ci-S+ (8" =AMm=+e

!

[C'(S)]1= Co + C:_-S = A M=+e

Relinearizotion :
Reltneari2otion k@g . rlk = ([-(WHC + 32)11 / a)

[rlk(s)]ft-" -S’ & small

Cs) + G-rik(s) 7



