CSCT 1545 APFh‘ed Crmogm‘ﬂ\\{_

Thie Lecture -
* GMI) Comrilu: Maliiows MPC fw Am% Funtion

* Cut-and-Choose: MaliGiows 2PC Tov Am% Funtion
+ Privare S Ltersection (PST)



Semi
\-ho
st oT W Sew
3 —honest
2pC fov
any 'F"‘"
o

CM‘U

ewm
—hones
t Mpe Hor
an
4 T
Ao



Pting it

What could g0 wrong aguinst

—_ - e _p
\og‘tk\\wrz Sewi— Honest ZPC madicwouws adversaries 7

AMice (Garbler)

X €S0y

Ents (Encye (8)
Enty (Enty ()
Ency (Engyg (£))

Ency (Bncye (£))
)

4 Exc,s (Enca ()

Eﬂck (Eﬂtk (I‘g
Entie (Encye (4)
Eﬂtk (Eﬂtka ()

)
)
)
)

\

Enc,s (Enee (4))

Peb (E\)OA\A_OU\K)_
Y€1y

Garbled Coruat S
( Garbled Gates)

Lot Qobels for %

Lh oM .o Tnpa Labels oy
k:;, Ki — —1
=) o1

([
Ercy (Enys () L < —> Ky,
Enc,y (Enye (1) )
. tpet Labels 7 AN
lt ds ¢ 3 Ency (Bney (“ llo-- )) - 3arl>aa¢,
EVNU\M'O\' M‘ k ’ k bﬁ(kt’ aﬂvutr gkuﬁ'lt Eﬂtko (E’\Lki (l‘o “O 0)) - ko "0
* How to decide which arhxtwt o dmyrt? Ence (Entys (%0~ 0)) — 3arw~3¢,
Encee (Encye (51100 ) — gorboge
Bt (B (2110 0)) — gorbag

N

2N



MPC fov any _,—fﬂ\ul'u‘m with t< n-1 (GMW)

2
—

AND XOR

Eoth party P holds & rondlom shae V7 efo 4 st. vy =

oy
"
-

Iands:
For each inrvd' Wire W:

1{ it's fnm party P with Tnlml' value Ve $0.13,
FIL Wmoloml«a Sm?los V?tj—fo,:fj st té_\’vc“ ="

m \’%\ds Vi & party Pi.
XOR  gates -
il GIVEN. Sai=a  @k-b
X c
1 Xz 5 m ? WANT:  $ad st t@lﬁc =C=a®b
o G=0® k
fa] thy
AND gates - i X
fe] GIVEN: Q=4  Sh=b Outputs.
¢ 1= 1=
o WANT. fad sk éﬁc =C=4-b Fov each outpet wie w.
m 7 G en Eoch party fi holds & romolom shave v§ efo 1]
o o W w .
taj o a-b= ( flm - (??-ln) mod 2 Sends i all poties

Each party Compctes the Value v = év?



MPC ~ov any _,—fﬂ\ul'u‘m with t<n-1 (GMW)
Computactionad - Complexsty 7

O(#AND ' n) f« eath porty
Communcation Oowxrlmt\-&?

O(#Mp-w) in totad

Round Complosity” O (depth of AND gates)

l?i Fz
Round 1 L\ Z L\
Round 2 Z L\ J L\
Round v J L\ J L\

What could afo Wrong aaaxnst madicows adversavies 7

d
AR AN

J LN\

LN\



V%V,QM—MWuf 2pC for any function
e —— X
Semi-honest OT G

me

Sew —honest MPpC ‘fw any «FM\UHM
How +» oom\w\n?
Yoo's Gavbled Civouit Groldrpich - Micali- Wiaderso
+ ML Gous Sarty Cawer Over heoal

+ HOTe: 4 inpwiy - #OTs. HAND:



-

il W
Comfw\w\'iw\d Qu,wfha:
Semi-honest  Obkviows Transfer  (OT)

l

Smi—homest MPL fov any funckim with t<n

!

malitions MPC fw any -Fmtk?m with t<n



Given & Semi-honest Protoeel
Onee inputs £ randomness are fixed, FrvtoM %5 determinmstic .

§te|71= Each Fath o commits to ik fnfu:t . & randomness 1o to be
used Tn the Semu-honest protocsl .

9@? 2: Run semi—honest pretocst.
Alons With eiery Message, prwe i 2 thot the messoge 1S Computed
Oorre.d'ha ( based on s anud', randomness, Jcmnsm‘rt 50 fm)



! MI—QM!- !:BQQSI :EE éﬂ!“ﬂd ! Lrlaaats

“Arce (Garblen)? Pob (Evaluoter)

X €513 Yedoay
A Gorbled Ciruits >

B (B | )

Ences (B (4)) Bty (B (1))

B (B () B (B () e)arud 5&"’%
Entyy (B (9)) : Bnty; (Bneyg ()

p Rano(omhz, pick (A-1) of them

B (Ene ()
Encyy (Bncy (2))

il Reveal all the Gobels
for the (\-1) GCs

Encys (Enc,s (9))

Ency (B (4))

bt VuFfa Correctness

|

B (Bro () | 4
Ency, (Encyg (9)
Entis (Encys 09)
E\L,;(Em.,‘(ﬁ)) :

- - -
B (B ) | B (Brye () Co h FH‘ -d\,_ n 6 C
Ency, (Encyg (9) Encyy (Bncy (2)) n nu w rz'm
B (Bt (4) Bnci (Entit (4)
Bty (Ency () i By (B 04)

Feecm If Mrce ﬁmauml 1 GC \‘nwmtxha;

Encyy (Ency (9))

Brce (B )
\ = PeCAlice cought] = ?




! MI—QM!- !:BQQSI :EE éﬂ!“ﬂd ! Lrlaaats

“Aace (Garblen)? Pob (Evaluoter)

T
X €S0} Y € S0 43
2\ Gorbled Cirwmits o
s ( Garbed Gates)

Entyg (Bnuye ()

B (Bre () |
Enty, (Ency (9))
By (Bt (4)
By (B 00) | 4

p Rano(omhz, pick A of them

Bt (Ene ()
Encyy (Bncye ()

Ents (Encys ()

E\LQ(E’\L“U‘,)) &vw N‘ N %Lds
-for e N G0

Encys (Encs (9)

Ences (Encis ()

bt VuFfa C orrectness

|

B (Bro () |
Ency, (Encyg (4))
Entie (Encys (09)
Enty (Entyg () :

ZA

i (Bt 0 5 s (Bneyg (8 -~ - o - <
ot oo Continue with the mmyw\s AGG = Take ot {"a
B (B () B, (Brugs (4))

Bty (B (9) :1 Bty (Bneyg () !‘

I Ak gonernted 35 Ges imorresiy,

Encyy (Ency (9))

B (B ()
\ = PeCAlice cought) 2 ?




Pivate Set Tntexcection (PST)

Altu. Bob
InFuT: X=1%, %, **, X} g Inpat: =14, 4, 93
&
V=§\u, Vy, o -7, Vﬂj 5

pa
-

PsT. £(x Y)=XnY
PS1-cA. £(x.¥)=IxnYI
psz-sum. F(0x.v), Y) = Ixn¥), T W



Private Set Tntexcection (PST)

Al Bob
Tnput: X=§s, %, -+, %] Inpat: =14, 4y, 93

HO), o) HO)

H (Y, -+, Hlyo)

\

X
Is W (semi-honest) Secure ? "

Is & posible v athiene 2PC/ MPC With 1 rowsd of Communitakion



DPDH-baged PST Cyelic growp € of order 4 with qenerator 4, whea DDH holds.
H- io,ﬁ*—aa 6 (modelesd as Random Oracle)

A,l\u BOb
Taput: X=§, %, -+, %] Inpat: Y=t . 93
<t 2 <tz

CHUO® = S - n*]

Ho™  Hipeke

>

HOO™ ™ n HLy)eke

Y
Is W (Semi-honest) Secure ? XNY



wBIi-(A? PS1-CA. F(x.Y)=IxnYI

A,ku_ BOE
Tnput: X=§2, %, -, 0] Inpwt: Y=$4, 4., 43
<tz iz

e ks ko
HUN® = THURY® - W) ™)

H (x)kA , HI* -

>

H(X)kh'kg 0 Hw)kn-ka

Y
Xny



Pr-sum? Psz-sum: £, Y) = Ixnyl, I Ve

A,ku_ BOE
Tnput: X=§2, %, -, 0] Inpwt: Y=14,, 4, - Yn]
V=5v W, -, Vn]
<t 2 e <t 2,

JHUO® = S - n®

HOO™ , Heph'e

>



