
CSCI 1515 Applied Cryptography

This Lecture:

· Putting ittogether: Anonymous Online Voting
· ElGamal Encryption:Homomorphism and Threshold Decryption
· zero-knowledge Proofs for All NP



Anonymous Online Voting
Voter 1 ↳ Enc(VI) VIE 90,13

Voter 2 ↳ Enc(V2) V2E 90,13
⑧

⑳

⑳

Voter n ↳ Enc(Un) UnE 90,13

H

Enc(zvi)

↓

Decrypt to Ivi



Additively Homomorphic Encryption
Enc(M1) < Enc(M1) <

Enc(m) ->
Enc(m1+mn)

Enc(m) ->
Enc(Ma. mu)

Additively Homomorphic Multiplicatively Homomorphic

ElGamal Encryption:Cyclic group & with generatory, public key pl.

Encpk(M1) =(g*, pk* M1)

Encpk(M2) =(g*, pKY. M2)

Exponential ElGamal:

Encpk(M1) =(g*, pk*gMA)

Encpk(M2) =(gr, pKY. gMz)



Threshold Encryption
P2: (4K2, SKI) -PartialGen 11Y) >PK1

P2:(4K2, SK2) -PartialGen (1Y) >4k2
=>PK

· 3&

Pt:(4Kt, SKE) -PartialGen 11Y) > 4Kt
Ct =Enpl(m)

P1: 215PartialDec(sK2, It) > 21

P2: 225PartialPecIsK2, ct) >
-> M

..

xz 3
Pt:xt 5PartialPea(sKt, It) > It



Threshold Encryption:ElGamal

P1: SK12q PK1=gSk1 >PK1

P2:SK2c*4qPK2=gSK2 >PK2
=>PK =TpKi

&

· 3 SK = ?

Pt:SKtc*4q pKt=gSkt > 4Kt
Ct =Enpl(m)

Ct =(21,(z)
= (gr,pkYgr)

SKI
P1:X1 =C1 > 21

skz
P2: xz =C1 > xz 3 =>M = ?
&

&

pi: It = ckt > It



Anonymous Online Voting
public
X

Registrar (UKr,sky)
M

Register Certi

Certi Encykin 3V
Encpk(Vi)

Tallyer Publish, EncplUi) Ct=EncppItviSVoter i Signature -

(UKi, skil

Encpk(Vn)

Arbiter 1: (4K, SKI) Publish: PKI 25PartialPea(sK, It) Publish > x1
&

&

& 3 =>PK
⑧

⑧

&

Arbiter t: (4Kt,SKE) Publish: PKt &+ 5PartialPea (skt, It) Publishat



Correctness ofEncryption
Given a cyclic group Goforder g with generator g.

Public key PKGG.

Ciphertextc = (C1, (2)

ZKP for an OR statement:

c is an encryption of0 OR C is an encryption of1.

Witness:randomness a used in encryption

RLo = 9 ((pk, (1,(2), r):c= =g5x(z =pk 3

RL =9 ((pk, (1,(2), r):c= =g5x(z =pk-g}



Correctness of Partial Decryption
Given a cyclic group Goforder g with generator g.

Partial public key pKit G.

Ciphertextc = (C1, (2).

Partial decryption xi

Witness:partial secretkey ski

ZKP for partial decryption:
R2 =9 ((pKi, C1, xi), SKi):PKi=gSKA xi=c}



Multiple Candidates?

I candidates

Voter 1 ↳ Enc(V2) V=G90,1, . . ., k-13

Voter 2 ↳ Enc(V2) V2G90,1, . . ., k-13
⑧

⑳

⑳

Voter n ↳ Enc(Un) UnE 90,1, . . ., k-13

H

Enc(zvi)

↓

Decrypt to Ivi



Zero-knowledge ProofformGraph 3-Coloring (All NP)
⑪

⑭I
⑭

NP language (
=EG:G has 3-coloring?

NP relation R2 = 3 (G, 3C02))

/, ,

My My,
,



CommitmentScheme

Sender Receiver

m =50,13

Commit:

r50,13"
c ==Com(m;2) C

7

Open: (m,r), verify:
c=Com(m;r)

Example:Pedersen Commitment

Cyclic group4 oforder a with generator g,
andgenerated by

Receiver

5Eq
Com(m;1) =gm.G



CommitmentScheme

· Hiding:Com(0;r) =Com(1; s)

-Perfectly hiding:Comlo;r) =Com(2;5)
- Computationally hiding:Comlo;r) =Com(2;5)

· Binding:Hard to find vis sit. Comloir) =Com(1;S)

- Perfectly binding:Fr.s, Como,r) FCom(2;5)
- Computationally binding:Any PPT sender cannot find is sit.

com(0;r) =Com(1; S)

Whatdoes Pedersen commitmentscheme satisfy?

Can a commitmentscheme be both perfectly hiding & perfectly binding?



Zero-knowledge Prooffor Graph 3-Coloring
Input: G =(V, E)

Witness:4: U => 30,1,27

Given a computationally hiding, perfectly binding commitmentscheme.

Prover Verifier
Randomly sample it:S0,1,23-90,1,27
WVEV, W190,23Y(r= =com(T (d(v));(r)

ECrYveN>

Randomly pick an edge (U,V) GE
< (4,V)

Open Commitments (n &Cv
x=T(P(n)), rn, Verify:Cu=Com(d;ru)
B =T(P(v)), Nu Cr =Com(P;r)

2,BE90,1,23, x*P

completeness?



Soundness

Given a computationally hiding, perfectly binding commitmentscheme.

Fx4L, Up*, Pr[P*)c > V(x) outputs 1]
=0.

Prover Verifier
Randomly sample it:S0,1,23-90,1,27
WVEV, W190,23Y(r= =com(T (d(v));(r)

ECrYveN>

Randomly pick an edge (U,V) GE
< (4,V)

Open Commitments (n &Cv
x=T(P(n)), rn, Verify:Cu=Com(d;ru)
B =T(P(v)), Nu Cr =Com(P;r)

2,BE90,1,23, x*P



Zero-knowledge

Given a computationally hiding, perfectly binding commitmentscheme.

FPPT VY, EPPTS sit. F (x,w) tRL,

Outputx[P(x,w) c > v(x)] =S(x)

Simulator Verifier*

ECrYveV
>

Randomly pick an edge (U,V) GE
< (4,V)

Open Commitments (n &Cv
2. Un >Verify:Cu=Com(X;ru)
B, Nv Cr =Com(P;r)

2,BE90,1,23, x*P


