
CSCI 1515 Applied Cryptography

This Lecture:

· Sigma Protocol and Examples (Continued)
· Proving AND/ORStatements

· Non-Interactive Zero-knowledge (NIzK) Proof
· Fiat-Shamir Heuristic

· Putting ittogether: Anonymous Online Voting
· ElGamal Encryption:Homomorphism and Threshold Decryption



Zero-knowledge Proof ofknowledge
· Completeness:F(X,w)ERC, Pr[P(x,w) c > U(x) outputs 1]

=1.

· soundness:FxAL, Up*, Pr[P*()) >U(x) outputs 1] =0.

· Proof ofknowledge:EPPTE sit. Up*, FX,

Pr[EP*" (x) outputs w sit. (x,w) GRL] = Pr[p*c>V(x) outputs 1].

· Honest-Verifier Zero-knowledge:EPPTS sit. V (x,w) - R2,

Viewr[P(x,w) c > V(x)] =S(x)
·

Zero-knowledge:UPPT VY, EPPTS sit. F(x, w) - R2,

Outputx[P(x,w) c > v(x)] =S(x)



Example 1:Schnow's Identification Protocol

Input: Cyclic group Boforder g, generator g, h =ga

Witness: a

R =3 (h=g2,a)3

Prover Verifier
-Za A: =gr

>

~Eq
2

<

S: =2.a+r/mod9), Verify:

gS=h. A

completness? gS =gr.a
+w

=>Verifier always outputs I
hA =(ga)4g =gwoa+r



Proof ofknowledge?
Extracta sit. h=ga?

Prover* Extractor

A
>

~ Eq
<
I

! Rewind wS

gS=h. A

5 -S Sit. gS =hA
=>gs-

S
=kw-
r

1

↓E s' sit. gS =hwA H

g(S-s)(r-w=h
↓

a=(S-s)(r-5" (mod q)



HonestVerifier Zero knowledge (HVEK)

F(x,w) - R2, Viewr[P(x,w) c > V(x)] =S(x)

Simulator Verifier
③
A=gnw

> ⑪
~Eq

8
<

854q -

gS=h. A



Example 2:Chaum-Pedersen Protocol for DH Tuple

Input: Cyclic group Gof order 9, generatorg, h, H, V

ga "gb gab
Witness:b

Statement:EbE Zg Sit. U=gb xv=hb

Prover Verifier
Wa A=gY, B =hr

7

~42q
2

L

S =5.b +r verify:
>

(mod 9) g=UP. A
h=v. B

Completeness? G
=gr.b+r hi =h2.b

+r
=>Verifier always outputs I

u5.A =(gb)-.g=gr.b+r vB =(hb)8*=hwb+r



Proof ofknowledge?
Extractb sit.4=gb xv =hPc

Prover* Extractor
A, B

>

8 ~Xq
<

S I Rewind o- Verify:
g=UP. A
h=v. B

5 -S Sit. g =uP.A, h =v.B

~Es' sit. g=VA, h=v! B
↓

gs-surr's
-- vord
I

g(S
-s)(r-ri)+ (5-s)(5-5)-
=u,h =V

N

b =(5-5)(0- r)
- (mod q)



Honest Verifier Zero knowledge?
F(x,w) - R2, Viewr[P(x,w) c > V(x)] =S(x)

Simulator -g/ h/vw Verifier
③A, B

>

8 542q
<

85q -

g=UP. A
h=v. B



Example 3:Okamoto's Protocol for Representation

Input: Cyclic group Gof order 9, generator g, h, u =gah"

Witness:(a,b)

R =[(u =gah", (a,b))3

Prover Verifier
r
= Xq H=gtk
52Eq 7

~Xq
e

L

S1 =8.a +V1
a verify:

S2=0. b +U2

g =U? A

Completeness? S*=guath, puib+ =>Verifier always outputs I

nA =(g9(b)% grigt=gwatt, Lub+re



Proof ofknowledge?
Extract (a, b) sit. u =gah"?

Prover* Extractor

A
>

~Eq
~

<

S1 F Rewind o

-

S2

g =U? A

8 =>S1,S2 sit. g.=UFA
~=si,s: sit. gi.=u.A

1

H

ga-s!.z-si=un-o
↓

g(S,-Si)(r
- r)-(s-Si)(w-w)

-

=U

↓

a=(5,-si)(5-5)+,b=(52-si)(r-r)t(modq)



Honest Verifier Zero knowledge?
F (x,w) RL, Viewr[P(x,w) c > V(x)] =S(x)

Simulator gsip/u Verifier
③
A
I

> ①
~Eq

U
<

②

Seethe
g =U? A



Example 4:Arbitrary Linear Equations
Input: Cyclic group Gof order 9, generator g, h, U, V

Witness:(a, b, c) u =gahb
h=uvbgc

Prover Verifier
A=
rk-1, 52, 5342q g 7

B =n
=vg

~Xq
~

L

S1=0.a +V
> verify:

S2=5.b +U2
I

53 =0.2 +3

Completeness?
PoK?

HVEK?



Proving AND/OR Statements?

Statements:X1, X2

Witnesses: W1, W2

AND:RAND =S ((X1, x), (W1, wil):
(X1,W1) ERL AND (x2, W2) tR23

OR:ROR =S ((X1, x), (W1, will:
(X1,W1) ERL OR (X2, W2) tR23



Proving OR Statement

ROR =S ((X1, x), (W1, Wil):
(X1,W1) ERLOR (x2, w2) =R123

Prover
AtAz Verifier

7

~ ~Xq
L

SE 2
> verify:

S2 (A1, W1, S1)
(A2, Uz,Sr)
5=51+Uz

say Prover only has we, how to generate response?

Completeness?



Proof ofknowledge?
Extract (W1, W2) Sit. (X1,W1) ERLOR (X2, W2) GRC2 ?

Prover* Extractor

AtAz
7

~ ~Xq
L

I >

1



Honest Verifier Zero knowledge?
F (x,w) RL, Viewr[P(x,w) c > V(x)] =S(x)

Simulator Verifier
AtAz

7

~ ~Xq
L

WE



Sigma Protocols I

Prover Verifier
Input: (X, w) Input: x

"Commitment"
>

~D
2

<

response -

Verify



Non-Interactive Zero-knowledge (NIZK) Proof

Prover Verifier
Input: (X, w) Input: x

I
-

Verify

· Completeness:F(x,w)ERC, Pr[P(x,w) SU(X) outputs 1]
=1.

· soundness:FxIL, Up*, Pr[P*() >U(x) outputs 1]
=0.

·

Zero-knowledge:UPPT VY, EPPTS sit. F(x, w) - R2,

Outputx[P(x,w) > v*(x)] =S(x)

Is it possible?



Model 1:Common Random String / Common Reference String (CRS)

2 -Gen(1Y
7 T

Prover Verifier
Input: (X, w) Input: x

I
-

Verify

S(x) generates both 10, ii)

·

Zero-knowledge:UPPT VY, EPPTS sit. F (X, w) RL,

Outputx[0 > Gen12Y), P(x,w.w) > v*(x,w)] =S(X)

Alternatively:(2 > Gen12"), P(x,w.v)) =S(X)



Model 2:Random Oracle Model

H
T T

Prover L -

Verifier
Input: (X, w) Input: x

I
-

Verify

S controls input/output behavior ofRO



Fiat-Shamir Heuritic

Sigma Protocol ->NIZK in the RO model

Prover Verifier
Input: (X, w) Input: x

M1
>

~D
2

<

M2
-

Verify

W: =H(x11m1)



Fiat-Shamir Heuritic

Public-Coin HUEK =>NIZK in the RO model

Prover Verifier
Input: (X, w) Input: x

M1
>

51D-
Uz

<

M2
-

~2De
Uz

<

M3

Verify

~== =H(x11m1)

02: =H(x11m11/m2)



Fiat-Shamir Heuritic

Schnour's Identification Protocol -> Schnour's Signature in the RO model

Cyclic group Goforder g, generator g

Public verification key Uk =ga,Secretsigning key sk=a

Prover Verifier
-Za A: =gr

>

2
~Eq

<

S: =2.a+r/mod9), Verify:

gSEvKY. A

To sign a message m:



Anonymous Online Voting
Voter 1 ↳ Enc(VI) VIE 90,13

Voter 2 ↳ Enc(V2) V2E 90,13
⑧

⑳

⑳

Voter n ↳ Enc(Un) UnE 90,13

H

Enc(zvi)

↓

Decrypt to Ivi



Additively Homomorphic Encryption
Enc(M1) < Enc(M1) <

Enc(m) ->
Enc(m1+mn)

Enc(m) ->
Enc(Ma. mu)

Additively Homomorphic Multiplicatively Homomorphic

ElGamal Encryption:Cyclic group & with generatory, public key pl.

Encpk(M1) =(g*, pk* M1)

Encpk(M2) =(g*, pKY. M2)

Exponential ElGamal:

Encpk(M1) =(g*, pk*gMA)

Encpk(M2) =(gr, pKY. gMz)



Threshold Encryption
P2: (4K2, SKI) -PartialGen 11Y) >PK1

P2:(4K2, SK2) -PartialGen (1Y) >4k2
=>PK

& 3·

Pt:(4Kt, SKE) -PartialGen 11Y) > 4Kt
Ct =Enpl(m)

P1: 215PartialDec(sK2, It) > 21

P2: 225PartialPecIsK2, ct) >
-> M

..

xz 3
Pt:xt 5PartialPea(sKt, It) > It



Threshold Encryption:ElGamal

P1: SK12q PK1=gSk1 >PK1

P2:SK2c*4qPK2=gSK2 >PK2
=>PK =TpKi

&

· 3 SK = ?

Pt:SKtc*4q pKt=gSkt > 4Kt
Ct =Enpl(m)

Ct =(21,(z)
= (gr,pkYgr)

SKI
P1:X1 =C1 > 21

skz
P2: xz =C1 > xz 3 =>M = ?
&

&

pi: It = ckt > It



Anonymous Online Voting
public
X

Registrar (UKr,sky)
M

Register Certi

Voter i Signature Encykin 3 -V
Encpk(Vi)

Tallyer Publish, EncplUi) Ct=EncppItviS
Certi

(UKi, skil

Encpk(Vn)

Arbiter 1: (4K, SKI) Publish: PKI 25PartialPea(sK, It) Publish > x1
&

⑧ 3 =>PK
&

⑧

&
&

Arbiter t: (4Kt,SKE) Publish: PKt &+ 5PartialPea (skt, It) Publishat



Correctness ofEncryption
Given a cyclic group Goforder g with generator g.

Public key PKGG.

Ciphertextc = (C1, (2)

ZKP for an OR statement:

c is an encryption of0 OR C is an encryption of1.

Witness:randomness a used in encryption

RLo = 9 ((pk, (1,(2), r):c= =g5x(z =pk 3

RL =9 ((pk, (1,(2), r):c= =g5x(z =pk-g}



Correctness of Partial Decryption
Given a cyclic group Goforder g with generator g.

Partial public key pKit G.

Ciphertextc = (C1, (2).

Partial decryption xi

Witness:partial secretkey ski

ZKP for partial decryption:
R2 =9 ((pKi, C1, xi), SKi):PKi=gSKA xi=c}



Multiple Candidates?

I candidates

Voter 1 ↳ Enc(V2) V=G90,1, . . ., k-13

Voter 2 ↳ Enc(V2) V2G90,1, . . ., k-13
⑧

⑳

⑳

Voter n ↳ Enc(Un) UnE 90,1, . . ., k-13

H

Enc(zvi)

↓

Decrypt to Ivi


