CSCT 1545 APFh‘ed Crmogm‘ﬂ\\{_

Thig Lecture -
. S\‘gmn\ Pretotol and Examrlu ( Continued)

' Poving AND/OR  Stodements
* Now-Trterntkive  Zevo-Knowledge (NT k) M
+ - Shamir  Hewristic
: Pu’rﬁk% ot To%d'kox: mei s Online \Ioﬁug
* Elbowal  Enryption: Homomerphism  ondl Threshold Decryption



Zero— krvowlul%; Pm'\' 0{2 meleo(g,a
+ Completeness. ¥(xw)eR, Kl Pxw)«— Vi) owtputs 1]=1.

. Soundness. W &L, P+, AT P e VK) oupas 1] >0
- Poof of Kwwledge: 3PPT E st VP, vx,
PY[EFH(«) Oxfpwls W st. (A% w) eRL] o PY[ ]7*<—>V('x) owrrvots 1]‘

Honest-Vorifier  Zero-Knonledge. 3ppT s sk Yixw) e R,
View, [ Plxw) <= V)] = S(x)

‘Zen-Veswledqe. VPPT V' 3PPT S st Vixw)eR,
OWV*[F(“'W) <—>V*(fx)] ~ S(x)



Em\MF\Q 1: Schnorr's ldmﬁ&r cotion_ Potocol

Inpuk . Cyelic group 6 of order 4, generater 4, h-g*
Witness: a

RL: i ( |'\7'30\/ a )3
Pﬂi \/e.\rh'c\‘ex
42 g
( ) 6421

S:=6-a+ v (mod q) s Vorfy.

Com‘)\d'\ﬂ(% K %s_. %"Mr

gt goner ™ e it e 4



Poof of Knowledge 7




Honser Voxifier Zexo Knonledge (HVZK)

Vixw)eR, Vl‘sz[F(«,w) —>\/ (’X)] ~ S(x)

Verifier




Exmylz 2. Chaum-Vedersen Protornd for DH Tuple
Tnpuk . Cychic grwp G of order 4, gonerator g, h . U, V

3“ ﬁb aﬂ\
vtness - I)
S\'u‘\lmu\r; E be Zt St u:ab AN V= hb
M Ve\rh'c\‘er
$
Yé'21 A_:gf' B"\r R
§<d
6 2,
$= 6- b+Y 5 Ve)lff‘j :
(wod 1) ﬁs 2 ué A
N=\¢B
Completeness 7 4= 454+ S 2 pSHHT I~ .

US-A = (%\,)6 , %fz ﬁﬂ’*r vs. 2 =U\\’)6' N



me— of melulgf‘ 7




vitiex edae ?

Vixw)e R, \/l‘awv[F(«,w) —\/ (’x)] = S(x)

Ve,n"f\’ 3%




Example 3. Olamote's Prototol fow Represeutation
I“F**’ Cyckic group € of order 4, gorerator g, h, u 230.,\;,
Whtness: (a.b)

Ro=% (u=9", (ah) ]

Pﬂ’l Vexif\‘e.r
$
gy SR S .
142,
gt
¢ 6 4
Si=6ath Vexify
S;:(-b-l'f; ? S\ f:,j‘) 6'
TR =up
S b+

Comrlde,ne% ? cf‘-lf‘: g"“’"‘. h > Verifrer alwasys outpets 1
Ny =(¢* k")c‘ ar\ A %smr.. k«b—m



Poof of Knowledge 7




vitiex edae ?

Vixw)e R, \/l‘awv[F(«,w) —\/ (’x)] = S(x)

Ve,n"f\’ 3%




Exawple 4. Arbi\:rma_).imr_[;%mﬁ@m

I'\Fu-, (ychic grup € of order 4. goerator g, h, U, V

Wittness - (a.b, L) u-’-ﬁa ’\b
h___ (AQVb%C
Prover r Verrf\‘e.r
(.1 T, &2 A=g" )"
1.13,13 &, Bz&rtvr;%r, >
p &=
&
Si,:: €-a +1 Vexn :
So=Cb+lh ﬁ«,
Sy =6-L 4V ‘

Comrldzne% ?
Pok 7
HVZK?
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Ctatements: Xa, X

Witnesses: Wi, W
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Gyhertext € =(, G)
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