
CSCI 1515 Applied Cryptography

This Lecture:

· Proof of knowledge
· Schnorr's Identification Protocol

· Sigma Protocol and Examples
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Let 1p.V) be a pair ofprobabilistic poly-time (PPT) interactive machines.

1p, V) is a zero-knowledge proof system for a language (with associated

relation R2 if
· Completeness:F(X,w)ERC, Pr[P(x,w) c > U(x) outputs 1]

=1.

· soundness:FxAL, F(ppT)p*, Pr[P*(x)c > V(x) outputs 1]
=0.
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Zero-Knowledge Proof (EKP)
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Zero-knowledge:UPPT VY, EPPTS sit. F (X, w) RL,

Outputx[P(x,w) c > v(x)] =S(x)



Example:Diffie-Hellman Tuple

Input: Cyclic group Gof order 9, generator g, h, H, V

ga "gb gab
Witness:b

Statement:EbE Zg Sit. U=gb xv=hb

Prover Verifier
A:=gr, B:=ht
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x times up. A =g>
v B =hS



Proof ofknowledge (Pok)
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· soundness: FxGL, F(ppT)p*, Pr[P*(x)c > V(x) outputs 1]
=0.

R2 =3(4=g2,q(3
X W
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Proof ofknowledge (Pok)
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· Proof ofknowledge:EPPTE sit. Up*, FX,

Pr[EP*" (x) outputs w sit. (x,w) GRL] = Pr[p*c>V(x) outputs 1].



Zero-knowledge Proof ofknowledge
· Completeness:F(X,w)ERC, Pr[P(x,w) c > U(x) outputs 1]

=1.

· soundness:FxAL, Up*, Pr[P*()) >U(x) outputs 1] =0.

·

Zero-knowledge:UPPT VY, EPPTS sit. F(x, w) - R2,

Outputx[P(x,w) c > v(x)] =S(x)

· Proof ofknowledge:EPPTE sit. Up*, FX,

Pr[EP*" (x) outputs w sit. (x,w) GRL] = Pr[p*c>V(x) outputs 1].



Proof ofknowledge? (g, h, n, v) GL

Extractb sit.4=gb xv =hPc
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Example:Schnow's Identification Protocol

Input: Cyclic group Boforder g, generator g, h =ga

Witness: a

R =3 (h=g2,a)3

Prover Verifier
-Za A: =gr
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S: =2.a+r(mod 9) < Verify:
?

completness?



Proof ofknowledge?
Extract a sit. h=ga?
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Zero-knowledge?
FPPT VY, EPPTS sit. F (x,w) tRL,

Outputx[P(x,w) c > v(x)] =S(x)
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HonestVerifier Zero knowledge (HVEK)
FPPT VY, EPPTS sit. F (x,w) tRL,

Viewr[P(x,w) c > V(x)] =S(x)
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Sigma Protocols I

Prover Verifier
Input: (X, w) Input: x
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Example:Chaum-Pedersen Protocol for DH Tuple

Input: Cyclic group Gof order 9, generatorg, h, H, V

ga "gb gab
Witness:b

Statement:EbE Zg Sit. U=gb xv=hb

Prover Verifier
Wa A=gY, B =hr
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S =cob +r
> verify:
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completeness?



Proof ofknowledge?
Extractb sit.4=gb xv =hPc

Prover* Extractor
A, B

>
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Honest Verifier Zero knowledge?
F (x,w) RL, Viewr[P(x,w) c > V(x)] =S(x)
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Example. Okamoto's Protocol for Representation

Input: Cyclic group Gof order 9, generator g, h, u =gah"

Witness:(a,b)

R =[(u =gah", (a,b))3

Prover Verifier
r
= Xq H=gtk
52Eq 7

~Xq
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S1 =2.a +V1
> verify:

S2=c.b +U2
I

Completeness?



Proof ofknowledge?
Extract (a, b) Sit. u =gapb?
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Honest Verifier Zero knowledge?
F (x,w) RL, Viewr[P(x,w) c > V(x)] =S(x)

Simulator Verifier
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Example:Arbitrary Linear Equations
Input: Cyclic group Gof order 9, generator g, h, U, V

Witness:(a, b, c) u =gahb
h=uvbgc

Prover Verifier
A=
rk-1, 52, 5342q g 7

B =n
=vg
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S1=0.a +V
> verify:

S2=5.b +U2
I

53 =0.2 +3

Completeness?
PoK?

HVEK?


