
CSCI 1515 Applied Cryptography

This Lecture:

· Password-Based Authentication (Continued)

· Putting ittogether:Secure Authentication

· Case Study:Group Chat

· Single Sign-On (SSO) Authentication



One-Sided Secure Authentication
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Password-Based Authentication
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Online Dictionary Attack
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Offline DictionaryAttack
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Salting
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Salt & Pepper
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Slow Hash Functions

· Computation- heavy hash function
↳
compose SHA256 in a certain way.

Application-Specific Integrated Circuit(ASIC) -> blockchain mining

· Memory-hard hash functions
↳ Scrypt



Two-Factor Authentication (2FA)
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Putting itTogether:Secure Authentication
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One-Sided Secure Authentication
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Two-Sided Authenticated Key Exchange
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Secure Messaging
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Group Chat?
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Single Sign.On (SSO) Authentication
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