
CSCI 1515Applied Cryptography

This Lecture:

· Block Cipher and Modes of Operation (Continued
· CBC-MAC

· Case Study:Secure shell (SSH)
· Certificates and Public Key Infrastructure (PKI)



Summary
Symmetric-Key Public-key

Message Primitive:SKE Primitive:PKE

Secrecy Construction:block cipher constructions:RSA/ELGamal

Message Primitive:MAC Primitive:Signature
Integrity Constructions:BC-MAC/HMACConstruction:RSA/DSA

Secrecy Primitive:AE

& Integrityconstruction:Encrypt-then-MAC

key Exchange Construction:Diffie-Hellman

Important Primitive:Hash function
Tool Construction:SHA



Pseudorandom Function (PRF)

Pseudorandom Generator (PRG)

X poly(X)
-↑- "Wandom-looking" stringrandom seed "looks random"

↑$ public S330,13x deterministic

truly random

Pseudorandom Function (PRF): "random-looking"function



Pseudorandom Function (PRF) ↓

1*90.13"Fk: a

>

How many possible Fist? 90,134 90,13m

SSC (notknowing K)
f(F (F.30,13"-30,23m}

f: >

How many possible f's ?
2n

(2m) 90,134 90,13m



↑

Pseudorandom Permutation (PRP) ↓

bijective

1*90.13"Fk: Fk
> a

·F

How many possible Fist? 90,134 90,134

f(F (F.30,13"-30,23",
SSC (notknowing K)

F is bijective3 bijective

f:
<

f
>

f-1

How many possible f's?
I"! 90,134 90,134



Block Cipher
F:90,13x90,13"-> 30,132

1:key length AES: n=128

n: block length x=128/192/256

It is assumed tobe a pseudorandom permutation (PRP).

Constructan SKEscheme from F for arbitrary - length messages.

· k<$ 30,13x

· EnCk(m)
(m) = x.x (If not, pad itto a multiple ofx)

· DeCk (c)

Goal:CPA (Chosen PlaintextAttack) Security



Electronic Code Book (ECB) Mode

m = M1 M2 M3

v v v

ENC: Fk Fk Fk

V V V

C = 21 (z C3

v v v

-1
DeC: Fid Fid Fk

V V V

m = M1 M2 M3

CPAsecure? No! Deterministic!



Cipher Block Chaining (CBC) Mode

M1# IV ->V1
m = MI M2 M3

IVVI-M1

V V

->
IV > > >

Initialization Vector >.V1 7
1

-IV < 30,17
x

Fi
v

Fi
v Fil v

FK Fk Fk
What if notrandom?

V V v v

C = IV 21 22 23

How to decrypt?

CPAsecure? YES!

Can we parallelize the computation? NO for Enc
YES for Dec



Chained Cipher Block Chaining (CBC) Mode

m = MI M2 M3 m= M4 M5

V V v

IV > > > > >

v

I
v v v

FK FK FK FK

V V v v V v

C = IV 21 22 23 i = 24 (5

CPAsecure?



Counter (CTR) Mode

90,13"1IV IV+1 IV+2 IV+3

What if notrandom?

F FF

my sO me O my O

V V V

C = Iv 21 22 (3

How to decrypt?

CPAsecure? "Stateful"CTRMode?

Can we parallelize the computation?
PRG from PRF



OutputFeedback (OFB) Mode

90,13"1, IV
What if notrandom? W

F F Fk

mes me so my

V V V

C = VIV 21 Cz 23

How to decrypt?

CPAsecure? "Stateful"OFBMode?

Can we parallelize the computation?
PRG from PRF



CBC-MAC

m = MI M2 me

V

on > > >

v v v

IK FK Fk

1 1

-ag
How to verify?

CMA(Chosen Message Attack) Secure?
- Fixed- length messages oflength lon

- Arbitrary- length messages



Encrypt-last-block (BC-MAC (ECBC-MAC)

m = MI M2 Ma

V

on > > >

v v

Fke Fa #kz

1 1
v

Fag

CMA(Chosen Message Attack) Secure?
- Arbitrary- length messages of length con
- Arbitrary- length messages
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Message Primitive:SKE Primitive:PKE

Secrecy Construction:block cipher constructions:RSA/ELGamal

Message Primitive:MAC Primitive:Signature
Integrity Constructions:CBC-MAC/HMAC Construction:RSA/DSA
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& IntegrityConstruction:Encrypt-then-MAC
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Putting itTogether:Secure Communication

Alice Eve ga Eve Bob
O ga o

>

Og 0>

A cse * Diffie-Hellman Key Exchange (19 -X↓ ↳

↓ gae gb
gle ↓

ab ab
g ↓ H g

↓Hash AE AE ↓Hash<7
<7

K K

(k1,Kz) (k1,Kz)

Authenticated Encryption
(Encrypt-then-MAC)

↳

Any securityissue? "Man-in-the-Middle" Attack



Signature Scheme

(UKA. SKA) <Gen(14) (VKB.SKB) <-Gen (14)
Alice

ga
Bob

o > 0
* Diffie-Hellman Key Exchange A

↳

↓ gb ↓
ab
g gab
↓Hash ↓Hash

K K

(k1,Kz) (k1,Kz)

Authenticated Encryption
(Encrypt-then-MAC)

↳



Secure Shell Protocol (SSH)

(UKA. SKA)<Gen (14) (UKB.SKB) <Gen (14)

Client Server
990

-o 0
* Diffie-Hellman Key Exchange A

↳

↓ gb, UB ↓
ab ab
g g

↓Hash ↓Hash

K K

(k1,Kz) (k1,Kz)

Authenticated Encryption
(Encrypt-then-MAC)

↳















(UKB.SKB) <Gen (14)

Client
ga Server

o > 0
* Diffie-Hellman Key Exchange A

↳

↓ gb ↓
ab ab
g g

↓Hash ↓Hash

K K

(k1,Kz) (k1,Kz)

Authenticated Encryption
(Encrypt-then-MAC)

↳



Public Key Infrastructure (PKI)

(UK,SK)<Gen (14)

(UKB.SKB) <Gen (14) Certificate Authority
Bob (CA)

Q
cerificate signing request (CSR), Q

"bob.com' (bob.com;VKB), 5
"Certificate"

standard:X.509 certificate





Certificate Chain

RootCA (UK,SK)<Gen (14)

Intermediate CA1 (VKz,SK1) <Gen (14)

Intermediate CA2 (VKz,SKn)tGen(z*)

Bob (VKB,SKp) <Gen (14)



Certificate Revocation

· Short-lived certificates

· Certificate revocation lists (CRLs)


