
CSCI 1515Applied Cryptography

This Lecture:

· Applications ofHash Functions

· Putting itTogether:Secure Communication

· Pseudorandom Generator (PRG)

Pseudorandom Function (PRF)

Pseudorandom Permutation (PRP)

· Block Cipher and Modes of Operation



Hash Function x =128
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Collision- Resistant Hash Function (CRHF):

It's computationally hard to find x,y(50,13
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x +y, H(x) =H(y) (collision)



Random Oracle Model
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Constructions for Hash Function

Secure Hash Functions (SHA):Standardized by NIST.

· SHA-2: Standardized in 2001

outputlength 224, 256, 304, 512-bit

· SHA-3:Competition 2007-2012

released in 2015

outputlength 224, 256, 304, 512-bit



Applications ofHash Functions

· HMAC

k*30,13
Mack(m) =H(k1/m)

Mack(m) =H( k 1) H(k1/m))
HMACK(m) =H(kl/ H(kz//m)

kopakbyipad
public

· Hash-and-Sign:Signck (H(m))

RSASignature:Signsk(m) =H(m)*mod N

· Password-based Authentication

username. H(password)



Applications ofHash Functions

· Deduplication

H(P1) -> h
A
unique identifier

H(Pr) -ht

Ifh1+hz =DI F42

Ifh=h=> D1 =P2 (why?

Virus Scan H ( F( =H) F*(

Video Deduplication H( VI) EH) v(



Applications ofHash Functions
· HKDF (Key Derivation Function):

HMAC (gab, salt)
Pseudorandom Generator (PRG)

X poly(X)
- -
random seed << "looks random"

↑$ public S330,13x deterministic

truly random

· FastMembership Proof(Merkle Tree) -> blockchain

· SKE scheme?

k*30,13
ENCK(m) =H(k//m)?



Putting itTogether:Secure Communication

Alice ga Bob
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Diffie-Hellman KeyExchange 0
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ab
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↓Hash ↓Hash
K K

(k1,Kz) (k1,Kz)

Authenticated Encryption
(Encrypt-then-MAC)

↳

Any securityissue?



Signal:Diffie-Hellman Ratchet

Alice a1 Bob
o Diffie-Hellman key "Exchange 0
* A

↳

↓ as gbs ↓b1

garbs g
azb1

↓ ↓ If Kis leaked?
KI KI
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Summary
Symmetric-Key Public-key

Message Primitive:SKE Primitive:PKE

Secrecy Construction:block cipher constructions:RSA/ELGamal

Message Primitive:MAC Primitive:Signature
Integrity Constructions:CBC-MAC/HMAC Construction:RSA/DSA

Secrecy Primitive:AE

& IntegrityConstruction:Encrypt-then-MAC

key Exchange Construction:Diffie-Hellman

Important Primitive:Hash function
Tool Construction:SHA



Pseudorandom Function (PRF)

Pseudorandom Generator (PRG)

X poly(X)
-↑- "Wandom-looking" stringrandom seed "looks random"

↑$ public S330,13x deterministic

truly random

Pseudorandom Function (PRF): "random-looking"function



Pseudorandom Function (PRF)

Keyed Function F:30,17x 90, 13"-> 30, 13m

F ( K x) -y
M ↑ ↑ ↑

deterministic key input output
poly-time

1*90.13"Fk: >

90,134 90,13m

"looks like a random function"



Pseudorandom Function (PRF)

1*90.13"Fk:
>

How many possibleFk's?
90,134 90,13m

SSC (notknowing K)
f(F (F.30,13"-30,23m}

f: >

How many possiblef's?
90,134 90,13m



Pseudorandom Permutation (PRP)
bijective

1*90.13"Fk: Fk
>

·F

How many possibleFk's?

90,134 90,134

f(F (F.30,13"-30,23",
SSC (notknowing K)

F is bijective3 bijective

f:
<

f
>

f-1

How many possiblef's?
90,134 90,134



Block Cipher
F:90,13x90,13"-> 30,132

1:key length
n: block length

It is assumed tobe a pseudorandom permutation (PRP).

Construction:Advanced Encryption Standard (AES)
· X =n =12

· standardized by NISTin 2001

· Competition 1997-2000

Before AES: Data Encryption Standard (DES)
· x=56,n =64



Block Cipher Modes ofOperation

F:90,13" x30,13"-> 30,13

Constructan SKEscheme from F for arbitrary - length messages.

· k<$ 30,13x

· EnCk(m)
(m) = x.x (If not, pad itto a multiple ofx)

· DeCk (c)

Goal:CPA (Chosen PlaintextAttack) Security



Electronic Code Book (ECB) Mode

m = M1 M2 M3

v v v

ENC: Fk Fk Fk

V V V

C = 21 (z C3

v v v

DeC: Fid Fid Fidl

V V V

m = M1 M2 M3

CPAsecure?



Cipher Block chaining (CBC) Mode

m = MI M2 M3

V

->
IV > > >

Initialization Vector

IV < 30,17
x v vv

FK Fk Fk

V V v v

C = IV 21 22 23

How to decrypt?

CPAsecure?

Can we parallelize the computation?



Chained Cipher Block Chaining (CBC) Mode

m = MI M2 M3 m= M4 M5

V V v

IV > > > > >

v

I
v v v

FK FK FK FK

V V v v V v

C = IV 21 22 23 i = 24 (5

CPAsecure?



Counter (CTR) Mode

90,13"1, IV IV+1 IV+2 IV+3

V

F F Fk

my sO me O my O

W V V V

C = IV 21 22 (3

How to decrypt?

CPAsecure?

Can we parallelize the computation?
PRG from PRF



OutputFeedback (OFB) Mode

90,13"1, IV
W

F F Fk

mes me so my

V V V

C = VIV 21 Cz 23

How to decrypt?

CPAsecure?

Can we parallelize the computation?
PRG from PRF


