
CSCI 1515Applied Cryptography

This Lecture:

· Message Authentication Code (MAC)

· RSA & DSASignature Schemes

· Authenticated Encryption
· Collision- Resistant Hash Function (CRHF)

· Attacks & Applications ofHash Functions

ANNOUNCEMENT:Please enroll in SO2 (online section) if you are

taking the course remotely.
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Digital Signature
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Syntax

Message Authentication Code (MAC) Scheme T = (Gen. Mac, Urfu)

K= Gen (14)
+- Mack(m)
0/1: =UrfYk(m,t)

Digital SignatureScheme T =(Gen, Sign, Urfy)
(sk,vk) -> Gen (14)
25Signsk(m)
0/1 : = UrfYvk(m, v)



Constructions for MAC

From blockcipher:CBC-MAC

From hash function:HMAC

Computational Assumption:"The construction is secure"



Constructions for Digital Signature

RSASignature:RSA Assumption

DSA Signature:Discrete Logarithm Assumption

Lattice-Based Encryption Schemes (Post-Quantum Security)



RSA Signature
Generate two n-bitprimes p. 9

ComputeN =

p.g, p(N)=(p-1) (9-1)
Choose sit. ged(e,P(N) =1

Compute d =e
+
modP(N).

Given N & a random y<PZN, it's computationally hard to find x sit.
xe =y(modNC

*
e

X o soy sk= d vk =(N,e)
yd

Signsk(m) =md mod N

&* &N

Urfyv(m, 5):wEm (Mod N)

Any security issue?



Chosen-Message Attack (CMA)

Alice (sk,vk) <Gen(1*
Bob

o 0
* A

50 <- Signsk(m.) UrfYvk(Mo,50)
2-Signsk(m,) (M0,50), (M1,51), (M2,52). . . . >

UrfYVk(M1,51)

i <-Signsk(M2)
X UrfYvk(Mz, 02)

: ·

(m*,5*)?

⑦
"Unforgeable"



DSASignature
· Gen (14: 2048 256

↓ X
Generate an n-bit primep & m-bitprime 9 Sit.9/(4-1)

P-1

modp #1 => <g> has order q.Pick a random nCZp* Sit.g=x
**I, compute hig*modp (gq =xPT =1modp)
vk=(p,g,g,h),sk =x

· Signsk(m):
y**, compute v=(gymodp) mod 9
compute s =yt (H(m) +X.r) mode => y =St. (H(m)+x.r) modq
5 =(r,s) gl = gs.. H(m). gst.x.r modp

· UrfYrk (m, r): =gU.hU modp

compute w=stmod g, U1=H(m).w mod 9

Compute uz=row mod q

Verify if v =(gm.h"-modp) mod a



Whathappens in practice

Alice Bob
o

Diffie-Hellman KeyExchange 0
* A

↳

↓ ↓

K K

Symmetric-Key Encryption

⑦ Message Secrecy & Integrity?



Authenticated Encryption (AE)

Alice k <-Gen(1")
Bob

o 0
* A

Co <EnC(mo) mo: = DeCk(C)

C <- Enck(m,) Co, 61, 2,.... >
m1 =

=Dek(()

2 <Enck(mr)
m2i =Decp(G)
·

:

No, M1 ①CPA Security:
I

b=$90,13 C
b== PrTb=b]=

>
c=EnCk(Mb) M

② Unforgeability:⑦ cannotgenerate (* Sit.

DeCk(ct) + Mi Vi



Encryt-and-MAC?
Given a CPA-secure SKE scheme T =(Genz, Encs, Dece)

& a CMA-secure MAC scheme T =(Genz, Mace, Urfyz)

Construct an AE scheme T =iGen, Enc, DeL):
m

Gen (14). ENC1 MALz

k1 <-Gen1(1X) c =( <
⑥

t2 (
K2=Gez (14) DeCA

V
V

OutputK
=(k1,(z)

m >Vifyz

V

EnCk(m): Deck (C) :c =(G1, t2) 0/1?

C1 <EnCI(K1, m) m =
=Dec(k ,GI)

t2< Macz(K,m) bi = Urfyu(kz,(m,tz)

output (=(4,tz) If b=1, outputm
Otherwise output1



Encryt-then-MAC
Gen (14).

k1 <-Gen1(1X)
K2=Gez (14)

m

OutputK
=(k1,(z) ENC1

c =( < Mace> tn(
EnCk(m):

C1 <EnCI(K1, m) DeCA
1vV

tit Macz(kn, (1) m vifyz

V

output (=(4,tz) 0/1?

Deck (C) :c =(G1, t2)

m =
=Dec(k ,GI)

bi = UrfYu(kz,((z,tz)

If b=1, output m
Otherwise output1



MAC- then -Encryt
Gen (14).

k1 <-Gen1(1X)
K2=Gez (14) (Mac) Encespecte

...

OutputK
=(k1,(z)

EnCk(m):
-2- Macz(kn,m) 1/ 3Vrfyz

C1 <EnCy(K1, mlltc)

output c =G

Deck (c) :c =21

m(ltc =
=Dec1(kz ,GI)

bi = Urfyu(kz,(m,tz)

If b=1, output m
Otherwise output1



Chosen Ciphertext Attack (CCA)

Alice k <-Gen(1")
Bob

o 0
* A

Co <EnC(mo) Mo =
= DeCk(C)

C <- Enck(m,) Co, 61, 2,.... >
m1 =

=Dek(()

2 <Enck(mr)
m2i =Decp(G)
·

:

Mo, M1

b=$90,13 C
>

c=EnCk(Mb) M
mb: =DeCk(c)

O b=?

* mi: =Deck (CI)
Co, (h, (2

.

. . . (*)
>
mii =Deck (ci)
·



Summary
Symmetric-Key Public-key

Message Primitive:SKE Primitive:PKE

Secrecy Construction:block cipher constructions:RSA/ELGamal

Message Primitive:MAC Primitive:Signature
Integrity Constructions:CBC-MAC/HMAC Construction:RSA/DSA

Secrecy Primitive:AE

& IntegrityConstruction:Encrypt-then-MAC

key Exchange Construction:Diffie-Hellman

Important Primitive:Hash function
Tool Construction:SHA



Hash Function

H= 30,13* =90,13n+
8(x)

H
>

30,13"

30,13*

Collision- Resistant Hash Function (CRHF):

It's computationally hard to find x,y(50,13
*

sit.

x +y, H(x) =H(y) (collision)



How to find a collision?

H :
90, 13* -> S0,13"

Try H(x1), H(Xz), ..., H(Xq)

If H(xi) outputs a random value,

what's the probabilityoffinding a collision?

If q=2
"
+ 1 => prob. =1

↓
If 9=2 =>prob. = 2n

If q=1 =>prob. is "reasonable"

If securityparameter x =128, n =4



Birthday Problem /Paradox

There are a students in a class.

Assume each student's birthday is a random yit[365]

What's the probability ofa collision?

9= 366 => prob. =1

9=23 = prob.=50%

9=70 => prob.= 99.9%

y<IN]
9=N+1 => prob. = 1

9=N =>prob.
=50%



Random Oracle Model

H :
90, 13* -> S0,13"

r<90,134
ORACLEH

H(x): =r
1

* r

* ↓· r

900
H

>

T

30,13"

30,13*



Constructions for Hash Function

MD5:outputlength 128-bit

bestknow attack 216

collision found in 2004

Secure Hash Functions (SHA):Standardized by NIST.

· SHA-0: Standardized in 1993

outputlength 160-bit

bestknow attack 239

· SHA-1:Standardized in 1995

outputlength 160-bit

bestknow attack 263
collision found in 2017



Constructions for Hash Function

Secure Hash Functions (SHA):Standardized by NIST.

· SHA-2: Standardized in 2001

outputlength 224, 256, 304, 512-bit

· SHA-3:Competition 2007-2012

released in 2015

outputlength 224, 256, 304, 512-bit



Applications ofHash Functions

· HMAC

· Hash-and-Sign:Signck (H(m))

· HKDF (Key Derivation Function):

H(gab 110) , HIga3111) . . . .

Pseudorandom Generator (PRG)

· Password-based Authentication

· FastMembership Proof(Merkle Tree) -> blockchain



Applications ofHash Functions

· Deduplication

H(P1) -> h
A
unique identifier

H(Pr) -ht

Ifh1+hz =DI F42

Ifh=h=> D1 =P2 (why?

Virus Scan H ( F( =H) F*(

Video Deduplication H( VI) EH) v(



Putting itTogether:Secure Communication

Alice ga Bob
o

Diffie-Hellman KeyExchange 0
* A

↳

↓ gb ↓
ab
g gab
↓Hash ↓Hash
K K

(k1,Kz) (k1,Kz)

Authenticated Encryption
(Encrypt-then-MAC)

↳

Any securityissue?



Signal:Diffie-Hellman Ratchet

Alice a1 Bob
o Diffie-Hellman key "Exchange 0
* A

↳

↓ gbs ↓

garbs gazbz

gan
>
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gbu

↳

↓ ↓
azbzgarbe g


