
CSCI 1515Applied Cryptography

This Lecture:

· RSA Encryption (Continued

· ElGamal Encryption
· Diffie-Hellman key Exchange
· Message Integrity

· Message Authentication Code (MAC)

· Digital Signature
· RSA & DSASignature Schemes



RSAEncryption
· Gen (14: n =0(X) n=1024, key length 2048

Generate two bitprimes p.9 How?

ComputeN =

p.g, p(N)=(p-1) (9-1) *
e

Choose sit. ged(e,P(N)) =1 <How? X o soy

Compute d =e
+mod PCN) <How? yd

&* &N
Pk=(N,e) Sk =d.

· Encpk(m):c =me mod N <- How (efficiently)?

· EnCsk(C):m =cd mod N <How efficiently)?

correctness:(me)d=med =m mod Nx

end =1 modP(N) e.d=P(N) .k+1

med=P(N).k+1 =1". m =

m (mrd N)mP(N) =1mod N m

Any security issue?



Chosen-Plaintext Attack (CPA) Security

Alice k <-Gen(1")
Bob

o 0
* A

Co <EnC(mo) mo: = DeCk(C)

C <- Enck(m,) Co, 61, 2,.... >
m1 =

=Dek(()

2 <Enck(mr)
m2i =Decp(G)
·

:

Mo, M1

b=$90,13
C

>
c=EnCk(Mb) M

⑦ b"= ? PrTb' =b] =z +x



RSAAssumption -.
· Factoring Assumption:

Generate two n-bitprimes p.9
Compute N =p.9
Given N, it'scomputationally hard to find p q (classically).

· RSAAssumption: If one can solve factoringGenerate two n-bitprimes p. 9

ComputeN =

p.g, p(N)=(p-1) (9-1) v

Choose sit. ged(e,P(N) =1 can break RSA

Compute d =e
+
modP(N).

Given N & a random y<PZN, it's computationally hard to find x sit.
xe =y(modNC

*
e

X o soy
yd

&* &N



mcZN?

Whatifplm (orglm)?

correctness still holds.

Security:p) (me mod N)
=>gad (c,N) =p => break factoring!

m= [1,N - 1]:

Pr[p(m) = =F =28x) =negligible (x)
↑

8 (x) -bit

If sending I messages:

PrIplm for any m] <EPOC)20(x)



Group Theory
Def Agroup is a set a along with a binary operation o with properties:

① Closure:Eg, hCG, goht G

② Existence ofan identity:Ee-D Sit. EgGD, eog=goe =g.

③ Existence ofinverse.EgEG, ELGG Sit. gon=hog=e
Inverse ofa denoted as gt.

④Associativity:Egg, g2.83((, (91092) 093 =810(92093)

We say a group is abelian if itsatisfies:
⑤Commutativity:Eg.hGG, gon:hog

For a finite group, we useIG to denote itsorder (ofelements



Group Theory
Ex. (I, +) is an abelian group

(I..) is nota group

(ZN,.) is an abelian group ( denotes multiplication mod N)

Def Let G be a groupoforder m.

Denote <g) =590,g5,g,..., gm-=3
⑰ is a cyclic group if EGGc St. (g):G.

g is a generator ofG.

Ex. Zp* (for a prime p) is a cyclic group oforder pt.

&=43:1,37,5=2,3 =6,34=4,35= 53

How to find a generator?



Diffie-Hellman Assumptions Integer group key 2048-bit

(G,g,g) < G(1") O(X) -bitinteger Elliptic Curve group key 256-bit

cyclic group oforder q" with generator
· Discrete Legarithm (DLOG) Assumption:
x<4Za, compute h=gx gx=x
Given (G,8,g,h), it's computationally hard to find x (classically).

· Computational Diffie-Hellman (CDH) Assumption:
x,y<$q, compute hi=gy,hu=g3 (gX,gY) > gXy

Given (G,8,g,he,he), it's computationally hard to find gx3

· Dicisional Diffie-Hellman (DDH) Assumption:
x, y, z <$Iq, compute hi=gy,hu=g3
Given (G,8,g,he,he), it's computationally hard to distinguish between

(gXgYgxy)-(gX,gy,gz) gxY and gz



ElGamal Encryption
· Gen (14:

(G,g,g) < G(14) -can be re-used

x<4Za, compute h=gx
Pk=(G,g,g,h) Sk =x

· EnCpK(m):meG

y<4Za
c =<gy,h3.m>

· EnCsK (C):



Secure Key Exchange

Alice Bob
o

>

0
* <

A
>

↓
↳ ↓

K X K

k =Y

⑦
Eavesdropper)

Thm (Informal):It's impossible to construct secure key exchang from SKE

in a black-box way.

Key Exchange from PKE?



Diffie-Hellman Key Exchange

Alice Bob
o 0
* A

(G,g,g) < G(1")

x<4Za, compute hA =gx
(G,g,g, hA)

>

y<4Za, compute hp=g3
HB

<

↓ X
↓

k =h k =Y k =h*
⑦

Eavesdropper)



Whathappens in practice

Alice Bob
o

Diffie-Hellman KeyExchange 0
* A

↳

↓ ↓

K K

Symmetric-Key Encryption



Message Integrity

Alice Bob
o "Let's meet @gam"

> 0
* M A

tamper with
Is itfrom Alice?

Eve

⑦



Message Integrity

Alice Bob
o (m,t) 0
* M &

>
A

(m.t)
(message)
m (m,t)
↓ Eve ↓

Authenticate ⑦ Verify
↓ ↓
t 0/1

(tag/signature)
o

⑭ ⑭



Message Authentication Code (MAC)

Alice Bob
o (m,t) 0
* M ↓

>
A

(m,,t)
(message)
m K (m,t) K

↓ ↓ Eve ↓ ↓
Authenticate ⑦ Verify

↓ ↓
t 0/1
(tag)

o

⑭ ⑭



Digital Signature

Alice Bob
o (m,5) 0
* M & >

A
(m),5)

(message)
m SK (m,v)Vk
↓ ↓ Eve ↓ ↓
Authenticate ⑦ Verify

↓ ↓
5

0/1
(signature)

② ⑭
B

(secret) (public)



Syntax

Message Authentication Code (MAC) Scheme T = (Gen. Mac, Urfu)

K= Gen (14)
+- Mack(m)
0/1: =UrfYk(m,t)

Digital SignatureScheme T =(Gen, Sign, Urfy)
(sk,vk) -> Gen (14)
25Signsk(m)
0/1 : = UrfYvk(m, v)



Chosen-Message Attack (CMA)

Alice k <-Gen(1")
Bob

o 0
* A

to <-Mack (mo) VrfyK(Mo, to)
t1 <-Mack(M1) (Mo,to), (M1,t1). (Mustz). . . . >

VrfYk(m1,t1)

tz<-Mack(M2)
X UrfYk(Mz,t2)

: ·

(m,,t)
⑦



Constructions for MAC

From blockcipher:CBC-MAC

From hash function:HMAC

Computational Assumption:"The construction is secure"



Constructions for Digital Signature

RSASignature:RSA Assumption

DSA Signature:Discrete Logarithm Assumption

Lattice-Based Encryption Schemes (Post-Quantum Security)



RSA Signature
Generate two n-bitprimes p. 9

ComputeN =

p.g, p(N)=(p-1) (9-1)
Choose sit. ged(e,P(N) =1

Compute d =e
+
modP(N).

Given N & a random y<PZN, it's computationally hard to find x sit.
xe =y(modNC

*
e

X o soy sk= d vk =(N,e)
yd

Signsk(m) =md mod N

&* &N

Urfyv(m, 5):weEm (God N)

Any security issue?



DSASignature
· Gen (14: 2048 256

↓ X
Generate an n-bit primep & m-bitprime 9 Sit.9/(4-1)

P-1

modp #1 => <g> has order q.Pick a random nCZp* Sit.g=x
**I, compute hig*modp
vk=(p,g,g,h),sk =x

· Signsk(m):
y**, compute v=(gymodp) mod 9
compute s =yt (H(m) +X.r) mode => y =St. (H(m)+x.r) modq
5 =(r,s) gl = gs.. H(m). gst.x.r modp

· UrfYrk (m, r): =gU.hU modp

compute w=stmod g, U1=H(m).w mod 9

Compute uz=row mod q

Verify if v =(gm.h"-modp) mod a



Summary
Symmetric-Key Public-key

Message Primitive:SKE Primitive:PKE

Secrecy Construction:block cipher constructions:RSA/ELGamal

Message Primitive:MAC Primitive:Signature
Integrity Constructions:CBC-MAC/HMAC Construction:RSA/DSA

key Exchange Construction:Diffie-Hellman

Important Primitive:Hash function
Tool Construction:SHA



Whathappens in practice

Alice Bob
o

Diffie-Hellman KeyExchange 0
* A

↳

↓ ↓

K K

Symmetric-Key Encryption

⑦ Message Secrecy & Integrity?


