
CSCI 1515Applied Cryptography

This Lecture:

· Encryption scheme Basics

· Computational Assumptions
· RSAEncryption
· ElGamal Encryption
· Diffie-Hellman Key Exchange
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Public- Key Encryption
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Syntax

Symmetric - Key Encryption (SKE) Scheme T = (Gen, Enc, Dec)
K= Gen

C =Enc(k,m)
m =
=Dec(k,c)

Public-Key Encryption (PKE) Scheme T = (Gen, Enc. DeC)
(PK,sk) <Gen

C =Enc(pk,m)
m =
=Dec(sk,c)

Why ever using SKE?



One-Time Pad (OTP)

k <$90,13"
Alice Bob
o a 0
* >

A

Encrypt: Decrypt:
Secret key k =0100101 secret key k =0100 101

①plaintext m =1001001 ①ciphertext c =1101100

Ciphertext c =1101100 plaintext m =1001001

⑦ O 1 Correctness?
0 0 1

11 O security?



One-Time Pad (OTP)
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Distribution ofC?

Can we re-use K?



Shannon's Theorem

k <$90,13"
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(Informal) For perfect (information- theoretic) security, (KIIU)

K:key space
M: message space



Computational Security
k <-Gen(1*)
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c <-EnCk(m) m =
=Deck(c)

⑦
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Computationally Bounded
(polynomial-time algorithm)



Computational Assumptions
polynomial-time algorithm:A (x)

Input x of length n, A's running time O(n) for a constant c.

NP Problem:decision problems whose solution can be verified in poly time.

Ex.Gragh 3-coloring
⑪l ⑭A

⑭I
⑪

⑭D
NP-complete

NP-Complete Problems:"hardest"problems in NP.

Is P = NP:
P

NP



Computational Security
k <-Gen(1)

Alice Bob
o a 0
* X

>
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c <-Encp(m) ⑦ m =
=Deck(c)

↑

Computationally Bounded
(polynomial-time algorithm)

Uprobabilistic poly-time (PPT) A, Encp(Mo) = Encp(me)
↑

"Computationally indistinguishable"



Computational Security
Alice k <-Gen(1")

Bob
o 0
* A

Co <EnC(mo) mo: = DeCk(C)

C <- Enck(m,) Co, 61, 2,.... >
m1 =

=Dek(()

2 <Enck(mr)
m2i =Decp(G)
·
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SecurityParameter

k <-Gen(1)

X:security parameter

① adversary runs in time poly (x)

② distinguishing advantage negligible (N)
↑

negligible (x) < cconstant c

Set parameters in practice:

Computational security parameter x=125
Bestalgorithm to break the scheme (e.g. find secret key) takes time -2↑

Ex.Best algorithm is brute-force search key length =?

Bestalgorithm for a key length I takes time -El => key length =?



Constructionfor SKE

From pseudorandom function/permutation (PRF/PRP)

Practical construction for PRF/PRP: block cipher
standardized implementation:AES

Computational Assumption:"The construction is secure"

Bestattack is brute-force search (classical/ quantum).



Constructions for PKE

RSA Encryption:Factoring/RSA Assumption

ElGamal Encryption:Discrete Logarithm / Diffie-Hellman Assumption

Lattice-Based Encryption Schemes (Post-Quantum Security)

Thm (Informal):It's impossible to construct PKEfrom SKEin a black-box

way.



Number Theory
· a/b:a divides b (b =a.()

gid(a,b):greatestcommon divisor

gid (a,b) =1:a & b are coprime

How to compute god? Time complexity?

Modular Arithmetic:
a mod N.remainder ofa when divided by N

a =b (mod N):a and b are congruentmodulo N

How to compute amod N? Time complexity?



Number Theory
· If gcd (a,N) =1, then Eb sit.

ab =1 (modN):a is invertible modulo N,

b is its inverse, denoted as at

How to compute b?

· ZN.=5a/a + [1, N-1], ged(a,N) =13

Euler's philtotient) function P(N): = /ZN
Euler's Theorem:Va,N where god (a, N) =1, aP(N) =1 (mod N).



RSAAssumption
· Factoring Assumption:

Generate two n-bitprimes p.9 (How?)

Compute N =p.9
Given N, it'scomputationally hard to find p q (classically).

· RSAAssumption:
Generate two n-bitprime p. 9

ComputeN =

p.g, p(N)=(p-1) (9-1)
Choose sit. ged(e,P(N) =1

Compute d =e
+
modP(N).

Given N & a random y<PZN, it's computationally hard to find x sit.
xe =y(modNC

*
e

X o soy
yd

&* &N



RSAEncryption
· Gen (14: n =0(X) n=1024, key length 2048

Generate two bitprime p. 9

ComputeN =

p.g, p(N)=(p-1) (9-1)
Choose sit. ged(e,P(N) =1

Compute d =e
+
modP(N).

Pk=(N,e) Sk =d.

· Encpk(m):c =me mod N

· EnCsk(C):m =cd mod N

Any security issue?



Group Theory
Def Agroup is a set a along with a binary operation o with properties:

① Closure:Eg, hCG, goht G

② Existence ofan identity:Ee-D Sit. EgGD, eog=goe =g.

③ Existence ofinverse.EgEG, ELGG Sit. gon=hog=e
Inverse ofa denoted as gt.

④Associativity:Egg, g2.83((, (91092) 093 =810(92093)

We say a group is abelian if itsatisfies:
⑤Commutativity:Eg.hGG, gon:hog

For a finite group, we useIG to denote itsorder (ofelements



Group Theory
Ex. (I, +) is an abelian group

(I..) is nota group

(ZN,.) is an abelian group ( denotes multiplication mod N)

Def Let G be a groupoforder m.

Denote <g) =590,g5,g,..., gm-=3
⑰ is a cyclic group if EGGc St. (g):G.

g is a generator ofG.

Ex. Zp* (for a prime p) is a cyclic group oforder pt.

How to find a generator?



Diffie-Hellman Assumptions Integer group key 2048-bit

(G,g,g) < G(1") O(X) -bitinteger Elliptic Curve group key 256-bit

cyclic group oforder q" with generator
· Discrete Legarithm (DLOG) Assumption:
x<4Za, compute h=gx
Given (G,8,g,h), it's computationally hard to find x (classically).

· Computational Diffie-Hellman (CDH) Assumption:
x,y<$q, compute hi=gy,hu=g3
Given (G,8,g,he,he), it's computationally hard to find gx3

· Dicisional Diffie-Hellman (DDH) Assumption:
x, y, z <$Iq, compute hi=gy,hu=g3
Given (G,8,g,he,he), it's computationally hard to distinguish

between 9x9 and gz



ElGamal Encryption
· Gen (14:

(G,g,g) < G(1")

x<4Za, compute h=gx
Pk=(G,g,g,h) Sk =x

· EnCpK(m):meG

y<4Za
c =<gy,h3.m>

· EnCsK (C):



Secure Key Exchange
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Thm (Informal):It's impossible to construct secure key exchang from SKE

in a black-box way.

Key Exchange from PKE?



Diffie-Hellman Key Exchange
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