
CSCI 1515 Applied Cryptography

This Lecture:

· SWHE from LWE (GSW, Continued)

· SWHE from RLWE (BFV)

· Private Information Retrieval (PIR)



FHE Constructions

Step 1: SomewhatHomomorphic Encryption (SWHE)
- over Integers

-from LWE IGSW)

-from RLWE (BFV)

Step 2:Bootstrapping



Learning With Errors (LWE) Assumption
n - security parameter LWE In,m.g,XJ:

9-2nt A** a** sa" exXM

m =0(n log 9)
S

X t -

X:distribution over Iq A nX1
l b

I concentrated on "small integers")
X man MX1 Mx1

e (A, b=Aste) = (A, b'* xa)

7
O

Pr[lek ,9/e=x] =neg/(n)
21





SWHEfrom LWE (GSW)

Attempt2 (secret-key)

Flattering Gadget: G

GadgetMatrix GCZam* L

G Gt(C) X G - C

mXM man man
man

X

small

Inverse transformation bitdecomposition
L

G: Za -> aM*m 101011...

e
FC exam, GCC):small

X

%
- C

G(C).G =C mXM
00

man man

m=n.log 9



SWHEfrom LWE (GSW)

Attempt2 (secret-key)
Homomorphism:C1.E =M1. (G.E) +e=

SK =tux1 22. E =M2. (G.E) +e
=nx1

Additive Homomorphism?

Encsk(M):Me 58,13 c=(=+(r =(.E =(M1+Mr).(GE)+(ei+e)
mx

sample 1ot Eg Sit. Co.E:small Multiplicative Homomorphism?
c =G)(1). (2

X t
-

c.E =G ((z).G.E
Co nx1 e

=G+((r).(Mr -(G.E) +ei)
man Mx1 =Mr.G(C). G. E +G+ (C). en

C =C+M.
=Mi. (1.E+GY(1). Ez

=Mr.(M1. (G.E) +ei) +G(().e
gadget matrix

=M2.M1. (G.E) +Mre1 +G(C1).er

DecspIC).C. E =(Co+M.G). E
How homomorphic is it?

=e +m.(G.E)
#MULT-lm9



Ring LWE (RLWE) Assumption m=2k

polynomial ring R,=[43/(xm+ 1)
polynomials with integer coefficients modulo (x+1)

Rg =2q[x]/(xm+1)
in

polynomials with integer coefficients modulo 9 and (x+ 1)

X: "noise"distribution over R Def A ring is a set R with two
binary operations +, · satisfying:

a =4Rq SRg (or s=X) e =x
DR is an abelian group under"+":
- Fa,bER, a+bER

(a, [a.ste]g) = (a,b*Rg)
- Fa, b, cGR, (a+b)+c =a+(b+c)
- Fa, bER, atb =b+a

- OtR Sit. raGR, ato:a

- FatR, E-aER Sit. a+1-a)
=0.

& ""is distributive w.r.t"+": ② R is a monoid under".":
- Faib,ER, a.(b+c) =a.b+a. - Fa,bER, a.bER

- Faib, CER, (a+b). c =a.c+ b.c - Fa,b, cGR, (a.b).c=a.(b.c)
- EIER Si. FAGR, a.1=1.a=a.



SWHEfrom RLWE (BFU)

Plaintextspace R= =2+[x] / (x+1)

Ciphertext space RqxRq

0 = =(E) +xq

acRq seX exX

Ipk =I- (a.s +e)7q,a)
sk =S

Encpk(m):mE Rt

sample U, er, ez=X

c =(tpko.u +ex +c-m]g, tpk1.n +e27q)

Decsk(c):[C0 +C.s = - (aste) .n +ex+ 0.m+(ante).s39
=-eu +e1+0.m +12S

=[0.m+ small]q



SWHEfrom RLWE (BFU)

[C(s)]q = C0+C1.S =4.m +e -

Homomorphism:[C*(s)]q =6.m1 +e1

[C" (s)]g =0. Mn +e2

Additive Homomorphism?

[c(s) +Cl(s)]g =[0.(m1+m2)+ex+e279

Multiplicative Homomorphism?
((s) =()(s).") (s)

=[0.m1 +ex +x=-9).(6-mz+en+x2-9)]/ 0 =(E)
=0?m1Mztamient GM1.229 +1.0Mn+ext2+21x29 + 2190M2 +21912+x1d49"

WANT:

8.M2Mn+ small



SWHEfrom RLWE (BFU)

[CIs)]g = Co+C1. S+ Gr.s =4.m +e

[cYsI]g =c' +c1.s =4.m +e

Relinearization:

Relinearization key: rik =([-(a.s +e +si)7q,a)
TrIK(s)]g= -St small rik:=([-(a.s +e +2s)7q,a)

TrIK:Cs)]g= -2"St small
((S) +(mirk(s)

=co + C1.s +xs +c.(5+small)
↑

IrK:(s). (2[i]
large



Private Information Retrieval (PIR)

Server Client

e 0
A

D
: So WANT:Dti]

While hiding against server

Trivial Solution:

D

communication complexity0(n)

Goal:Communication complexityo(n)



Private Information Retrieval (PIR)

Server Client

e 0
A

D
: So WANT:Dti]

poly(X)
While hiding against server

FHE =Enc(i)

ct=Eal (f, ct)
L

↑ It
fp(i)=D[i] X

7

i poly(X)
↓

D(i):Dec (Ct')
D

↓

D[i]



Private Information Retrieval (PIR)

Server Client

e o(n) 0

ate > Enc(o) A
:

D :Ja ati--> Enc(o) WANT:Dti]

at< Enc(1)
Cti+1> Enc(o) While hiding against server

Homomorphic
Ctn> Enc(o)Scalar Mult
L

Ct=Dti) "Cti
i=1
M I 7

Homomorphic Add
poly(X)

D(i):Dec (Ct')



Private Information Retrieval (PIR)

Server Client

e 0
A

y

D
X 'I Sa

(1)

2.F
WANT:DIX,y]

Ct1< Enc(o) at? Enc(o)
e : :
I at> Enc(o) Enc(o)

at>Enc(1) citee Enc(1)
While hiding (x,y) against server

X

Homomorphic at> Enc(o) Cty1= Enc(o)

Scalar Mult ct, Enclo) Ct> EncloI

I T
L

C+=EDjact;it
Homomorphic

Homomorphic ⑮
Mult

Add poly(X)
DIx,y] =Dec (Ct')

Extend to dimensiond? Communication d.

#Homomorphic Mult=(d-1).n
#Homomorphic Scalar Mult =n
#Homomorphic Add =n



PIR from GSW

Server Client

We Ct1=Enc(ba)
0
A

↓
Enc(1*b!)

D
: 3nEnc(b1=b!) WANT:Dti]

Fi-In):
at>Enclb1) While hiding against server

i =bb! ... be Homomorphic
Ctes Enclbel i=b1bz ...be
e

Scalar Mult L log n
Ct=DTi) Enc(b==bt)

-

Homomorphic It
7

X

Ct=Ect! Mult

poly(X)
M

Homomorphic Add D(i):Dec (Ct')


