
CSCI 1515 Applied Cryptography

This Lecture:

· SWHE over Integers (Continued)
· SWHE from LWE (GSW)



Fully Homomorphic Encryption (FHE) All poly-sized
Boolean circuits

Def A (public-keys homomorphic encryption scheme
i =(KeyGen, Enc, Dec, Eval) w.r.t. functionfamily I
-(pk, sk) =KeyGen (1")
- It -Encpk (m) me50,13
- m =Decsk(Ct)
- f- Eval If, 2t1, . . ., (n) f: 30,23"-90,13

· correctness:(: +Enpk(mi) iEtn),
OfEF, Cf- Eval If, 2t1, ..., ctn)

Decsk(Ctf) =f(m1, . . . , mn)

· (CPA) Security: (pK, Enpp(mol) =(pK, Encp1(m1)).
· Compactness: 1ctf)I fixed poly (x)

Independentofcircuitsize off.



FHE Constructions

Step 1: SomewhatHomomorphic Encryption (SWHE)
- over Integers

-from LWE IGSW)

-from RLWE (BFV)

Step 2:Bootstrapping



SWHE over Integers

Attempt 1(Secret-key)
- secret key:odd number p
- Enc(m):mt 90,23

sample a random 9
OutputCt =p.9 +m

Encryption of0 is a multiple ofp.
- DecLCt): it mod p
- Eval ARD:Ct =ct1 +ctz

Eval MULT: Ct= Ct1. Ct2

CCPA) Security?
GCD (p.91, p.9, ...) =P



SWHE over Integers

Attempt2 (Secret-key)
- secret key:odd number p
- Enc(m):mt 90,23 noise

sample a random 9 Sample a random exp
OutputCt =p.9 +m +2e

Encryption of0 is small and even modulo p.
Ctz =4.9+M=+211
(t2+ 4.92 +M2+2t2

- DecLCt): [Ct mod p] mod 2
- Eval ARD:Ct =ct1 +ctz

Ct1+2+2 =4(92+92)+ (m1+m2) +(2e2+2e2)
0(11+e2)

Eval MULT: Ct= Ct1. Ct2

Ctr.ct=4A+Mn+2e2) +M492 +M1.Mu

· Approximate GCD Problem: +M1. 2ez+292+2t=M2+4e1t2

Given poly-many (Xi=4. 9+ Si], output4. 0(eez)

O(x) 0(, si-z0()
↓

Example parameters:p-2 9-2 #MULT:0(X

Best known attacks require 24 time.



SWHE over Integers

Attempt 3 (public-key)
- secret key:odd number p generic

public key:"encryptions of0
"

[xi =4.9 +2ei)iE [X]
- Enc(m):mt 90,23

Sample a random exp

OutputCt=(random subset sum ofXis) +m+ze

Encryption of0 is small and even modulo p.

- DecLCt): [Ct mod p] mod 2
- Eval ARD:Ct =ct1 +ctz

Eval MULT: Ct= Ct1. Ct2

How homomorphic is it?



Learning With Errors (LWE) Assumption
n - security parameter LWE In,m.g,XJ:

9-2nt A** a** sa" exXM

m =0(n log 9)
S

X t -

X:distribution over Iq A nX1
l b

I concentrated on "small integers")
X man MX1 Mx1

e (A, b=Aste) = (A, b'* xa)

7
O

Pr[lek ,9/e=x] =neg/(n)
21



Learning With Errors (LWE) Assumption
(Lattice-based Crypto)

worst-case hardness reduce, average-case hardness

shortestvector problem in lattices LWE
X

post-quantum secure

Given a lattice ofdimension :

Basis B =551, 5.,..., 5n3, linearly independent
Lattice ((B) = =S,Ex5:xie]

Find the shortestvector in L.
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Reger Encryption from LWE

M

AZam* sa" exX B t

Il

S S
X t - X -

1

A nX1
l b A -b nX1

e

man MX1 Mx1 man Mx1

pk=(A,b) pk=Bmxn B.t=small
sk =S sk =trx1

EnpK(M):ME 50,13 EnpK(M):ME 50,13

sample a random s<[m] sample r1So, 23M

C = I Es*(i,bi) +m.(2)) r
1Xm

B
i-th row ofA

small noist
DeCsk(C): c =GG man

4 - x1,s =M.(E)+Esei c=r.B +(0, . . .,0,M-(2))

DeCsk(C): x,t) =M.(z) + small noise



Reger Encryption from LWE

B t Homomorphism:
Il

X
S
-

C =Enc(M1) <C1, ts="small" Mr.(E)
A -b

1
nX1

e C2=Enc(M2) <Cn,t3="small"M2. (E)

man Mx1
Additive Homomorphism?

pk=Bmxn B.t=small C = (1+(z

sk =trx1
<,t ="small"+ (M1+M2). (*)

EnpK(M):ME 50,13

sample r1So, 23M Multiplicative Homomorphism?
r

1Xm

B

man

c=r.B +(0, . . .,0,M-(2))

DeCsk(C): x,t) =M.(z) + small noise



SWHEfrom LWE (GSW)

Attempt1 (secret-key)
SK =tnx1 S

=nx1

Encsk(M):Me 58,13
How?

sample Cot Eg**" sit. Co.E =small

X
Co t - e

nx nx1 nx1

C = CotM.I↑

nxn identity matrix

Decsp(C).C.E = (Co +M.I). E =e +M.E



SWHEfrom LWE (GSW)

Attempt1 (secret-key)
WithoutError:C.E =M.E With Error:C.E =m.E +e

Homomorphism:C1.E =M1. E Homomorphism:C1.E =M1. E + ez

22. E =Mr. E 22. E =Mr.E +en

Additive Homomorphism? Additive Homomorphism?
C=C1+ (z C=C1+ (z

c. E =(C1 +(z) · E =(M1+Mr).E c. E =(C1 +(z) -E =(M1+Mr).E +(ei+e)

Multiplicative Homomorphism? Multiplicative Homomorphism?
C=11.2 C=11.2

2. E =(C1. (2). E 2. E =(C1. (2). E

=C. ((E) =C. ((E)

= C1. M2. E =C1(Mn.E +ei)
=M2. (C1.E)

= M2. 21. I +(zes

= M2. M1. E
=M2. (M1. E +e1)+ (1. ez
=Mr.Mr.E+Mre1+ (.en



SWHEfrom LWE (GSW)

Attempt2 (secret-key)

Flattering Gadget: G

GadgetMatrix GCZam* L

G Gt(C) X G - C

mXM man man
man

X

small

Inverse transformation bitdecomposition
L

G: Za -> aM*m 101011...

e
FC exam, GCC):small

X

%
- C

G(C).G =C mXM
00

man man

m=n.log 9



SWHEfrom LWE (GSW)

Attempt2 (secret-key)
Homomorphism:C1.E =M1. (G.E) +e=

SK =tnx1 S 22. E =M2. (G.E) +e
=nx1

Additive Homomorphism?

Encsk(M):Me 58,13 c=(=+(r =(.E =(M1+Mr).(GE)+(ei+e)
mx

sample 1ot Eg Sit. Co.E:small Multiplicative Homomorphism?
c =G)(1). (2

X t
-

c.E =G ((z).G.E
Co nx1 e

=G+((r).(Mr -(G.E) +ei)
man Mx1 =Mr.G(C). G. E +G+ (C). en

C =C+M.
=Mi. (1.E+GY(1). Ez

=Mr.(M1. (G.E) +ei) +G(().e
gadget matrix

=M2.M1. (G.E) +Mre1 +G(C1).er

DecspIC).C. E =(Co+M.G). E
How homomorphic is it?

=e +m.(G.E)
#MULT-lm9


