
CSCI 1515 Applied Cryptography

This Lecture:

· PSI-Sum (Continued)

· Information Theoretic MPC (BGW)

· Introduction to FHE

· SWHE over Integers



Private SetIntersection (PSI)

Alice Bob

0 O
A A

>

Input:X =9X1, X2, .. ., XnY Input:Y=341, 72, ..., yn3
L

V =SVI, V2, .. ., un]
>

C

PSI:f(X,Y) =XY

PSI-CA:f(x,y) =(xnY)

PSI-SUM:f((X,v), Y) =(XY), :.xyV:



PSI-CA PSI-CA:f(x,y) =(xnY)

Alice Bob

0 O
A A

Input:X =9X1, X2, .. ., XnY Input:Y=341, 72, ..., yn3

KA>$ Eq kB>$Eq
>HCY)*. =EHCYK, ..,H(yn)"*3

H(x)*, SH(Y)K:KB <3
shuffle H(x)*.** H(Y)K:KB

N

IxY



PSI-SUM? PSI-SUM:f((X,v), Y) =(XY), :.xyV:

Alice Bob -

0 Pallier Encryption Scheme O
A A

Additively Homomorphic Enc

Input:X =9X1, X2, .. ., XnY Input:Y=341, 72, ..., yn3
V =SVI, V2, .. ., un] kB>$Eq
KA>$ Eq >HCY)*. =EHCYK, ..,H(yn)"*3

H(x)*, SH(Y)K:KB <3
↓ shuffle

HIX=)**, HYx)**, .... H(Xn)** H(x)*.** H(Y)K:KB
Enc(VI), Enc(V2), ..., Enc(Un) N

IxY

Enc(:.zyVi I
E



Feasibility Results

Computational Security:
semi-honest Oblivious Transfer (OT)

W

semi-honest MPC for any function with tan

W

malicious MPC for any function with tan

Information-Theoretic (IT) Security: Chonestmajority)
semi-honest/malicious MPC for any function with t

necessary



IT-MPC for any function with t<n/2 (BGW)

Ei Throughoutthe protocol, we keep the invariant:

For each Wire W:⑭ If the value ofthe wire is vWEF
the a parties hold a lt+1)-out-of-n secret share ofw

w Each party Piholds a random share VEGF sit.

1) Any it+1) shares can jointly recover "
ne

x1 x2 x3 2) Any t shares information theoretically hide who



Shamir SecretSharing Scheme

· Secretvalue ve#

-How?
· Share:Sample a random degree-t polynomial f: # -# sit. f(0)=v

F =V N

f(x) =a+x++a**xt...+a*x+o
I

VI
Party Pi's share vi=f(i)

...>0 3 H

I shares > V

· Reconstruct:

Given (t+1) shares:(X1, V2=f(x2). . .

., (Xt+1, Vx++1=f(x++1))
How to recover v?



IT-MPC for any function with t<n/2 (BGW)

ADD gates:
Sci, GIVEN:Deg-t poly fall) sit. falo) =a. Shares ai=falil
C

Deg-t poly fs () s.t. fx (0) = b. Shares bi=fy(i)

· ?#ADD WANT: Deg-t poly fc() sit. fc(0) =a+b. fc=fa+fb
SaiY [bi3 Shares (i =fc(i) =fali)+fb(i) =ai+bi



IT-MPC for any function with t<n/2 (BGW)

MULTgates:
Sci, GIVEN:Deg-t poly fall) sit. falo) =a. Shares ai=falil
C

Deg-t poly fs () s.t. fx (0) = b. Shares bi=fy(i)

· ?ULT WANT: Deg-t poly fc() sit. fclo) =a .b. fc=?
SaiY [bi3 Shares (i =fc (i) = ?

-deg-2tpoly
Attempt:fc=faifb

fc(0) =falo). fb(0) =a.b
Ci =fcli)=fali) · fbli) =aibi

Problem? fcl0) =22.C +GriCn+... +Xn:Cn
I ↑ ↑
P1 42 Pn
Xk+X xfit Xf1X

It+1)-out-of-n



Fully Homomorphic Encryption (FHE)

Enc(M1) <Encme Enc(Me)
Enc(m) ->

Enc(Ma. mu)

Additively Homomorphic Multiplicatively Homomorphic

Exponential ElGamal/Pallier RSA/ ElGamal

Fully Homomorphic: Additively & Multiplicatively Homomorphic



Fully Homomorphic Encryption (FHE)

Def A (public-keys homomorphic encryption scheme
i =(KeyGen, Enc, Dec, Eval) w.r.t. functionfamily 5:

-(pk, sk) =KeyGen (1")
- It -Encpk (m) me50,13
- m =Decsk(Ct)
- f- Eval If, 2t1, . . ., (n) f: 30,23"-90,13

· correctness:(: +Enpk(mi) iEtn),
OfEF, Cf- Eval If, 2t1, ..., ctn)

Decsk(Ctf) =f(m1, . . . , mn)

· (CPA) Security: (pK, Enpp(mol) =(pK, Encp1(m1)).

Missing Requirement?



Fully Homomorphic Encryption (FHE)

Def A (public-keys homomorphic encryption scheme
i =(KeyGen, Enc, Dec, Eval) w.r.t. functionfamily 5:

-(pk, sk) =KeyGen (1")
- It -Encpk (m) me50,13
- m =Decsk(Ct)
- f- Eval If, 2t1, . . ., (n) f: 30,23"-90,13

· So far, it's trivialto constructFHEunder the definition.
Eval (f, 2t1, . . ., (tn)=If, 2t1, . . ., (tn)

· Compactness: 1ctf)I fixed poly (x)
Independentofcircuitsize off.

·If Iis the setofall poly-sized Boolean circuits,
then it is fully homomorphic.



Application:Outsourcing Storage & Computation
Server Client

e *
Data x

key sk

Ct =Enc(X)
Ct

<

< f

ct=Eval (f, ct)
ct

>

f(x) =Decsk(ct')



Application:Private Information Retrieval (PIR)

Server Client

e 1-out-of-n OT:
0
A① stronger securityguarantee

D
: 3H & Communication 0(n)

WANT:Dti]

While hiding against server
Ct=Enc(i)

L

ct=Eval (f, ct)

5,is=DIi] It
7

i

↓
communication o(n)?

D
↓

D[i]



Application:Secure 2PC?

Alice Bob

0 O
A c(x,y) A

Input:X Input:y

key sk

Ct =Encly)
Ct

<

ct=Eval (f, ct)
I ct

>

fx(y) =c(x,y) fly) =Decsk(ct')
y
↓

X

↓

c(x,y)



FHE Constructions

Step 1: SomewhatHomomorphic Encryption (SWHE)
- over Integers

-from LWE IGSW)

-from RLWE (BFV)

Step 2:Bootstrapping



SWHE over Integers

Attempt 1 (Secret-key) Why odd?
- secretkey:odd number p
- Enc(m):mt 90,23

sample a random 9
OutputCt =p.9 +m

Encryption of0 is a multiple ofp.
- DecLCt): it mod p
- Eval ARD:Ct =ct1 +ctz

Eval MULT: Ct= Ct1. Ct2

CCPA) Security?
GCD (p.91, p.9, ...) =P



SWHE over Integers

Attempt2 (Secret-key)
- secret key:odd number p
- Enc(m):mt 90,23

sample a random 9 Sample a random exp
OutputC =p.9 +m +2

Encryption of0 is small and even modulo p.

- DecLCt): [Ct mod p] mod 2
- Eval ARD:Ct =ct1 +ctz

Eval MULT: Ct= Ct1. Ct2

· Approximate GCD Problem:
Given poly-many (Xi=4. 9+ Si], output4.

O(x) 0(, si-z0()Example parameters:p-2, 9-2
Best known attacks require 24 time.


