
CSCI 1515 Applied Cryptography

This Lecture:

· GMW compiler: Malicious MPC for Any Funtion
· Cut-and-Choose: Malicious 2PC for Any Funtion

· Private SetIntersection (PSI)



Garbled
semi-honest 2PC for any function

Yar's circuit
semi-honest of

Gw

semi-honest MPC for any function



What could go wrong against
Putting ittogether.Semi-Honest IPC malicious adversaries?

Alice (Garbler) Bob (Evaluator)
x +50,132 y =50,232

Enc (Enc,(k6) I Enco (Enc,() Garbled Circuit
-

1

Enco(Encie , Enc (Enc, (k) /Garbled Gates)
Enci (Enc (ki))

Enc(Enc, (1) , a Enc (Enc, (k8))

.AND I Inputlabels forX

X1 x2 y1 yz OT
ko,kE 7 < y1

Inputlabels for y?

Enc (Enc,:(k8)) OT
Enc, (Enc(k8))

Enc (Enc: (8))
↓ - k1

Enc(Enc, (kE))

X
· Output labels? r

Enc (Enc,: (k: Ilo...0)) -> garbage
Evaluator sends k, k8 back to garbler Shuffle Enc(Enc,(k(10...0)) -> k8110....

· How to decide which ciphertext to decrypt? S Enc (Enc: (I I10...0)) -> garbage
Enc (Enc,(k= I10...0)) -> garbage
-

2x



MPC for any function with t =n-1(GMW)

Ei Each party Pi holds a random share v =30,23 sit.Or= UW

Inputs:
For each input wire wi⑭M If it's from party PK with input value vc 30, 13.

PK randomly samples vec* 90,2) Sit.RU= Un

⑭
↳
sends VEto party Pi.

XOR gates:
Sci, GIVEN: =abi =b
C

x1 x

s ? WANT:SCY sit. Ci = c =a*b
Ci =ai* bi

AND gates:
Sci, GIVEN: =ab =b Outputs:
C

·
WANT: SCY sit. Ci = c =a.b For each outputwire wi

AND ?

Ci =?
Each party Piholds a random share v E90,13

-b ↳
sends VEto all partiesSaiY [bi3 a.b =(,ai).)Ebi) mode

=(abi) + (,, aibi) mod2
Each party computes the value v=OV

P:locally Reshare



MPC for any function with t =n-1(GMW)
Yao:

Computational Complexity?
O(#AND · n) for each party O(#inputs) OTs + O (HAND) AES

Communication complexity?
O (HAND . n2) in total 0 (#inputs + #AND)

Round complexity? O(depth ofAND gates) O()

P1 42 & * · Pu

Round 1 ↓W ↓W ↓W

Round 2 ↓W ↓W ↓W

·

Round rx4X 11X ↓W

What could go wrong against malicious adversaries?



186182,
Garbled

semi-honest 2PC for any function
Yar's circuit

semi-honest OT
Gw
187 semi-honest MPC for any function

How to compare?

Yao's Garbled Circuit Goldreich-Micali-Wigderson

+ malicious security lower overhead

+#OT:#inputs
- #OTS:HAND. n2

+ 0(2) rounds ofcommunication -Oldepth ofAND gates)

-only 2PC +Any # ofparties

-only Boolean circuits + Extendable to arithmetic circuits
22 -> 2p



Feasibility Results

Computational Security:
semi-honest Oblivious Transfer (OT)

W

semi-honest MPC for any function with tan

W

malicious MPC for any function with tan



GMW Compiler
Given a semi-honestprotocol:

Once inputs & randomness are fixed, protocol is deterministic.
x! ,

Step 1:Each party Pi commitsto itsinputxi d randomness isto be
-

used in the semi-honest protocol. Fi = =H (messages II fed

Step 2:Run semi-honestprotocol.

Along with every message, prove in Ek thatthe message is computed

correctly (based on itsinput, randomness, transcriptso far



Cut-and - Choose for Garbled Circuits

Alice (Garbler)I Bob (Evaluator)
x +50,132 y =50,232

Enc (Enc,(k6) I
xGarbled Circuits

>

, **is
ie /Garbled Gates)
Enc (Enc,(k)

x1 x2 y=yz

Encid (Encilethe Randomly pick (x-1) of themEnc (Enc: (8))

Enc(Enc, (kE))

Enc (Enc,(k6) I

, **is
ie Reveal all the labelsEnc (Enc,(k)

X
x1 x2 y=yz for the (X-1) GCs

>

Encid (Encirclehe
Enc (Enc: (8))

Enc(Enc, (kE))

*

⑧

&S , **is ie Continue with the remaining GC

Verify correctness

Enc (Enc,(k6) I

Enc (Enc,(k)

x1 x2 y=yz

Encid (Encilethe If Alice generated 1GC incorrectly,
Enc (Enc: (8))

Enc(Enc, (kE))

PrIAlice caught] =1-
WANT:negligible



Cut-and - Choose for Garbled Circuits

Alice (Garbler)I Bob (Evaluator)
x +50,132 y =50,232

2x Garbled Circuits
>

, **is
ie /Garbled Gates)
Enc (Enc,(k)

x1 x2 y=yz

Encid (Encilethe Randomly pick x of themEnc (Enc: (8))

Enc(Enc, (kE))

Enc (Enc,(k6) I

, **is
ie Reveal all the labels

2xS
Enc (Enc,(k6) I

Enc (Enc: (8))

Enc (Enc,(k)

for the X GCs
>

Verify correctness

x1 x2 y=yz

Encid (Encirclehe

Enc(Enc, (kE))

*

⑧

&

Enc (Enc,(k6) I

, **is
ie

Continue with the remaining xGCs =>Take majority
Enc (Enc,(k)

x1 x2 y=yz

Encid (Encilethe If Alice generated =E GCs incorrectly,
Enc (Enc: (8))

Enc(Enc, (kE))

PrIAlice caught]<1-neg1.

PrTAlice passed] =2x
-1. 2x-E-1
2x -x-1.....I =(y)"



Private SetIntersection (PSI)

Alice Bob

0 O
A A

>

Input:X =9X1, X2, .. ., XnY Input:Y=341, 72, ..., yn3
L

V =SVI, V2, .. ., un]
>

C

PSI:f(X,Y) =XY

PSI-CA:f(x,y) =(xnY)

PSI-SUM:f((X,v), Y) =(XY), :.xyV:



Private SetIntersection (PSI)

Alice Bob

0 O
A A

Input:X =9X1, X2, .. ., XnY Input:Y=341, 72, ..., yn3
H(x1), ..., H(q)>

H(y1), . . ., H(yn)
↓

Is it (semi-honest) secure?
X1Y

xEX?No!Dictionary Attack

H(x)

Is itpossible to achieve 2PC/MPC with 1 round ofcommunication?
No!It allows Bob to learn f(x,y) on any y.



DDH-based PSI Cyclic group 4 oforder g with generatory, where DDH holds.

H:90,13*-> G (modeled as Random Oracle)

Alice Bob

0 O
A A

Input:X =9X1, X2, .. ., XnY Input:Y=341, 72, ..., yn3

KA$ Eq kB>$Eq
>HCY)*. =EHCYK, ..,H(yn)"*3

H(x)*, H(Y)K:KB>
H(X)*.KB& KA. KB

H(Y)

N
Is it (semi-honest) secure? X1Y

xEX?

HIX)**?



PSI-CA? PSI-CA:f(x,y) =(xnY)

Alice Bob

0 O
A A

Input:X =9X1, X2, .. ., XnY Input:Y=341, 72, ..., yn3

KA>$ Eq kB>$Eq
>HCY)*. =EHCYK, ..,H(yn)"*3

H(x)*, SH(Y)K:KB <3
shuffle H(x)*.** H(Y)K:KB

N

IxY



PSI-SUM? PSI-SUM:f((X,v), Y) =(XY), :.xyV:

Alice Bob

0 O
A A

Input:X =9X1, X2, .. ., XnY Input:Y=341, 72, ..., yn3
V =SVI, V2, .. ., un]

KA>$ Eq kB>$Eq
>HCY)*. =EHCYK, ..,H(yn)"*3

H(X)*, H(Y)K: KB
-


