
CSCI 1515 Applied Cryptography

This Lecture:

· Oblivious Transfer (OT)

· Putting ittogether: Semi-Honest IPC for Any Funtion
· GMW:Semi-Honest MPC for Any Funtion



Garbled
semi-honest 2PC for any function

Yar's circuit
semi-honest of

Gw

semi-honest MPC for any function



Oblivious Transfer (OT)

Sender Receiver

Input:Mo, m= E50,13 Input:<- 90,13
>

L

>

C

Output: I Output:Mc



CDH:g4, gB*g24= Then can also solve
Oblivious Transfer (OT) ↑↳ g2*ga"= IfappTAcan solve

Sender Given g2, gB: Receiver

g*=gxg6+ =g(+B)2
Input:Mo, m= E50,13 gR=gP2 ↓ Input:< 90,13

ac Eq A=g
A IgEe

b >2q
b 2

L B =g. A

Ifc =0 =B =gb
ko: =H(Ba) If c =1 =B =gb.A =ga

+b

k1 = =H((7(2)
Cto > EnCo(mo)ko =H(gab) Ct1 > Encr(m1)

k= =H(gab-Egabyga Output:
ko =H)gabtgab.ga" kc = =H(Ab) =H(gab)

k= =H(gab)
mc = =Dec((t)



OT Extension

Can we construct OT from symmetric-key primitives only?

Unlikely! (theoretical impossibility)

Inon-black-box, inefficient
one-way function

O(X) OTs extend N=poly(X OTs
M random oracle model

(black-box, efficient)
O(X) public-key operations O(X) public-key operations

+ O(N) Symmetric-key operations



What could go wrong against
Putting ittogether.Semi-Honest IPC malicious adversaries?

Alice (Garbler) Bob (Evaluator)
x +50,132 y =50,232

Enc (Enc,(k6) I Enco (Enc,() Garbled Circuit
-

1

Enco(Encie , Enc (Enc, (k) /Garbled Gates)
Enci (Enc (ki))

Enc(Enc, (1) , a Enc (Enc, (k8))

.AND I Inputlabels forX

X1 x2 y1 yz OT
ko,kE 7 < y1

Inputlabels for y?

Enc (Enc,:(k8)) OT
Enc, (Enc(k8))

Enc (Enc: (8))
↓ - k1

Enc(Enc, (kE))

X
· Output labels? r

Enc (Enc,: (k: Ilo...0)) -> garbage
Evaluator sends k, k8 back to garbler Shuffle Enc(Enc,(k(10...0)) -> k8110....

· How to decide which ciphertext to decrypt? S Enc (Enc: (I I10...0)) -> garbage
Enc (Enc,(k= I10...0)) -> garbage
-

2x



Garbled
semi-honest 2PC for any function

Yar's circuit
semi-honest of

Gw

semi-honest MPC for any function



MPC for any function with t =n-1(GMW)

Z
- Throughoutthe protocol, we keep the invariant:

For each Wire W:⑭M If the value ofthe wire is vWE30,13,
then the a parties hold an additive secret share ofw

⑭ Each party Piholds a random share v.E90,13 sit.

V=
x1 x2↳ Any (n-1) shares information theoretically hide vw



MPC for any function with t =n-1(GMW)

Z Each party Pi holds a random share v =30,23 sit.Or= UW
-

Inputs:

⑭M For each inputwire wi

If it's from party PK with input value vc 30, 13.

⑭ PK randomly samples vec* 90,2) Sit.RU= Un
↳
sends ve to party Pi.

new XOR gates:x1 x2 x3

Sci, GIVEN: ai=abi =b
C

N ? WANT:ECY sit. Ri =c =a*b

Ci =ai* bi
SaiY [bi3



MPC for any function with t =n-1(GMW)

Ei Each party Pi holds a random share v =30,23 sit.Or= UW

AND gates:

⑭M Sci, GIVEN: =abi =b
C

⑭ ⑭ ? WANT:SCY sit. Ci = c =a.b
Ci =?

SaiY [bi3

ne
x1 x2 x3 Outputs:

For each outputwire wi

Each party Piholds a random share v.E90,13
↳
sends VEto all parties

Each party computes the value v=OV



MPC for any function with t =n-1(GMW)

AND gates:
Sci, GIVEN: ai=abi =b
C

· ? WANT:SCY sit. Ci = c =a.b
AND

Ci =?
SaiY [bi3

a.b =(,ai).)Ebi) mode

=(abi) + (,, aibi) mod2

P:locally I



MPC for any function with t =n-1(GMW)

Reshare:
Pi 4j

Input:Ai =50,23 Input:b; t90,13
>

L

>

Output:ViE30,13 Output:55 -30,13

WANT: Random ri, 5;E90,13 sit. Vi+ 5 =Giobj(mod2)

2) P: randomly samples ri:$ 30,23

2) How to letislearn issit. Vi+5=aiobj (mod2)?
Sender Receiver
Mo=Ai.0-Fi

M1=Gi.1-ri
↳

OT
< c =bj
>j



MPC for any function with t =n-1(GMW)

Ei Each party Pi holds a random share v =30,23 sit.Or= UW

Inputs:
For each input wire wi⑭M If it's from party PK with input value vc 30, 13.

PK randomly samples vec* 90,2) Sit.RU= Un

⑭
↳
sends VEto party Pi.

XOR gates:
Sci, GIVEN: =abi =b
C

x1 x

s ? WANT:SCY sit. Ci = c =a*b
Ci =ai* bi

AND gates:
Sci, GIVEN: =ab =b Outputs:
C

·
WANT: SCY sit. Ci = c =a.b For each outputwire wi

AND ?

Ci =?
Each party Piholds a random share v E90,13

-b ↳
sends VEto all partiesSaiY [bi3 a.b =(,ai).)Ebi) mode

=(abi) + (,, aibi) mod2
Each party computes the value v=OV

P:locally Reshare



MPC for any function with t =n-1(GMW)

Computational Complexity?
O(#AND · n) for each party

Communication complexity?
O (HAND . n2) in total

Round complexity? O(depth ofAND gates)
P1 42 & e Pu

Round 1 ↓W ↓W ↓W

Round 2 ↓W ↓W ↓W

·

Round rx4X 11X ↓W

What could go wrong against malicious adversaries?



Garbled
semi-honest 2PC for any function

Yar's circuit
semi-honest of

Gw

semi-honest MPC for any function

How to compare?

Yao's Garbled Circuit Goldreich-Micali-Wigderson

+ malicious security lower overhead

+#OT:#inputs
- #OTS:HAND. n2


