
CSCI 1515 Applied Cryptography

This Lecture:

· Feasibility Results ofMPC

· Yao's Garbled Circuits and Optimizations



Secure Two-Party Computation (2PC)
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Secure Multi-Party Computation (MPC)
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Setting
· a parties P, P2, .... Pu

with private inputs X,X2,..., Xn

· Jointly compute f(x, x2, ..., xn)

· Communication:

Authenticated secure point-to-pointchannels between each pair 14:,4j)
(sometimes also assume broadcast channel)

· The adversary can "corrupt" a subset ofthe parties
leg, atmost to parties)



General Security Properties
·correctness:The function is computed correctly.
·Privacy: Only the outputis revealed.

·Independence ofInputs:Parties cannot choose inputs depending on others'
inputs.

· Securitywith Abort: Adversary may "about"the protocol.

preventing honest parties from receiving the output

·Fairness:If one partyreceives output, then all receive output.

·Guaranteed OutputDelivery (GoD):Honestparties always receive output.



Adversary's Power

Allowed adversarial behavior:

· semi-honest/passive/honest-but-curious:
Follow the protocol description honestly,
but try to extract more information by inspecting transcript.

· Malicious/active:
can deviate arbitrarily from the protocol description.

Adversary's Computing Power:
· Unbounded computing power ->Information-Theoretic (IT) Security
· PPT bounded ->Computational Security



Feasibility Results

Computational Security:
semi-honest Oblivious Transfer (OT)

W #corrupted parties

semi-honest MPC for any function with tan

W

malicious MPC for any function with tan

Information-Theoretic (IT) Security: Chonestmajority)
semi-honest/malicious MPC for any function with t

necessary



Oblivious Transfer (OT)
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Garbled
semi-honest 2PC for any function

Yar's circuit
semi-honest of

Gw

semi-honest MPC for any function



Example:Private Dating
Alice Bob
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Truth Table:

x=0 y=0 =z=0

x=0 y=1=z=0

x=1 y=0 =z=0

x=1y =1=z=1



Example:Private Dating
Alice Bob
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do,X1, Bo,B1, $90,13"
(labels)

Garbled Truth Table:

Encao(Encpo(0))= Lo Bo =>O

Encao(Encp_(0)) Lo BI =>O

Enca_(Encpo(0))= 22Bo => 0

Encan(Encp_(2))= 21 B==1

Garbled Gate



Example:Private Dating
Alice Bob

0 Encao(Encpo(0)) O
A Encao(Encp_(0)) A

x +50,23 Enca_(Encpo(0)) y =50,13
O

1 Enca_(Encp_(2))

AND Inputlabel for X:xx8
7

-

e Bo

B1

$do,X1, Bo, PAS 90,13" Inputlabel for y?
(labels) 30,B=< y

OT
↓ >By

Z
<



Arbitrary Function : Represent it as a Boolean circuit
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Yoo's Garbled Circuit
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Secure 2PC

Alice (Garbler) Bob (Evaluator)
x +50,132 y =50,232

Enc (Enc,(k6) I Enco (Enc,() Garbled Circuit
-
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Enco(Encie , Enc (Enc, (k) /Garbled Gates)
Enci (Enc (ki))

Enc(Enc, (1) , a Enc (Enc, (k8))

.AND I Inputlabels forX
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ko,kE 7 < y1

Inputlabels for y?

Enc (Enc,:(k8)) OT
Enc, (Enc(k8))

Enc (Enc: (8))
↓ - k1

Enc(Enc, (kE))

X
· Output labels? r
- Set ky =k8=0;k =k2 =1 Enc (Enc,: (k: Ilo...0)) -> garbage

- Garbler sends (10, k2), (12, KE) toevaluator Shuffle Enc(Enc,(k(10...0)) -> k8110....
- Evaluator sends k, k8 back to garbler S Enc (Enc: (I I10...0)) -> garbage

· How to decide which ciphertext to decrypt? Enc (Enc,(k= I10...0)) -> garbage
-

2x



Optimization 1:Point-and- Permute
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Optimization 2:Row Reduction
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Optimization 3:Free XOR hidden to evaluator
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Other Optimizations:
-Half-gates: 24 bitsper AND gate +free XOR

-slicing-and-dicing:-1.5x bitsper AND gate + free XOR


