
CSCI 1515 Applied Cryptography

This Lecture:

· zero-knowledge Proofs for All NP
· Succinct Non-Interactive Arguments (SNARGs)



Zero-knowledge ProofformGraph 3-Coloring (All NP)
⑪

⑭I
⑭

NP language (
=EG:G has 3-coloring?

NP relation R2 = 3 (G, 3C02))
Shuffle Color

/, , , ' challenge
G=(V,E) L

My, y,
y, ' /

'

challenge

If GAL, PrIP*is caught]? El PrTp*convinces v] < (1- it1)
*E)

How to amplify soundness? ( - )*=e I



CommitmentScheme

Sender Receiver

m =50,13

Commit:

r50,13"
c ==Com(m;2) C

7

Open: (m,r), verify:
c=Com(m;r)

Example:Pedersen Commitment

Cyclic group4 oforder a with generator g,
andgenerated by

Receiver

5Eq
Com(m;1) =gm.h =c



CommitmentScheme

· Hiding:Com(0;r) =Com(1; s)

-Perfectly hiding:Comlo;r) =Com(2;5)
- Computationally hiding:Comlo;r) =Com(2;5)

· Binding:Hard to find vis sit. Comloir) =Com(1;S)

S- Perfectly binding:Fr.s, Como,r) FCom(2;5) Com(0) Com(1)

- Computationally binding:Any PPT sender cannot find is sit.

com(0;r) =Com(1; S) find is sit. for somec,
c=Com(0;r) =Com(1:5)

Whatdoes Pedersen commitmentscheme satisfy? c =hV =g.h
5Eq random inG (OTP)

=>h*=g

Com(m;1) =gm. =c perfectly hiding =-h =g(rs)-

computationally binding (r- s)= lygh

Can a commitmentscheme be both perfectly hiding & perfectly binding? No!



Zero-knowledge Prooffor Graph 3-Coloring
Input: G =(V, E)

Witness:4: U => 30,1,27

Given a computationally hiding, perfectly binding commitmentscheme.

Prover Verifier
Randomly sample it:S0,1,23-90,1,27
WVEV, W190,23Y(r= =com(T (d(v));(r)

ECrYveN>

Randomly pick an edge (U,V) GE
< (4,V)

Open Commitments (n &Cv

B =T(P(v)), Nu
D

Cr =Com(P;r)
x=T(P(n)), rn, Verify:Cu=Com(d;ru)

2,BE90,1,23, x*P



Circuit Satisfiability(NP Complete)

NP language (c=9x = 50,13":

⑭ =W E50,23"sit. C(X,W) =13

NY relation Ric= 5(x,w):((X, w)=13

⑭M
Example:pre-image ofhash function

⑭
C(X,w) =H(w)-x +1

nee
X W H(w)=x
↑ ↑

hash value pre-image



ZIP for Circuit Satisfiability
Com(1) C= =Com(0)

Cz =Com(0)

comial
*n(z)

=c

C =Com(0)

OR

C= =Com(1)
Cz =Com(0)

⑭comcos-c ( =Com(1)

OR

C= =Com(1)

⑭
Cz =Com(1)

OR

C =Com(0)

Com(1) Com(1) Com(0) Com(1) =(> C= =Com(0)
nee Cz =Com(1)
X W

( =Com(1)



Proof Systems for Circuit Satisfiability
NY relation RLc= 5(x,w):((X, w)=13

(Fiat-Shamir)
NP 2 -Protocol NIZK

P(X,w)
W

>V(X) P(X,w) < ? V(x) P(X,w) # >V(X)
((X,W)=1

Zero-knowledge NO YES YES

Non-Interactive YES NO YES

Communication 0 ((WI) 0((x) 0((x)
V's computation 0(ICI) 0((x) 0((x)

Can we have
communication complexity & sublinear in 1C1& (w):
Verifier's computational complexity



SuccinctNon-Interactive Argument(SNARG)
*p* AppT p*(in soundness)

Def A non-interactive proof/argumentsystem is succintif
- The proofit is oflength (ii) =poly(x, log (C1)
- The verifier runs in time poly(X, 1x1, log (CK)

· SNARK:SuccinctNon-Interactive Argumentof knowledge
· zK-SNARG/zK-SNARK:SNARG/SNARK +Zero-knowledge

Why Succinct Proofs?

Is itpossible?



Verifiable Computation

Server Client

-X

< Compute f

y >

y
=f(x)



Anonymous Transactions on Blockchain

Alice's Account A IBTC
> Bob's Account B

UKA (public) UKB (public)
SKA (private) SK (private)

Transaction:UKA, UKB, 2BTC, 5:Signskyl" (

Anonymous Transaction:

CCom UKA, VKB, 2BTC, 5:Signskal 1)
NIZK:valid transaction



Probabilistically Checkable Proof (PCP)
Prover Verifier
(x,w)

TE 50,13 (x)

> 0 110 1 & a ⑧ 1
↑ M R

PCP Theorem (Informal):
Every NP language has a PCP where the verifier reads only a constant
number ofbits of the proof.



First Attempt

Prover Verifier
(x,w) (x)

v

com(0 1 =01...1)
>

> ij, k

Open Com(ii), Com(tj),Com(ti) >



Merkle Tree

C

H

"IIIIII,

H H

111I/I
H H H H

O 1 111A), O 1 1 O 1

↑

open

Why (computationally) binding?

can we make ithiding?


