
CSCI 1515 Applied Cryptography

This Lecture:

· Case Study:Group Chat (Continued)

· Single Sign-On (SSO) Authentication

· zero-knowledge Proof
· Example: Diffie-Hellman Tuple
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How would you design it?



symmetric-Key RatchetEncryption



Double RatchetEncryption



Single Sign-On (SSO) Authentication
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- OAuth/OpenID:Sign-in with Google/Applel...

- Kerberos:enterprises



Zero-knowledge Proofs

Prover Verifier

* *
Coca-Cola & Pepsi
taste differently

There is a bug in your code

Ihave the secret key
for this ciphertext Whatis a proof?

Whatdoes zero-knowledge mean?



What is a "proof system"?

statement.

profe
-nee

-

· Completeness.If statementis true, then Iprof thatproves it'strue.

· soundness.If statementis false, then Aporfcan't prove it'strue.



NP as a ProofSystem
Ex:Gragh 3-Coloring
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=EG:G has 3-coloring?

NP relation R2 = 3 (G, 3C02))
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graph 3-coloring

Statement:graph G

Proof:3-coloring ofG. 3COL

(G, 3C01) ERL



NP as a ProofSystem
A language is in NP if Epoly-time V sit.

· Completeness:FXGL, EW sit. V(X, W) =1
↑

Witness

· soundness:FXAL, Fut, V(x, w4) =0
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Zero-Knowledge Proof (EKP)
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Let 1p.V) be a pair ofprobabilistic poly-time (PPT) interactive machines.

1p, V) is a zero-knowledge proof system for a language (with associated

relation R2 if
· Completeness:F(X,w)ERC, Pr[P(x,w) c > U(x) outputs 1]

=1.

· soundness:FxAL, F(ppT)p*, Pr[P*(x)c > V(x) outputs 1]
=0.

↑

argument
·

Zero-knowledge?



Zero-Knowledge Proof (EKP)

Simulator Verifier*
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Zero-knowledge:UPPT VY, EPPTS sit. F (X, w) RL,

Outputx[P(x,w) c > v(x)] =S(x)



Example:Diffie-Hellman Tuple

Input: Cyclic group Gof order 9, generator g, h, H, V

ga "gb gab
Witness:b

Statement:EbE Zg Sit. U=gb xv=hb

Prover Verifier
completeness?

-Za A:=gr, B:=ht
>

-450,13
8

<

S: =2.b+r (mod 9) <
?

If =0 =>S == Verify A=gS, B=hS

If = 1 =>S = btr =u.A=g, v.B=h"



soundness? (g, h, n, v) AL in x iterations =(I)"
ga "gb c

->
in a single iteration=I

FxGL, Up*, Pr[P*)c > V(x) outputs 1]
=0.

Prover* Verifier
① A=g, B =ht valid

-Za A:=gr, B:=ht If r =1 =>caught
>

-450,13 S sit. U.gr=gS
<

8 I v.h =hS
H

S: =w.b+r(modq),
times

n=gs-

v =hs-

↓

b=s-r
If =0 =>S == Verify A=gS, B=hS

DOES NOTEXIST!

If u =1 =5 =b+r = U.A=g, v.B =h" 8 A:gY, B=h invalid

54Xq A: =9%, B:=hY/v r,E

If v =0 =>caught



Zero-knowledge?
FPPT VY, EPPTS sit. F (x,w) tRL,

Outputx[P(x,w) c > v(x)] =S(x)

Simulator Guess W'* 50,13 Verifier* Rewind - A times:

~**Prepare
A,B PrIsuccess]?1-It)"↑ <

A:=gr, B:=ht
>

Rewind -450,13
8

If r =r: proceed

IfU S: =w.b+r(modq) >

Parallel Repetition?
~.... PrIC,=2!, ...,x=x] =(t)"

-> ->
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NOT ZK!


