
CSCI 1515Applied Cryptography

This Lecture:

· Case Study:SSH (Continued

· Certificates and Public Key Infrastructure (PKI)
· Password-Based Authentication

· Putting itTogether:Secure Authentication



Putting itTogether:Secure Communication
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Signature Scheme
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Secure Shell Protocol (SSH)
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One-Sided Secure Authentication
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Public Key Infrastructure (PKI)
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Certificate Chain
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Certificate Revocation

· Short-lived certificates

· Certificate revocation lists (CRLs)



One-Sided Secure Authentication

(UKB.SKB) <Gen (14)

user a Server
g

o 0
* Diffie-Hellman KeyExchange A

↳

↓ gb, 5B ↓
ab ab
g UKB, X.509 g

↓Hash ↓Hash

K "Man-in-the-Middle" Attack? K

(k1,Kz) (k1,Kz)

Authenticated Encryption
(Encrypt-then-MAC)

↳



Password-Based Authentication
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Online DictionaryAttack
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Offline DictionaryAttack
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Salting
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Why does it help?


