
CSCI 1510

This Lecture :

· Somewhat Homomorphic Encryption from LWE(GSW)

· Bootstrapping SWHE to FHE

· Program Obfuscation



FHE Constructions

Step 1 : Somewhat Homomorphic Encryption (SWHE) from LWE(GSW)

Step 2 : Bootstrapping



Post-Quantum Assumption : Learning With Errors (LWE)
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Regev Encryption from LWE
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Regev Encryption from LWE

Homomorphism :

C = Enc(M1) <C
,
t>= "small"M2 · (E)

C= Enc(M2) <C ,
t>= "small"M2 · (E)

Additive Homomorphism ?

C = (2+ (2

<C,t = "Small" + (M2+M2) · (E)

Multiplicative Homomorphism ?



SWHE from LWE (GSW)

Attempt 1 (secret-key
Sk = tnx1 S

1nx1

Encsk (M) : Meso, 13

Sample Cot ****
"

Sit . Co · E = small

X
Co t = e

nxn UX1 UX1

= Co+ M . I
uXn identity matrix

Deck(c) : C . E = ?

CPA Security ?



SWHE from LWE (GSW)

Attempt 1 (secret-key
Without Error : C . E = M.E With Error :C . E = M.E + e

Homomorphism : C . E = M1 . E Homomorphism : C . E = M1 · E + Ez

C . E = Mu . E C . E = Mu . E + en

Additive Homomorphism ? Additive Homomorphism ?
C+ G% C+ G ?

Multiplicative Homomorphism ? Multiplicative Homomorphism ?
↳· (2? ↳· (2 ?



SWHE from LWE (GSW)

Attempt 2 (secret-key

Flattering Gadget : G
+

Gadget matrix G Zam
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SWHE from LWE (GSW)

Attempt 2 (secret-key
Homomorphism : C . E =

Sk = tnx1 S C . E = %

1nx1
Additive Homomorphism ?

/

Encsk (M) : Meso, 13 C1+G ?

Sample Cot Zam
*

Sit . Co · E = small Multiplicative Homomorphism ?
G+ ((z) · G !

X t
-

Co nx1e

mXn mx1

C = Co+ M . G

gadget matrix

Deck (c) : C · E = ?
How homomorphic is it ?

CPA Security ? # MULT ?



SWHE from LWE (GSW)

Attempt 3 (public-key
Sk = tnx1 S

1nx1

public key : "encryptions of 0"

Sci zmen/GE = smallSitin)

Encsk (M) : Meso, 13

c = (random subset sum of Co's) + M.
gadget matrix



Step 2 : Bootstrapping
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Leveled FHE
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One more operation ADD & MULT



Step 2 : Bootstrapping
Leveled FHE : PK , PKz , PKs, ..., pkn

Encpkz(sk1) En<pky(Skz) Encpkn(Skn=1)

FHE : Pk , Encpk(Sk)
"circular secure" assumption



Program Obfuscation

Alice Bob
O O
A A

P (program)
↓ ↑

>

Obfuscate P(x)- y
↓

F P= ?

Goal : Make the program "unintelligible" without affecting its functionality.



Symmetric-key to Public-key

C SK

obfuscate)wit



Formal Definition : Virtual Black Box (VBB)

Obfuscator 0 :
c 0 < 0(c)

· Functionality. O(C) computes the same function as C.

· Polynomial Slowdown : 10(C)) < poly(n) · /c)

· Security (Virtual Black Box) :
APPTA , EPPTS , sit . XC , A(O) = S(2').

C(:)
T

X ((x)

O(C) = Simulator

Thm VBB obfuscator for all poly-sized circuits is impossible to achieve.



Formal Definition : Indistinguishability Obfuscation (10)

Obfuscator 0 :
c 0 < 0(c)

· Functionality. O(C) computes the same function as C.

· Polynomial Slowdown : 10(C)) < poly(n) · /c)

· Security (indistinguishability obfuscation) :

If Co & G compute the same function and ICol = /Cl .

then O(Co) = O((1)

· Best Possible Obfuscation

iO iO

Best Obfuscation C Padding
=

C C



Is it possible ?

· 2001 : Nation introduced

· 2013 : First "Candidate" construction from multilinear maps

· 2013-2020 : Attack , fixes, new constructions from new assumptions

· 2020 : New construction from well-founded assumptions



PKE from iO

Let G : So . 13"+> 50 ,13 be a length-doubling PRG.

· Gen (14) :
Sk** 50 , 13
PK : = G(sk)

X

· Encpk(m) : ~

Cpk,m(x) : = &m if G(x)
=pk C PK

↓ otherwise M

vOutput a< v0((pk.m) m or 1

· Decsk(C) : ?

Thm If G is a PRG and iO() is an idistinguishability obfuscator, then this PKE scheme
is CPA-secure.


