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· Perfect EKP for Diffie-Hellman Tuples (continued
· Commitment Schemes

· ZkP for All NP

· Non-Interactive Zero-knowledge Proofs



Zero-knowledge Proof (EKP)
Prover Verifier
O O
A

>

A
[

(X, w) X
>

[

↓

0/1

Let (P, VI be a pair of PPT interactive machines . (P, V) is a zero-knowledge
proof system for a language (with associated relation RL if

· Completeness . V(X ,WSERL, Pr[P(X,w) <> V(X) outputs 1] = 1.

· soundness : VXL , A(ppT)p*, Pr[P
*

(x) <> V(X) outputs 1] < negl (n)·
↑

argument
· Zero-knowledge ?



Zero-knowledge Proof (EKP)

Simulator Verifier
*
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>
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↓

output

·

Zero-knowledge : FPPT V*, EPPTS Sit . F(X,w)e R,

Output[P(x,w) c > V
*(x)] = S(x)

↑

perfect/statistical/computational
E s &



Perfect ZkP for Diffie-Hellman Tuples

Input : Cyclic group G of order 9 , generatory , h , H,

ga igb gab
Witness : b

Statement : EbtEg Sit
. U=gb x v= h

Prover Verifier Completeness ?
Za A : = gr

, B : = ht , g= gub+

? 24 50 , 13 = (gb)5. gr#ver

= u8. A

S : = Gobtr moda
h = (Eb+r

= (h)2 . r
= vV . B



Soundness ? (g , h .n, v) #L v= hd btb

ga ign "ge
FXL , Xp*, Pr[P

*

(x) <> V(x) outputs 1] < negI(n)

Prover* Verifier
A , B

Za A : = gr
, B := ht

N

>J[ - S 24 50 , 13

S

S : = Gobtr moda Verifyg
g= :A g= (g)%A 195)"= (gb)r..A h = h 0 · A

n =%.B h = (hb)% B

Pr[g= :A 1 h =%.B] =PrTh .A = ho%. B) = PrThIb-bl .r= B/A9]
Et



Zero-Knowledge?

APPT V*, EPPTS Sit . F(X, w)eRL,

Output[P(x,w) c > V
*(x)] = S(x)

Simulator Verifier
*

Za A : = gr
, B := ht <

24 50 , 13
-

[

S : = Gobtr mod9



ZkP for Graph 3-Coloring (All NP)
⑭ ⑭

⑪
O

⑭

NP language L = &G : G has 3-coloring

NP relation RL = E (G , 3202)

uin,

⑭y,y,
,



Commitment Scheme

Sender Receiver

me So , 13

Commit :
r 50, 134
c : = Com(m ; r) C

7

Decommit:
(m,r) > Verify :

C= com(m= r)



Commitment Scheme

Def A non-interactive perfectly binding commitment scheme is a PPT algorithm
Com statisfying :
· Perfectly Binding : Fr,SESo,13"Com(o , r) + Com( ; S)
· Computationally Hiding : Com(0 ; Hn) = Com (1; Un)

A decommitment of a commitment value c is (b, r) sit . C= Com(bir).

Can a commitment scheme be both perfectly binding & perfectly hiding ?



Perfectly Binding Commitment Scheme

Assume one-way permutations exist.

Let f : So,13 "+So , 13" be a owp and he: So
,
13"-> So , 1) be a hard-core

predicate of f.

Com(b; r) : = (f(t) , hu(r) b)

· Perfectly Binding ?

· Computationally Hiding ?



ZkP for Graph 3-coloring
Input : G = (V, El

Witness : 6 : V- 50 , 1, 23

Given a perfectly binding commitment scheme Com.

Prover Verifier
Randomly sample TI : 50, 1, 23+ 50,1, 23
EveV , re So, 13" C : =Com((p(v1) ; Wr)

Ecriver
>

Randomly pick an edge (U.V) EE
<

(n ,v)

Reveal decommitments ofIn & C

x=T(p(u) , ru
> Verify : Cu=Com(x; ru)

B =T(p(v)) , W Cu = Com(B; r)
X,BESo , 1,23 , X#B

completeness ? Soundness ?



Zero-knowledge ?

APPT V*, EPPTS Sit . F(X, w)eRL,

Output[P(x,w) < > V
*(x)] = S(x)

Simulator Verifier
*

ECSveV

Randomly pick an edge (U.v) EE
E

(u ,v)

Reveal decommitments ofIn & C

↓, ru
>

B , W Verify : Cu=Com(x; ru)
Cu = Com(B; r)
X,BESo , 1,23 , X#B



Non-Interactive Zero-Knowledge (NIzK) Proof

Prover Verifier
Input : (X, W) Input: X

T
3

Verify

· Completeness . V(X ,WSERL, PrIP(X,w) < V(X) outputs 1] = 1.

· soundness : VX#L , Xp*, Pr[P
*

(X) < V(X) outputs 1] <neg((n)

·

Zero-knowledge : FPPT V*, EPPTS S.t . F(X,w)e R,

Output[P(x,w) < V
*(x)] = S(x)

Is it possible ?



Model 1 : Common Random String/Common Reference String (CRS)

2 -Gen(1")
T M

Prover Verifier
Input : (X, W) Input: X

T
3

Verify

S(x) generates both (5 , it)

·

Zero-knowledge : FPPT V*, EPPTS S.t . F(X,w)e R,

Output[o < Genl") , P(x,w . r) < V
*(x , +)] = S(x)

Alternatively : (5 > Gen(") , P(x,w . d) = S(X)



Model 2 : Random Oracle Model

H
T H

Prover >

Verifier
Input : (X, W) Input: X

T
3

Verify

S controls input/output behavior of RO



Fiat-Shamir Heuritic

Public-Coin Honest-Verifier EK (HVzK) = NIZK in the RO model

Prover Verifier
Input : (X, W) Input: X

me >

21Da
[

Mz
3

52Da
G2

[

M3
3

Verify

2 : = H(X (1mz)

22 : = H(x1l m1 llmz)


