
CSCI 1510

This Lecture :

· RSA Signature (Continued

· Random Oracle Model

· Identification Schemes

· Fiat-Shamir Transform
· Schnorr's Identification / Signature Schemes



Digital Signature
· Syntax :
A digital signature scheme is defined by PPT algorithms (Gen , Sign · Vrfy) :

(pk ,sk) Gen (11)

< Signsk(m) meN
01 : = Vrfyph (m , 2)

· Correctness : En , F(pk , sk) output by Gen (14) , VMEM

Vrfyp,(m , Signs(ms) = 1



Digital Signature
Def A digital signature scheme T = (Gen , Sign · Urfy) is secure if APPTA,

E negligible function 31.) S.t. Pr[SigForget
,#
==] = E(n)

.

C(14) A(14)

(pk , sk) <Gen(1n)
pk > Q : = [m/ in queried by 13

< mEM SigForge A,#== (A succeeds) if
- Signsk(m) · ① m* Q , and

② Urfyp,(m+, o*) = 1 .

output (m*, s
*)



RSA-based Signatures

Plain RSA Signature :

· Gen(1") : ge

(N
, e ,d)<GenRSA(1") Gq -m

Pk : = (N ,e) und
Ski = (N, d)

* *
· Signsk(m) : me EN

W : = md mod N

· Vrfypk(m , 6) : m = remod N

Is it secure? ( A
Pk= (N , e) <

Pick an arbitrary o
*
EE*, m*= 1**)emod N

M

-e
>

m
*
= m2modN

,
s
*
= ="mod N



RSA-based Signatures
m

RSA-FPH (Full Domain Hash) Signature :
· Gen(1") : H

ge
(N
, e ,d)<GenRSA(1")

Pk : = (N ,e) Gq S
Ski = (N, d) yd
Specify a hash function H : 50, 13

*
-Z * *

· Signsk(m) : me So , 13
*

W : = H (m) mod N

· Vrfypk(m , 5) : H(m) = remod N

Thm If the RSA problem is hard relative to GenRSA and H is modeled as a

random oracle , then this signature scheme is secure.
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Signatures from DLOG

②
① Fiat-Shamir
Identification Scheme >

X Transform Digital Signature
③ Schnorr

Discrete Log



Identification Scheme

Alice Bob

O O
A A
(Sk) & (pk)

>

&

>

Indeed Alice !



Special 3-Round Identification Scheme

(pk , sk) = Gen (11)
Prover Verifier
(Sk) (pk)

(1 , St) =P- (sk) I
>

repp
j

&

S : =42(sk, St, r) S
>

V(pk, r, s) = I

Correctness : If both parties follow the protocol description , then the verifier accepts
with probability 1.



Special 3-Round Identification Scheme

Def A 3-round identification scheme T= (Gen , Pz, P2 , V) is secure if APPT A,

Enegligible function 2(.) S.t. PrTV(pK, r*, s*) = I*] = E(n).

C(2") A(14)

(pk,sk) = Gen (14) 4k

< "Transcript"
(I, r ,3))

>
It

r
**epk

r*

< "Transcript"
(I, r ,3))

Output s



Fiat-Shamir Transform
Let T= (Genes

,

P1
,
P2
,
VI be a secure identification scheme.

Construct a signature scheme T= (Gen, Sign · Vrfy) :

· Gen(1") :

(pk, sk)=GenIp(1n)

Specify a hash function H : 50, 13
*
-> Apk

· Signsk(m) : me So , 13
*

(1 , St) =P- (sk)
r: = H(Illm)

S : =42(sk, St, r)

Output o =(I , r, s)

· Vrfypklm , e) :
I : = V(pk, r, s)

Output 1 if H(Illm) = r.

Thm If It is secure andH is modeled as a random oracle , then it is secure.



Schnoor's Identification Scheme

(G , g , g) =G(z")
X Zy

Prover hi = gX Verifier
(x) (G ,g, g , h)

yg
I : = gY I

>

j
r Eg

&

S := (X . r+y) modg S

/ = I

Thm If DLOG is hard relative to G , then this is a secure identification scheme.


